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PEHEH3ISI-BIAT'YK
Ha OCBiTHIO miporpamy “Kibepbezmeka”
nepuioro (6akanaBpChKOI0) piBHS BUIIOI OCBITH,
creniansHocTi FS “Kibepbesneka ta 3axucT iHdopMmartii”
kadenpu kibepbesnekn HamioHaIsHOTO TEXHIYHOTO YHIBEPCHUTETY

“XapKiBChKUI NOMITEXHIYHUHN IHCTUTYT”

VY cydacHOMY CBITi Ba)JIUBY POJIb BiJIirpatoTh iH(GopMaIliiiHi TEXHOIOT1i, BIJIFOYHO i3
HUMU 3acobu 3abesneueHHs KibepOesneku miAnpueMCTB OyAb-sKoi (OpMH BIACHOCTI
3aliMaroTh MPOBiIHI MO3MIIT Ha HABUINIOMY PiBHI i3 BUKOHaHHSIM MiJIIPUEMCTBOM CBOiX
6e3nocepenHix 6i3Hec-3aBaanb. CydacHHi CBiT, (haKTUUHO — Ie TexHoJoril InmycTpil 4.0
Ta InTteprety peueil (Internet of Things), ne daxTuuni pecypcu migmpreMcTBa MarOTh
CBOIO BIpTyallbHy Komiio y Iu}poBiii ¢opMmi Ta mepexpenryloThCs 3 TPaJduLliiHAMU
HiAXoAaMyu IO JOKYMEHTOOOIry Ta iHGOpMaliiHUMH CHCTEMaMH CYIPOBOIKEHHS
6isHecy. Lle Ge3yMOBHO crpuse HMIOPiYHOMY 30iNBIIEHHIO TIONMUTY Y Halmiil KpaiHi Ha
cHemiajicTiB 3 KibepOe3mekH, siKi OyIOyTh CIPOMOXKHI e(eKTUBHO BHUPIIITyBaTH CKIIAIHI
3aBAaHHS 00 MOOYIOBU 3aXUCTY MiANMPUEMCTBA Ta OYIyTh CIIPOMOXKHI 3a0e3eTyBaTh
IIPOTHU/IIF0 HECAHKI[IOHOBAaHOMY BTPYYaHHIO JI0 iX iH(opMalliiinoi iHppacTpyKTypH.

Ocsitasa nporpama “KiGep6esmneka” nepioro (6akagaBpCbKOro) piBHS BHILOI OCBITH,
110 3aIpONoOHOBaHa Kadeaporo kibepbesmeku HarlioHaTbHOTO TEXHIYHOTO YHIBEPCUTETY
“XapkiBChKUil TONITEXHIYHMM IHCTUTYT  Ma€ BCi TOTPiOHI KOMIIOHEHTH MO0
3abe3mnedeHHss HaBYAJIBHOTO Mporecy mpodeciiinol maroroBku ¢GaxiBiiB, fAKi Yy
KOMITaHiIX 3MOXYTh 3aiiMaTH TMO3UIlii: MEHeIKepa CHCTeM 3 iHpopMaIliiiHol Oe3rekH,
¢axiBng 3axucTy iH(popMarii, TexHika 3axucTy iHpopmaiii, aaMiHicTpaTopy 60a3u qaHuX,
aJIMiHICTPaTOpy JOCTYIY, iHKeHepa-IporpaMicTta TOoIIIo.

Crin BU3HAYUTH, IO Y Cy4YacHUX €KOHOMIYHHUX YMOBax KibepOe3mneka — 1ie He TUTbKH
3HaYHUM TpPeHJ y PO3BUTKY BENHKHX KOMIIaHIM Ta MiANPHEMCTB. 3apa3 Maiuid Ta
cepeHiit Oi3Hec BiAKpHBa€e HOBI A cebe Hillli eJIeKTPOHHOI KoMepiiii. BiamosigHo crae
IIMTaHHA OO0 PillICHHS 3aBAAaHb 3a0e3MeueHHs 0e3NeKy eJIeKTPOHHUX MEPeX He TLIbKH
KOPIIOPAaTUBHOIO DiBHS, aje CIiJi BHPIIIyBaTH TMOBCAKIEHHI MHUTaHHS KiOep3axucry
MaJIOro Ta CepeAHbOro MpuBaTHOTrO OizHecy. ToMmy, CiiJi BBRXATH IyXK€ CBOECYACHUMHU
3aBaHHS, IO PO3MJINAIOTECS y OCBiTHIH mporpami “KiGepOesmeka”, 3a sKOO

HaBYalOTbCA CTyldeHTH HamioHansHOro TEXHIYHOrO YHiBepcuTeTy “XapKiBChbKUM



noJiiTexHigHmi iHCTHTYT” 3a cnenianbHicTIO F5 “Kibepbesneka Ta 3axuct iHdopMarii”.
BuITyCKHHK 3a IIi€f0 MPOrpaMoi0 Mae JOCBiJ Ta PO3yMiHHsS 3aBHaHb, SIK y MacHITabi
noTpe0 Oe3leKky BeMKUX OpraHizamid Ta KOMIIaHIM, a TakoX KOMIIaHil, IO MaroTh
NOpPIiBHAHO HEBENWMKI MaciuTabu Oi3Hecy, Ta, HaNpPWKIAL, KOMIaHiH, piBHSI BeO-CTyHiH,
[0 HAJAIOTh IOCIYTH 3 pO3pO0JIeHHs BeO-CaiTiB. 3allpOlIOHOBAaHA IporpamMa BpaxOBYye
He TiIbKH IIOTPeOM KOMIIaHii-poOOTONABIB, IO CIPSMOBaHI TIIBKA Ha pIlICHHS
3aMOBIIEHb JIJI 3aKOPIOHHMX KOMIIaHi#, Tak 3BaHi ayTCOPCHHIOBI KOMIIaHii Ta iHIIi, aje
i 171 KOMIIaHi#, [0 MPAIfOI0Th BUKITIOYHO Ha BHYTPIITHBOMY PUHKY Y KpaiHH.

Oco6MBOI yBaru 3aciIyroBye 0JI0K OCBiTHiX KOMIOHEHTIB «llITyuHuli iHTENEeKT B
CHCTEMAX 3aXHCTy», SKHAH € HeBiI'€MHOI YaCTHHOIO Cy4YacHOI OCBITHBOI IPOIPaMH.
CTy/leHTH OIAHOBYIOTh METOIM 3aCTOCYBaHHS TEXHOJIOTIH INTyYHOIO iHTENEKTy s
BUSBJICHHS, aHaJi3y Ta HeMrpamizamili kiOep3zarpo3. Y pamkKax OUX JUCHHUILTIH
PO3IIISAIOTECS IHTENEKTYalbHi CHCTEMH MOHITOPHHTY, MAallHHE HaBYaHHS, aHalli3
BEIMKUX JAHWX [J BHUABICHHS aHOMANid y KibepnpocTopi, a TakoX MHTaHH
aBTOMaTH3allil mporeciB Kibep3zaxucty. Takuii miaxix no3poisie MalOyTHIM (paxiBIsIM
(dopMyBaTH CTiiKi MpaKkTUYHI HABUYKH BUKOPHUCTAaHHS IHHOBAIMHUX MiAXOAIB IO
3a0e3mevyeHHs KibepOe3neKy Ha OCHOBI iHTEJIEKTYaIbHOTO aHajli3y iH(popmarii.

Cnig  minBectw, 1m0 ocBiTHa nporpama “KibepOesmeka”  mepmioro
(bakamaBpCHKOTO) PiBHS BHINOi OCBITH, IO 3aIpONOHOBaHA Kadenporo KibepbOesmeku
HaIioHanbHOTO TEXHIYHOTO YHiBepcuTeTy “XapKiBChbKHIl MONITEXHIYHUNA 1HCTUTYT' €
CY4acHOI0, e(heKTUBHOIO Ta 3aTpeOyBaHOIO0 HA Cy4aCHOMY PHHKY Mpali y Haioi KpaiHi
II0J0 IArOTOBKH GaXiBIiB 3 KibepOesmeku. L[a mporpama BiAmoBimae cTaHOapTy
MinicrepcTBo OCBITH 1 Haykum YKpaiHM Ta Y3TO[DKYEThCS 3 3allUTaMKM KOMIIaHiH
poboTonaBIliB OO HAasBHOCTI KBamipikoBanumx kaapiB y IT-ramysi Ta Hampsmy

cnemiansHOCTI F5 “KibGepOe3mneka Ta 3axuct iHdpopmariii.

3aBimyBau kadenapu 3axucty iHGopMmartii noJtl
9 282 #a k4R
[HCTUTYTY KOMIT IOTEPHHUX TEXHOJOTIH, | 0710 41 U
aBTOMaTHKU Ta MeTpoorii Haiionansnoro %
yHiBepcuTeTy «JIbBiBChKA MOJITEXHIKAY,

I.T.H., podecop

Isan OITIPCHKUIA
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PELIEH3IA-BIANYK

HA OCBITHIO MPOrPAMY “KIBEPBE3MEKA”
nepworo (6akanaBpcbKoro) piBHS BULLOI OCBITM
cneuianbHocTi F5 "Kibepbesneka Ta 3axmcT iHpopmauii”
kapenpv kibepbesneku HalioHanbHOro TEXHIYHOrO yHiBEPCUTETY
"XapKiBCbKMI NOMITEXHIYHUMA IHCTUTYT"

CTPIMKMI1 PO3BUTOK IHDOPMALLIMHMX TEXHOMOT il Ta EKCMOHEHLLIMHe 3pocTaHHA rnobansbHoI
Mepexi IHTepHeT npussenu oo POpMyBaHHSA HOBOIO IHOOPMALLIHOMO cepeaoBuLLa, WO OXONMe
BCi aCneKTn NioACbKOi AisAbHOCTI. CydacHi TexHonorii cnpusioTb ePEKTMBHOMY PO3MOBCIOAXEHHIO
AaHUX, ONTUMI3YIOTb BUPOBHMYI MpoLLecH Ta PO3LUMPIOOTL MOXMMBOCTI AN BeeHHs bi3Hecy.

CyuacHi nignpvemcTsa PYHKLIOHYIOTbL Y hopMaTi po3nogineHmx CTPYKTYp — L& Mepexi
@inivi, Ninposainis i KoMaHa, Aki B3aEMOmiOTh MiX co6oio. B LbOMY KOHTEKCTi KMOYoBY porb
BiAirpaloTb KOPnopaTuBHI IHGOPMALLMHI cUcTeMM, Siki TPaHCOOPMYIOTb TpaaULLINHUA Bi3Hec y
LMPPOBY NMOWMHY — eNEeKTPOHHMI Bi3HeC.

EnexTpoHHWIN 6isHec 6a3yeTbes Ha BVKOPUCTaHHI IHTEpHETY Ta cyyacHux IT-TexHonorin, wob
NIABULWMTY NPOAYKTUBHICTb Y BCiX cepax: npoAaxax, MapkeTUHry, hiHaHcax, Kaapax, KNieHTCbkin
NiATPUMLL Ta NapTHEPCKUX B3AEMOiSIX.

OOHUM i3 KPUTUYHO BaxAMBKX PaKTOPIiB  PYHKLIOHYBaHHA €MeKTPOHHOrO Bi3Hecy €

IHpopMaLLinHa 6e3neka. BoHa nepeabayae 3axmcT iHbopMalLlLii Ta BianNoBigHOI IHppacTpyKTypU BiA
3arpos, WO MOXYTb 3aBOATW WKOOM KOPWUCTYBaYaM YW BRACHMKAM OAHMX. NopyLweHHs
iIHPOpPMaLLIHOI Be3nekn Moxe MaTu CepVo3Hi GiHaHCOBI HacniaKK, ax [0 MOBHOMO MPUMMHEHHS
AiANbHOCTI KOMMNaHii.
HesBaxatoun Ha nporpec y ranysi IT, PiBEHb 3arpo3 He 3MeHLYETbCH. YPasnuBICTb CUCTEM
3bepiraeTbea, WO NiaBMLLYE akTyanbHICTb MUTaHb Kibep3axucTy. ToMy iHQopMaLLiHa 6e3neka €
O6'EKTOM MOCTINHOI yBarn sk daxisuis, Tak i LLMPOKOro Kona KOpUCTyBauiB, 3oKkpemMa 6Gi3Hec-
CTPYKTYP.

OCTaHHIM 4acoM WTYYHWIA iHTenekT (W) cTaB HeBIO'EMHOI CKNAOOBOK CUCTEM
IHbOpMaLLiHOI 6e3neku. 3aBaskM 30aTHOCTI aHanisyBaTu BenuKi 06caru AaHux y peanbHoMy yaci,
Wl nossonse edekTMBHO BUABNATK 3arposu, MPOrHo3yBaTh KibepaTtakun, aBTOMaTWU3yBaTH



PearyBaHHa Ha IHLUMAEHTM Ta apanTyBaTW 3axWCHi MexaHiaMu. Moro 3aCTOCYBaHHA 3HaA4YHO
NIABMLLYE HaAINHICTb CyYacHUX cucTeM 3ax1CTy.

Y 3B'A3Ky 3 UMM Kadenpa kibepbesrnekn HTY “"XMI" PO3pobuna ocCBITHIO Mporpamy
"Kibepbeaneka”, OpieHTOBaHy Ha MiAroToBKY daxisLys LWMPOKOro Npodinto y coepi iHpopMaLLinHoi
b6esneku. [porpama oxonnte sk TPaAWUIVHI TEXHONOrI, Tak | HOBITHI niaxoaou, 3okpema
BUKOpuCTaHHa LIy cucTemax 3axucty, KpunTorpadiyHi MeToawn, cTaHpapT kibepbesneku,
3abesneveHHs 6e3nexm KpUTUYHOI IHPPaCTPYKTypU TOLLO.

HaByaHHs opraHizoBaHo 3 BUKOPUCTaHHAM  iHTErpoBaHnX CcepenoBull  Po3pobku,
Cy4acHoro T13 Ta anapaTHO-MporpamMHoro Komnnekcy kibeprnoniroHy. CTyAeHTU OTpUMyIoTb
niLleH30BaHMIN AoCcTyn 1o cepsicis Microsoft 365, Wo crnpusie GopMyBaHHIO MPaKTUUHUX HABUYOK y
peanbHOMy cepeaoBuLLi.

BUnyckHWkn ocBiTHbO-NpodeciiHoi nporpamu «Kibepbesneka» MaloTb 3HAHHS, HEOBXiAHI
ANs aHanisy, NPOEKTYBaHHS, PO3ropTaHHs i cynposofy IT-cnctem y kopnopaTUBHOMY CepeaoByLL|
BIAMNOBIAHO 10 BUMOI HaLLiOHAMNbHMX Ta MiXHapOAHWX CTaHAapPTIB Yy chepi kibepbesneku. MNporpama
POpMye BMCOKOKBaNidikoBaHMX cneuianicTis, 3aTpebyBaHWX Ha PUHKY NpaLLi, 30aTHWX edeKTUBHO
BMPOBaIXyBaTW Cy4acHi TexHONOorii 3axucTy, 30kpema IHCTPYMEHTM Ha OCHOBI WTYYHOrO
IHTenekTy.

AvpekTop TOB “Caitdep IT”,
KaHOMOaT TEXHIYHUX HayK

2025 pik Bnaaucnas KOBTYH
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PEIEH3ISI-BIATYK
Ha ocBiTHIO niporpamy “KiGepbOesneka”
nepuioro (6akanaBpchbKOro) piBHs BUIIOI OCBITH,
crierianprocTi F5 “KiGepbesneka ta 3axuct indopmanii”
kadeapu KibepOesneky HalioHambHOro TEXHIYHOIO YHIBEPCUTETY
“XapKiBCHKHI ITOJITEXHIYHUA IHCTUTY T

Ocsitast nporpama «KiGepGesieka», 3anporoHoBana Kadeaporo KibepOesrexn
HarioHaIbHOTO TEXHIYHOrO YHIBEpCHTETY «XapKiBChKHUIA TIOITEXHIYHUA IHCTUTYTY,
¢ HAI3BUUAHO AKTYalbHOIO B YMOBaX CTPIMKOIO PO3BHTKY iH(pOpMAIliHIX
TeXHOIOTH Ta iX IPOHMKHEHHS B yci cdepu cydacHoro xXutrs. B VYkpaii
BiuyBaeThesa 3Haunmil gedinut Bucokoksatidikopanux 1T-paxiBuis i3 TOCBLIOM Y
cdepi kibepOesneKy.

Metoro 1i€i mporpaMu € (pOpMyBaHHS y CTYJAEHTIB 3JIaTHOCTI BUPILIyBaTH
CKIANHi crerianizoBai 3aBJIaHHs Ta NPAKTUYHI IpoOieM B rajiysi indopmariiHoi
B3aeMolii Ta/abo kiGepOesmeku, SIKi XapaKTEPH3yIOTbCS KOMIUICKCHICTIO Ta
HEIOBHOIO Bu3HaueHicTIo ymoB. CydacHi cueHapil peanizaiii KiOep3arpos 4acro
BHPI3HSIOTHCSA HEBU3HAYEHICTIO MOKIMBMX 3aC00iB, METOJIB Ta BPa3JIMBOCTEH, 110
MOKYTb OyTH 3aCTOCOBAHI MOPYIIHUKOM, CHHEPTETHYHUM XapaKTEPOM MOXO/DKCHHS
Ta HECHOJIBAHMMH YMOBAMH BTpydYaHHs. BojHodac iCHYIOTH CLiEHApii, siKi MOXKHA
nepenbaunTy, Ta MoOyAyBaTH HailiHuil KoHTyp Oe3leKH, HANpUKIal, Ha piBHI
0GUMCTIOBAILHOT MEpeki HEBENMKO! KOMIIAHIl i PO3MOAIIEHOT KOPIOPAaTHBHOL
MEpexi.

O6’eKTOM BUBUYEHHS 3a IIPOrpaMoro € 00’€eKTH iH(popMaTH3alii, BKIFOYAI0YN
KOMIT'IOTEPHI, aBTOMATH30BaHi, TeIeKOMyHIKal[iiHi, indopmariiiini, iHGopmaniino-
apaiTMaHi Ta iH(pOpMaNiitHO-TeNIeKoMyHIKaliiHi crcTeMu, iHGOpMaLiiHi pecypcy
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Ta TEXHO.IOrii; TexHoJOorl 3a0e3neyenns Oe3neku iHGOPMALIT; TPOLECH YIPABIIHHS
inopmaniitHoro B3aemozicro Ta/abo KiGepOesmekoro 00’€KTiB, IO I1JISIrar0 Th
saxucty. Lle cBimuuTh npo Te, 1o MaitOyTHi (axiBui 3 KibepOesneku Oy1yTh 3/1aTHI
BIIPOBA/UKYBATH Ta BUKOPUCTOBYBATH  CyYacHi — TEXHOJOTII iHpopManiiHol
KOMyHiKaIlii Ta/a6o KibepOe3neku B MPAKTUYHKUX 3a]1a49aX BUPOOHUITBA a00 HaJaHHSA
HOCIYT.

Tl 3a0esnevenHs HEOOXIJAHMX KOMIIETEHIH BMITYCKHUKIB Ta JOCATHCHHS
BifmoBiHUX pe3ysibTaTie HaBuanus, Kadenpa kibepOesnexu HTY «XIID» Brmoumnia
BUBUEGHHS iHO3eMHOI MOBH (3a mpodecifiHiM CIpSMYBaHHAM) K OOOB’S3KOBUH
ocBitHiii Kommonent. Lle Bianosinae cyuacaum npodeciitaum Bumoram B IT-ranysi,
11010 MOKpAIEHHsSI KOMYHIKalliHUX HaBUYOK daxiBiiB Ta X B3aeMOii 31 CBITOBOIO
CIIJILHOTOIO 32 0OpaHUM HaIPSIMOM.

Ha mepmroMy Kypci CTy/leHTH BHBYAlOTH 0asoBi aucumiuiiam: «Berym zo
daxy» (na 6a3i BcecBiTHBO Biomoro Kypcy CS50), «Buia MaTteMaTuKay, «OcHOBU
nporpamyBanHs» (Ha 6asi moBu Python), «Bsenenms B kibepbesnexy» (Ha OCHOBI
kypcy CISCO), «Indopmarniiina Oesrneka AepiKaBu», «Po3pobka Ta aHamis3
anropuT™iBy (mpojoBkeHHs BusueHHs Python), «®isnuni OcHOBHU TEXHIYHUX
3ac06iB Po3BiaKMy» Ta iHui. LI AMCLMIITIHM TOEIHYIOTh 3arajibHi 3HAHHS, HeoOXi/1H1
koskHoMy I T-(axiBIno, i3 crienianizoBaHIMU 3HAHHAME B rajy3i KibepOesneKH.

Ha apyromy Kypci CTyJeHTH BHMBYaIOTh: «Texnosorii mporpamyBaHHs»,
«OcHoBH TOOYH0BM Ta 3axucry cydacHHX OC», daxoBuil Kypc 3 MEPEKEBUX
texnosoriii — CISCO CCNA «Introduction to Networksy», «MaTemMaTu4Hl OCHOBH
kpurrosorii, «TeopeTndHi 0CHOBY Kpunrorpadii», « MeHe/HKMEHT inpopmaniitnol
Gesmexuy Ta iHmi. Takuil mepenik KypciB CBiIUUTH PO OLIBII HiNBOBE CHPSIMYBaHHSA
HA BUBYEHHSI 0COOIMBOCTEH Kibep3axmcTy, sIK 3 TEOPETUYHOI, Tak i 3 NPaKTHYHOI
TOYKH 30DY.

Ha TperboMy Kypci CTY/€HTH ONGHOBYIOTh ~HACTYNHI JIMCLHILTIHH
npodeciiiroro cupsiMyBaHHs: «lHpOpMaNiiHi cucTeMu Ta [HTepHeT-TeXHOIOTi» (Ha
6a3i wmoB mnporpamysanHs Java Ta Python), «OcHOBH MAaTeMaTUYHOIO
MOJIeIIOBaHHs», «OCHOBH KPHUITOIpadiqHOro 3axucry», daxoBuil Kype 3 Oesrexu
xopnoparusaux Mepexk — CISCO CCNA Security, «Opranizarist Ta iHGOpMaNiine
3a0e3eYeH sl  YIPaBIiHCBKOI  JAisIBHOCTI), «KOMIIEKCHI ~CHCTEMH  3aXHCTY
indopmartii» Ta iHmi.

Ha weTBepToMy Kypci CTY/JCHTH 3aBEpUIYIOTH 0aKkanaBpChbKUi LUK, BUBYAOUH
jwctmiutian:  «Opranizaniiine 3abesnederms 3axucTy  indopmanii»y, «OcHOBH
creraHorpadiusoro 3axucry iHdopmamii» Ta iHII, a TaKOX BHKOHYIOTH
KOMILIEKCHHUM KypCOBUM ITPOEKT.
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Biok ocBiTHIX KOMIOHEHTIB «IIITydyHWil IHTENEKT B CHCTEMax 3axucTy»
[0Ci/lae BasKIMBE MiCLle Y CTPYKTYPi OCBITHBOI IporpaMu, BijoOpaskaroun ii cydacHy
crpsAMoBadicTs. CTyIeHTU BUBYAIOTH METOAN BUKOPHCTAHHS TEXHOJIOT1H IITYyYHOIO
iHTeNeKTy JUIA imeHTHQiKanii, aHanizy Ta Helitpamisauii kiOGepsarpos. IIporpama
OXOIUTIOE TeMaTUKY iHTENEeKTYaIbHUX CHCTEM MOHITOPUHTY, MAllMHHOIO HaBYaHHI,
06poOKY BEMMKHMX [AHUX ISl BUSBJICHHA aHOMAIH y KiOepIpocTopi, a TaKOXK
apTomarmsanii rnpouecis 3abesneuenns kidepOesnexu. Lle cnpuse (GopMyBaHHIO Y
37100yBadiB OCBITH IIMOOKMX IIPAKTHYHMX HABUYOK 3aCTOCYBAHHS IHHOBAIIMHIX
pinens y cdepi KiGep3aXuCcTy Ha OCHOBI IHTEJIEKTYaIbHOIO aHaJizy JaHUX.

TakuMm 4MHOM, aHaii3 ocBiTHBOI mporpamu «KiGepOesneka» GakanaBpCbKOro
piBHs, 3amporoHoBaHoi Kadenaporo kibepbesmexn HTY «XIID», IiITBEP/UKY€E 11
akryanpHicTs st [T-ramysi Ta crpuste miarorosiui ¢axiBuis 3 KiOepOesmnexu, sKi
Hapasi Jiy)ke MOTPIOHI CydacHUM MiIIPUEMCTBAM Ta oprauizarnism Ykpainu. Kpim
TOro, ISl OCBITHBO-IIpo(eciiiHa mporpama HO3BOJISE CTYJCHTaM IPOJAOBKUTHU
HaBYaHH4 3a (paxoM Ha piBHI Maricrpa.

Ocob6mBicTIO 0cBiTHRO-TIpOGdeciiitoi mporpamu «KibepOesnexka» UL NEPIIOro
(6akaqaBpCHKOTO) PIiBHS BHINOI OCBiTH € KOMILICKCHHUH MOiJXiJ /10 BHUBYEHHS
JMCHHUIVIH, sKuil  rmepexbauac  HajadHHs KOMIICTEHIiH MalOyTHIM  (axiBIuiM,
MOUMHAIOUM  Big [OOYJOBM  3aXMINEHHX  pIlIEHb Ha  PiBHI  JIOKalIbHHX
OOUMCIIOBAIBHIX ~MEpEkK, Ta 3aBepUIyIOUM  PO3NOJUIEHUMH TeTepPOrCHHUMU
MepeKaMi KOPIIOPaTHBHOTO PiBHS, i3 3aCTOCY BAaHHAM 30BHIIIHIX AaTa-IIEeHTPIB.

Cepriit [OJIOBAIINY




PEHEH3ISI-BIITYK
HA OCBITHIO TIPOT'PAMY “KIBEPBE3IIEKA”
nepuioro (6akanaBpChbKOro) piBHS BUIOT OCBITH,
cnenianbHocTi FS “KibepOe3neka ta 3axuct iHdopmaiii”
kadeapu kidepoesnexku HarioHaabHOTO TEXHIYHOTO YHIBEPCUTETY
“XapKiBCbKU MOMITEXHIYHUN IHCTUTYT

3 ypaxyBaHHAM OypXJIUBOTO PO3BUTKY Ta OOYMCIIOBAIBHUX MOTYXHOCTEH
OOUYHMCITIOBAJILHOT TEXHIKM aKTyaJbHUM 3aBJIaHHSIM € 3aXUCT JKUTTEBO BAXKIMBUX
1HTEpECIB JIOJIUHU 1 TPOMAJIIHUHA, CYCIIUILCTBA Ta ACPKAaBU Mij YaC BUKOPUCTAHHS
kibeprpoctopy. Y 1nux ymoBax ¢axiBili 3 KiOepOe3leku MOBUHHI 3a0e3MevuyBaTu
CBO€YACHE BUSBIICHHS, 3amoOiraHHs 1 HeWTpai3alis peadbHUX 1 MOTEHI[IHHUX
3arpo3 HalloHaJdbHIN Oe3nerl Ykpainu y KideprnpocTopi. Y 3B’S3KY 13 CKIAAHICTIO 1
TPYAOMICTKICTIO O13HEC-IpOLECiB 1 METOAIB 3axucTy Lu(poBOro oOnagHaHHSA,
iH(dopMallii Ta KOMIT'IOTEPHUX CHCTEM BiJI HEHABMHUCHOI'O UM HECAHKIIIOHOBAHOTO
JOCTYMy Bpa3JIMBOCTI KOMIT'IOTEpPHHUX Ta I1HQOpPMAI[IHHUX CHUCTEM CTaHOBISATH
3HA4YHY NMPOOJIeMyY NI KOPUCTYBAUiB, MIIPUEMCTB.

[linroToBKa sSKICHUX chHemiadicTiB y cdepi 3axucty iHpopmalii Ta
kiOepOe3neku TOBMHHA  BiAOyBaTUCA Yy  BIUANOBIAHO /10  MOCTYHOBOTO
TpaHC(pOpMyBaHHS HaBYAJIBHUX MPOrpaM Ta HABYAJbHUX IUIAHIB JAUCIUILIIH
nmoB’si3aHux 3 HampsMkoM  “‘KibepOesmeka”, mio cdopmoBaHa Kadeaporo
kibepOe3nekn  HaiioHanbHOrO ~ TEXHIYHOrO  yHiBepcUTETy  “XapKiBChbKUU
MOJITEXHIYHUN 1HCTUTYT , BIANOBIAHO IO OCTaHHIX TEHACHIIA PO3BUTKY
CHElIAIbHOCT1, TOBHICTIO pealli3ye pe3yJbTaTh HaBUYAHHS mependadeHi CTaHIapTOM
BHUIIIOI OCBITH 3a crienianbHicTiO F5 “KibepOe3neka ta 3axuct iHpopmariii”.

OcBiTHsI mporpaMa Ma€ 4YiTKO BU3HAUEHI 111, $IKi BPaXxOBYIOTh OCHOBHI i
0COOJMBOCTI — MIATOTOBKH (PaxiBus 3 1HPOpMAIIHHOI OE3MEeKH MUPOKOTo Npodiito
13 3HAHHSM TEXHOJIOT1H aBTOMaTHu3aIlli O13HEC-MPOIeCiB, EKOHOMIYHUX 3aBJaHb Ta
MOBCSKJIECHHOI  OMepamiiiHOl  JISVIBHOCTI  MIANPUEMCTB 3 ypaxyBaHHSIM
TEXHOJIOTITYHUX MOXJIMBOCTEU JepKaBu, MOTped Oi3HEeC-CHUILHOTH YKpaiHu Ta
MEPCIEeKTUB PO3BUTKY HUPPOBOI TpaHCcPopMallii Ha IepKaBHOMY PiBHI.

[Iporpama MICTUTH AUCUUILUIIHM, SIKI (GOPMYIOTH Y CTYJEHTIB HE TUIbKHU
npodeciiiHi 3HaHHS, a W 3arajlibHi KOMIIETEHTHOCTI, 110 CIHPHUSAIOTH PO3BUTKY
KPUTHUYHOTO MHUCJICHHS, yMIHb NpalloBaTd B KOMaH/l, NpuUiMaTH e(PEeKTUBHI
pIllIEHHS B YMOBAaX HEBU3HAYEHOCTI, 1[0 € BaXKJIUBUMHU CKJIAJOBUMH JISUIBHOCTI Y
chepi kiOepOesnexku. BHUIYCKHMKM BOJIOJIIOTh 3HAHHAMH IIIOJO0 MPABOBHX,
OpraHi3allliHUX Ta IHXXEHEPHO-TEXHIYHUX METOJIB 3a0e3MeueHHs] KiOep3axucry
1H(}opMallii, HaBUUKaMU OpTaHi3allii 3aXUCTy KOMIT'FOTEPHUX CUCTEM, MEpPEXK Ta BeO-



pecypciB, a TakKoXX METOJaMHu aHali3y pHU3UKIB Ta OI[IHKM BpPa3IUBOCTEU
1H(OpMaIIITHUX CUCTEM.

OcBiTHSI TIporpaMa BHUPI3HSETHCS AKTYaJbHICTIO, OCKUIbKM OpPIEHTOBaHA Ha
BUPIIICHHS Cy4YacHUX BHUKIMKIB y cdepl KiOepOesneku, 0coOJIMBO B yMOBax
riopuaHoi BIMHM Ta 3pOCTaHHS KUIBKOCTI Kibeparak. BaxxinBoro mnepeBarorw €
MOXJIMBICTh OINAHYBAaHHSA AaHTJIACHKOI MOBH MPO(ECiHHOro CrhpsiMyBaHHS, IO
PO3LIMPIOE TOPU3OHTH MpAlEeBIAIITYBAaHHS K Ha Teputopli YKpainu, Tak 1 3a ii
MEKaMH.

HapuanbHuii 1uiaH BKJIIOYA€ JUCHUIUIIHM, CHOPSAMOBAHI HE JIMIIE Ha
dbopmyBaHHs (axOBUX 3HAHb, & W HA PO3BUTOK 3arajbHUX KOMIIETEHTHOCTEH.
3okpema, HAEThCA MPO HABUYKU KPUTUYHOTO MHUCIICHHS, KOMAHJIHOI B3a€MOJIi Ta
MPUUHATTS PIlIEHh B YMOBaX HEBU3HAYEHOCTI — KJIIOUOBI SIKOCTI JiJisi €PEKTUBHOT
TISJIBHOCTI B Taimy3l KibepOe3neku. BUIyCKHUKU BOJOMAIIOTH 3HAaHHSIMU Yy cdepi
MPaBOBHX, OpraHi3aliifHUX Ta 1HXKEHEPHO-TEXHIYHUX METOJIB 3aXUCTy 1HpOpMaIlii,
3/1aTHI OpraHi3oByBaTU O€3IEKy KOMII IOTEPHUX CUCTEM, MEpex 1 BeO-pecypciB, a
TaKOK aHaJI13yBaTH PU3UKH Ta BUSBIISITH BPA3JIUBOCTI B IHPOPMAIIHHUX CUCTEMAX.

Oxkpeme wmicuie B mporpami 3aiimMae ocBiTHIM Oyiok «llITyuynuil iHTEnEeKT y
CUCTEMAaX 3aXHUCTy», 10 € HEBIJI'€MHOIO YaCTUHOIO CY4YacCHOI MiATOTOBKH (haxiBIIiB.
Crynentu 3100yBalOTh 3HAHHS 3 BUKOPUCTAHHSA TEXHOJIOTIA IITYYHOTO 1HTEJIEKTY
s igeHTtudikanii, aHamizy Ta HeWTpamizamii kibep3arpos. PosrisnaroTeces
IHTENEKTyallbHI CUCTEMU MOHITOPUHTY, METOJIM MAIIMHHOTO HaBYaHHS, 00poOka
BEJIMKUX JAHUX 3 METOIO BHSBIICHHS aHOMAJIii, a TaKOX aBTOMAaTH3aIllsl MPOIIECIB
kibep3axucty. Takuil miaxing 3a0esnedye MalOyTHIM (axiBUAM CTIMKI MPaKTUYHI
HAaBUYKM 3aCTOCYBAHHSI 1HHOBAILIMHUX TEXHOJOTIN ISl 3axucTy iH(OpMaliitHOro
IpOCTOpY.

CyyacHUM TPEHJIOM PO3BUTKY TEXHOJOT1 POo3pOoOKH MPOrpaMHUX MPOTYKTIB
€ PpIIIEHHS, $KI HaJal0Th MOXJIMBICTh BHPINIYBaTH 3aBlIaHHS TPOEKTYBaHHS,
MporpaMyBaHHs, HaJaroJKE€HHsS, PO3TOPTaHHS, CYMPOBOJKEHHsS, KiOepOe3mneku,
30epiraHHsl JaHUX, OpraHizaiil0 XMapHUX CEpBICIB 3 MIHIMyMOM KOJyBaHHS.
OpHi€r0 3 OCHOBHUX MPOOJIeM peanizallii OCBITHbOIO MPOIIECy 3a crenianbHIcTiO F5
“KibepOe3mneka Ta 3axuct iHGopMalli’ € BIACYTHICTD 1]l YaC HaBYaHHS MOXJIUBOCTI
OTpUMAaTH 3HAHHA Ta HABUYKU BiJ mpodecioHaNiB-IPakTUKiB. B pamkax
BUKJIAJ@HHS 32 OCBITHBOIO MPOTPAMOI0, 110 PEIEH3YETHCS, 3aTyUY€HO BHUKJIaJadiB-
MPAKTUKIB Ta BUBYAIOTHCS Cy4acHI TEXHOJIOT1] CTBOPEHHS Ta KEpyBaHHS O€3MEKOI0
y po3rainy>XeHUX XMapHHUX BeOJOJATKIB JJis MiATpUMaHHs Oe3nepeOiiHux Oi3Hec-
MpOIIECIB, BYACHOTO MpOBEACHHS (IHAHCOBUX  OMepallii, MPOrHO3yBaHHs
JIAHIIOKKIB TMOCTAYaHHS CUPOBHHM, HAJICUJIAaHHS TOTOBOI MPOAYKIii, Ta HaJAaHHS
MOCYT KIIIEHTaM, IapTHEPaM.



BBaxkxaemo, mo  ocBiTHa  mporpama  “KibGepOesmeka”  mepIioro
(6akamaBpChKOIr0) PpIiBHS OCBITH, IO CKJaJeHa Ta 3alpollOHOBaHa Kadeaporo
kibepOe3nekn  HaiioHanbHOTO ~ TEXHIYHOrO  yHiBepcUTETy  “XapKiBChbKUU
MNOJIITEXHIYHUN 1HCTUTYT , Ma€ BCl HEOOXiAHI KOMIOHEHTH JUIsl MiATOTOBKHU
kBaniikoBaHux ¢axiBiiB, Ta 3a0e3neuye HaAOAHHS HUMHU  BIJMOBIIHUX
KOMIIETEHII Ta CHOPOMOXKHOCTEH 100 BUPIMICHHS AaKTyaJlbHUX 3aBJaHb
3a0be3rneueHHs] Oe3meku aBToMaru3allii Oi3HeC-MpOoIeciB, €KOHOMIYHUX 3aBJaHb,
NUTaHb IOBCAKIACHHOI OMNepauiiHoi MISJIBHOCTI NIAIPUEMCTB 3 YpaxyBaHHIM
TEXHOJIOTITYHUX MOXJIMBOCTEH Jep:kaBH, MOTped Oi3HEC-CHIIBHOTH YKpaiHu Ta
NEPCHEKTUB PO3BUTKY TEXHOJIOTIM Ha JepKaBHOMY pIBHI JUIs  YCHILIHOTO
BIPOBAPKCHHS HA PUHKY TIpaIll.

KepiBHUK OCBITHIX Nporpam

Kommnanii Distributed Lab,

KaHJIUTAT TEXHIYHUX HAYK %
2025 pik ) Py, Onena BOJIOIIIYK
S YZ
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Penensis

Ha ocBiTHBO-podeciiiny nporpamy «Kidepoe3neka» 3a cneniaiabHicTio FS «KibepOe3nexa
Ta 3axXMCT iHdopmanii» nepmoro (dakajaBpcbkoro) pisHsa Buinoi ocsitn B HanionanbHomy
TeXHIYHOMY yHiBepcuTeTi «XapKiBCbKHMI NOTITEXHIYHUH IHCTHUTYT».

CyyacHi BUMOTM pHHKY IIpali Ta BUKIMKH, IO CTOSTh MEpeA TENepilllHIM CyCIiIbCTBOM,
3yMOBIIIOIOTH HEOOXiIHICTh MepeopieHTalii HAIllOHATBHUX 3aKJIAJiB BHIOi OCBITH Ha 3MiHY CTPYKTYpPH,
3MICTY, Oprasizaimii Ta METOIIB HaBYaHHA, a TAKOXX Ha CYTTEBE IOCHJICHHS B OCBITHIX Hporpamax
MPaKTUYHOI CKiIaoBoi. OKpeMo Ciiji HaroJIOCUTH Ha HEOOX1THOCTI 3alydyeHHs 10 HABYAJIBHOTO MPOLECY
npodecioHatiB 3 METOI SKICHOI MiJrOTOBKH BHITYyCKHHKA 13 BHILIOK TEXHIYHOIO OCBiTOI. DOpMyBaHHS
IT-axiBus, sKuil NOeAHYE TEOpPiI0 Ta NPAKTUKY Y CBOiM MpodeciiiHiil IISIbHOCTI, € 3alopyKOrO
3a0e3MeueHHs] 1HHOBAI[IHHOTO TMIAXOMY 10 BUKOHAHHS HHUM 3aB/IaHb, SIKI CTaBISATHCS CHOTOMHI TIEpEe.
cy0’€KTaMu TOCTIOAapIOBaHHs B YKpaiHi Ta CBITI.

Bucoxkuii nonur Ha IT-cnemianicTiB, 31aTHUX BIPOBAKYBATH Ta BUKOPUCTOBYBATH 1H(OpMalliiiHi
CHUCTEMH Ta TEXHOJIOTIi y PI3HHUX Taly3sX JIFOJCHKOI AISUTBHOCTI, 0COOIMBO HAIllOHAIBHOT Oe3meKu, hopmye
KOHKYPEHTHUH PHUHOK OCBITHIX MIporpam, L0 3alo4yaTKOBaHI OCTAaHHIMH poKaMH y Oararhbox 3akiagax
BUIIOT OCBITH YKpaiHM Ta J03BOJIAIOTH 3700yBayaM BHILOI OCBITH 00paTH cydyacHi npodecii, 3aTpeOyBaHi
Ha puHKy mnpami. Tomy, yHikameHicTh maHoi OIIII, 3a0e3nedyeHHs sIKICHOI MIATOTOBKH Ta ypaxXyBaHHS
perioHaJIbHUX acCIeKTIB BiITpa€e 3HAYHY POJIb Y BUOOPI BCTYITHUKAMHM 3aKJIay BUIIOI OCBITH.

Penien3oBana ocBiTHhO-TIpodeciiiHa Tporpama sIBIsie  COOOK  3MICTOBHO — 3aBEpIICHHH 1
METOJIOJIOTIYHO BHBAXKECHHH JOKYMEHT 3 TMpOoQeciiiHO OOTPyHTOBAaHMM 1 JIOTIYHO CKOMIIOHOBAaHUM
MepeTikoM KOMITOHEHTIB; BOHA BIATOBIAAa€ KOHIEMIlI CTYACHTOIEHTPOBAHOTO HAaBYAaHHS, HarajJbHUM
noTpebaM MiAroTOBKM (HaxiBIIB 3 BIAMOBIIHOI CHEIIaJbHOCTI Ta 34aTHa 3abe3medyBaTH, B pasi il
YCHIITHOTO MPOXO/KEHHS 3/100yBauaMu, MOKIIUBICTh 3MIMCHEHHS IPAKTUYHOI (paxoBoi MisIILHOCTI B raimy3i
kiOepOe3neku Ta 3aXucTy iHpopmariii.

Pe3ynbraTn HaBUaHHS Ha PiBHI BCi€i mporpaMu Ta OKPEeMHUX il KOMIIOHEHTIB BH3HAUCHI YITKO 1
MpaBUIBLHO, BOHU cQopMyabOoBaHI B pamMkax ¢axoBux (NMPEAMETHO-CIICHIANIBHUX) 1 3arajlbHUX
KOMIICTEHTHOCTEH, JI0 SKMX BXOIWTh 3HAHHS, PO3YMIHHS, YMiHHS Ta HaBWYKH, 3JaTHOCTI Ta I[IHHOCTI.
PiBeHb KOMIIETEHTHOCTEH IIJIKOM BiAMOBIA€ 3a/1€KIIAPOBAHOMY PIBHIO OCBITHBOI ITPOTPaAMHU.

3arasiom OIIIT Mae HiaKOM CTPYKTYpOBaHMH 1 loriyHui BUsA. CTpyKTypHO-JIOT14Ha Mo0y10Ba
BUKJIAJIaHHS OCBITHIX KOMIIOHEHTIB 3a0e3neuye 3100yBauam nocsarHenns metu OIII1, a came HaOyTTs
HEOOX1THUX IS OAAJIBIIOTO MpaleBIAIITYBaHHS KOMIIETEHTHOCTeH. OCBITHI KOMIIOHEHTH, SIK
00O0B'SI3KOBI, TaK 1 BUOIPKOBI, Mi1i0paHi 3 ypaxyBaHHSIM HOBITHIX T€HJAEHIH 1 37aTHI 3a0€3M€UNUTH SKICHY
BUIILYy OCBITY B Il rayysi.



[TpoanamizyBasmu nany OIIII, ekcrieptu Bix I'T-komMmaHiit poOOTONABIIIB OKPECTIIIHN i1 HACTYITHI
MO3UTHBHI CTOPOHH Ta HaJaJli KOMEHTapi i peKOMeHaIlil, a came:

- 4iTKO chOpMYIHOBaHI METa, XapaKTEPUCTUKH, OPIEHTAIIiS HA OCHOBHUH (OKYC MPOTpaMH;

- J0T19YHO c(hOPMOBAHUH MEPENTIK OCBITHIX KOMITOHEHTIB Ta iX B3a€MO3B'S30K;

- 0COOJIMBO XOYEThCS BiA3HAYNTH, IO BEJIMKA yBara NpUALISE€THCS BUBYCHHIO aHIITIHCHKOT
MOBH. L{e Haa3BUYAHO B)KJIMBO B CY4YaCHOMY CBIT1 TEXHOJIOT1H, OCKIIBKH OLIBIIICTE 1HHOPMAITIHHIX
pecypciB 1 JOKyMEHTAIlii TOCTYMHI caMe aHTTHChKOO;

- nporpama BUKOPUCTOBY€ KypcH MepexeBoi akaiemii Cisco, 1110 OXOIUTIOI0Th TaKi BayKJIMBI
temu, sk Networking, Cybersecurity, [oT & Data Analytics, OS and IT, a Takoxx Programming Courses. Lle
Ha/la€ y4aCHUKaM MillHy 0a3y 3HaHb 1 IPAKTUYHUX HABUYOK, SIKI € KpUTUYHO BaXKJIMBUMU JJIs1 YCHIXY B LI
raimysi;

- NPOMO3HUIIS MPUALTUTH O1IbIIE YBAaru ONIaHyBAaHHIO IPUHIIMIIIB Oe3neku B 6a3ax gaHux. Lle
BKJIIOUAE PO3YMIHHS MEXaHI3MiB 3aXUCTY JJaHUX, YIPABIiHHS JOCTYIIOM Ta BIIPOBAKCHHS METO/IiB
g pyBaHHS;

- NPOTO3HUIIS aKIIEHTYBATH yBary Ha BUBYCHHI XMapHUX TexHoorii i DevOps, 110 7103BOTUTH
crieniajgicTaM iHTerpyBaTH Oe3MeKOBI MPAKTUKU Ha BCIX eTanax po3poOku i ekcrutyaraunii [13, Bkimrodaroun
yIpaBIiHHSA KOH(ITypalisiMi, aBTOMaTH3AI[iI0 pO3TOPTAHHS Ta MOHITOPHUHT. L{e 3MeHIye pu3nku i
MiJBUIIYE 3arajibHy O€3MeKy CHCTEM.

B uinomy OIIIT «Kibepbesneka» 3a crierianpHicTIO F5 «KibepOesmneka Ta 3axuct iHdopmarrii»
nepuioro (0akanaBpChbKOT0) piBHS BHILOI OCBITH HA/la€ MO3UTHBHE BPAKEHHS, € CyYaCHOIO, BiIMOBiIa€e
3amUTaM PUHKY Tpari y cdepi kibepOesmneku Ta 3axucty iHdopmarii Ta 3adesnedye hopmMyBaHHS
KOMIETEHTHOCTEH, HEOOX1THUX Il pO3B’sI3aHHs TUIIOBHX 3a/1ad. BBaskaemo, mo perensosana OIIIT moxe
BIIPOBA)KyBaTUCh B HallloHanbHOMY TEXHIYHOMY YHIBEPCHUTETI «XapKIBChbKUN MOTITEXHIYHUMA IHCTUTYT.
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1. PROFILE OF THE EDUCATIONAL AND PROFESSIONAL PROGRAM BY
SPECIALTY F5 - CYBERSECURITY AND INFORMATION PROTECTION

1 - General information

Higher education institution
and structural unit

National Technical University "Kharkiv Polytechnic
Institute",

Educational and Scientific Institute of Computer
Sciences and Information Technologies

department of cybersecurity

The degree of higher
education and the title of
the qualification in the
original language

Bachelor

Educational qualification: bachelor of cybersecurity and
information protection.

Diploma qualification: bachelor of cybersecurity and
information protection.

Professional qualification There is no

Form of study Institutional (full -time), remote)
The official name of the Cybersecurity

educational program

Names of specializations There is no

(subject specialties)

Type of diploma single,
common (double) in the
presence and volume of
educational program

Bachelor diploma, unitary, 240 ECTS credits, study
period 3 years 10 months

Availability of accreditation

National Higher Education Quality Agency.
Accreditation certificate educational program No. 9111.
Valid up — 01.07.2029.

Cycle/level first (bachelor) level of higher education, NRK of
Ukraine — level 6, FQ-EHEA — first cycle, EQF LLL —
level 6

Prerequisites Persons who have received a complete general

secondary education may enter to obtain a bachelor's
degree in the Bachelor's Degree in F5 Cybersecurity
and information protection.

The reception on the basis of the degree of junior
bachelor, professional junior bachelor or educational
qualification level of the junior specialist is carried out
in the manner prescribed by law.

Language of teaching

Ukrainian, English

The term of validity of the
educational program

According to the validity of the certificate
Reviewed annually

Link to the permanent
posting of the description of
the educational program

https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyuchy-
osvitni-programy/osvitnij-riven-bakalavr/



https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyuchy-osvitni-programy/osvitnij-riven-bakalavr/
https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyuchy-osvitni-programy/osvitnij-riven-bakalavr/

2 - The purpose of the educational and professional program

Training of specialists capable of using and implementing information and/or cyber
security technologies, as well as digital economy technologies.

3 — Characteristics of the educational and professional program

Subject area (field of
knowledge, specialty,
specialization or
subject specialty (if
any)

Field of knowledge: F "Information technologies"

Specialty: F5 "Cybersecurity and information protection"
Object of study:

- cybersecurity and information protection technologies;

- processes of cybersecurity management and information
protection; objects of information activity, including
information and information and communication systems,
information resources and technologies.

Training goals: training specialists capable of using and
implementing cybersecurity and information protection
technologies and solving complex cybersecurity and
information protection tasks.

Theoretical content of the subject area: principles,
concepts, theory of protection of vital interests of a person,
society, state in the use of a cyberspace, which ensures the
sustainable development of the information society and digital
communicative environment, timely detection, prevention and
neutralization of real and potential threats to Ukraine.
Methods , techniques and technologies : methods, methods
and technologies of solving theoretical and practical problems
of cybersecurity and information protection.

Tools and equipment : means, devices, network equipment,
applied and specialized software, information systems and
design complexes, modeling, control, monitoring, storage,
processing, display and protection of data (information flows).

Orientation of the
educational program

Educational and professional. Preparation of cybersecurity
and information protection professionals.

The main focus of the
educational program
and specialization or
subject specialty (if
any)

Special education in the field of information technologies by
specialty F5 "Cybersecurity and information protection". In-
depth study of information technologies of information
protection, information security, cyber security, and
information security, development and use of software for
information protection, cyber security, and information
security.

Keywords: cyber security , information security, information
protection, information technologies.

Features of the
program

The peculiarity of the program of specialty "Cybersecurity
and information protection" 1is the focus on modern
requirements for specialists in the field of information and/or
cybersecurity, acquisition of higher education by higher




education of competitive competencies based Cybersecity, lot
& Data Analytics, OS and It, Programming Courses. Ability
to learn English.

4 — Eligibility of graduates

to employment and academic rights of graduates

Suitability for
employment

Specialists in cybersecurity and information protection can
work, according to the current version of the National
classifier of Ukraine : Classifier professions DK 003:2010:
2139.2 Information security specialist;

2139.2 Safety specialist (information and communication
technologies);

2139.2 Cyber defense infrastructure specialist;

2139.2 Cybersecurity Response Specialist;

2139.2 Cryptographic information specialist;

2139.2 Specialist in technical protection of information;
2139.2 Specialist in testing of security and information
security systems;

2139.2 Information technology auditor (cybersecurity);
2139.2 Specialist in evaluation of information security
measures (cybersecurity).

Academic rights of
graduates

Students who have been trained under this curriculum and
received a bachelor's degree have the right to receive
education at the second (master's) higher education level in
the Higher Education Institution of Ukraine and abroad in the
field of knowledge "information technology" or related ones.
Acquisition or improvement of education and professional
training in the adult system.

5 — Teaching and assessment

Teaching and
learning

Student centered learning, problem-oriented learning, distance
learning in the Microsoft 365 system, self-study, learning
through project practice, learning through laboratory practice.
The teaching process provides for the use of such educational
technologies as: lectures, laboratory work, practical classes,
small groups, seminars-discussions, Brainstorming,
presentations that develop communicative and leadership
skills, independent work with literary sources; Mixed forms of
training using remote platforms.

Assessment

Monitoring of students' knowledge and skills is carried out in
the form of current and final control.

Current control - oral and written survey, assessment of work
in small groups, testing, defense of group and individual
research tasks.

Final control - oral and written exams, assessments taking into
account the accumulated points of the current control, defense




of reports from laboratory classes, defense of coursework.
State certification is a single state qualification exam.
Evaluation is carried out according to the national scale
("excellent", "good", ‘"satisfactory", ‘'unsatisfactory"),
100-point scale and ECTS scale (A, B, C, D, E, FX, F).

6 — Software competencies

Integral competence

The ability to solve complex specialized tasks and practical
tasks in the field of cybersecurity and information protection.

General
competencies (GC)
(defined by the
standard of higher
education of the
specialty)

GCl1. Ability to apply knowledge in practical situations.

GC2. Knowledge and understanding of the subject area and
understanding of professional activity.

GC3. Ability to communicate in the state language both orally
and in writing.

GC4. Ability to communicate in a foreign language.

GC5. Ability to learn and master modern knowledge.

GCe6. The ability to realize own rights and responsibilities as a
member of society, to realize the values of a civil (free
democratic) society and the need for its sustainable
development, the rule of law, the rights and freedoms of a
person and a citizen in Ukraine.

GC7. Ability to make decisions and act in accordance with the
principle of inadmissibility of corruption and any other
manifestations of dishonesty.

GC8. The ability to preserve and multiply moral, cultural,
scientific values and achievements of society based on an
understanding of the history and patterns of development of
the domain, its place in the general system of knowledge
about nature and society and in the development of society,
technologies, to use various types and forms of motor activity
for active recreation and leading a healthy lifestyle.

Special (professional)
competences (SC)
(defined by the
standard of higher
education of the
specialty)

SCI1. Ability to apply the legislative and regulatory
framework, as well as state and international requirements,
practices and standards in order to carry out professional
activities in the field of cybersecurity and information
protection.

SC2. Ability to use information technologies, modern
methods and models of cybersecurity and information security
systems.

SC3. Ability to ensure the continuity of business processes
according to the established cybersecurity policy and
information protection.

SC4. Ability to protect information in information systems
according to the established cybersecurity policy and




information protection.

SCS5. The ability to restore the functioning of information
systems after the realization of threats, cyberattacks, failures
and failures of different classes and origin.

SC6. Ability to implement and ensure the functioning of
complex information protection systems (complexes of
regulatory, organizational and technical means and methods,
procedures, practical techniques, etc.).

SC7. Ability to perform professional activities based on the
implemented information and cyber security management
system.

SC8. Ability to apply methods and means of cryptographic
protection of information at objects of information activity.
SC9. Ability to apply methods and means of technical
protection of information at objects of information activity.
SC10. The ability to monitor information processes, to
analyze, identify, evaluate possible vulnerability and threats to
information space and information resources in accordance
with the established information security policy.

7 - Learning outcomes

The results of studies
in the specialty
(defined by the
standard of higher
education of the
specialty)

LO1. Freely speak the state language orally and in writing
when performing professional duties.

LO2. Communicate in a foreign language in order to ensure
the effectiveness of professional communication.

LO3. Apply the principle of inadmissibility of corruption and
any other manifestations of dishonesty in professional
activity.

LO4. Organize own professional activity, choose optimal
methods and ways of solving complex specialized tasks and
practical problems in professional activity, evaluate their
effectiveness.

LOS. Analyze, argue, make decisions when solving complex
specialized tasks and practical problems in professional
activity, which are characterized by complexity and
incomplete determination of conditions, be responsible for the
decisions made.

LO6. Adapt to new conditions and technologies of
professional activity, predict the end result.

LO7. Apply and adapt information and coding theories,
mathematical  statistics, numbers, cryptography and
steganography, signal processing and transmission, etc.,
principles, methods and concepts of cybersecurity and
information protection in training and professional activity.
LO8. Apply knowledge and understanding of mathematics
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and physics in professional activity, formalize the objectives
of the subject area of cybersecurity and protection of
information, formulate their mathematical production and
choose a rational method of solution.

LO9. To know and apply the legislation of Ukraine and
international requirements, practices and standards for the
purpose of conducting professional activity in the field of
cybersecurity and information protection.

LO10. Be able to use modern information technologies,
methods and models of cybersecurity and information security
systems for professional activity.

LO11. Plan preparation and ensure the continuity of processes
in organizations according to the established cybersecurity
policy and taking into account the requirements for
information protection.

LOI12. Apply information security methods in information
systems according to the established information security
policy.

LO13. To implement, adjust, accompany and maintain the
functioning of software and software and software and
software security and information protection systems as
necessary procedures for the functioning of information
systems and \ or infrastructure of the organization as a whole.

LO14. To solve the problems of managing the recovery
processes of information systems using reservation procedures
according to the established security policy and to ensure the
functioning of special software, to protect and restore
information.

LOI15. Collect, process, store, analyze critical data to prove
the implementation of cyber threats, analyze and research a
cyberincident in order to promptly restore the functioning of
the information system.

LO16. To solve the problems of implementation and support
of complex information protection systems in information
systems.

LO17. To ensure the functioning of the cybersecurity
management system and the protection of the organization's
information, including staff and managing the consequences
of threats to information safety in crisis situations, on the
basis of performing quantitative and qualitative risk
assessment procedures.

LOI18. Analyze, apply the methods and means of
cryptographic protection of information at information
activities.

LO19. To solve tasks on the organization and control of the
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state of cryptographic protection of information, in particular
in accordance with the requirements of regulatory documents.

LO20. Identify the threats of creation of technical channels of
leakage of information on the objects of information activity;
to implement the means and measures of technical protection
of information from leakage by technical channels, to
maintain and control the status of hardware means of
information protection and complexes of technical protection
of information.

LO21. To implement, support, analysis of efficiency of
systems for detecting unauthorized access, actions with
information in the information system, vulnerability, possible
threats to information space and information resources and
use protection complexes to ensure the required level of
information security in information systems.

8 —Re

source support for program implementation

Personnel support

Meets the personnel requirements for ensuring educational
activities in the field of higher education in accordance with
the current legislation of Ukraine (Resolution of the Cabinet
of Ministers of Ukraine “On Approval of Licensing
Conditions for Conducting Educational Activities of
Education” of December 30, 2015 No. 1187, as amended by
CMU Resolution No. 365 dated 24.03.2021. Annex 15-16).
The composition of the working group of the educational
program, the professorial teaching staff, which is involved in
teaching disciplines in the specialty corresponds to the license
conditions of conducting educational activities at the first
(bachelor's) level of higher education.

Teaching teachers, specialists and employees of IT
companies, as well as foreign specialists are involved in
teaching.

Material and
technical support

Meets the technological requirements for the material and
technical support of educational activities in the field of
higher education in accordance with the current legislation of
Ukraine (Resolution of the Cabinet of Ministers of Ukraine
“On Approval of Licensing Conditions for Conducting
Educational Activities of Education” of December 30, 2015,
No. 1187, with changes made in accordance with CMU
Resolution No. 365 dated 24.03.2021. Annex 17).
Educational-scientific-production base in the form of: —The
educational buildings, computer classes, combined by a local
computer network with access to the Internet, multimedia
equipment; specialized software.

Informational and

Meets the technological requirements for educational and
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educational and
methodological
support

methodological and information support of educational
activities in the field of higher education in accordance with
the current legislation of Ukraine (Resolution of the Cabinet
of Ministers of Ukraine “On Approval of Licensing
Conditions for Conducting Educational Activities of
Education” of December 30, 2015, No. 1187, (as amended by
CMU Resolution No. 365 of 24.03.2021. Annex 18).
Information and educational-methodical support of the
educational process is realized by the presence of the
necessary educational and methodological literature:
textbooks, manuals, methodological recommendations for
practical classes, independent work, syabrose of educational
components  (https://cybersecurity.kpi.kharkov.ua/sylabusy-
osvitnikh-kompontiv-125-bakalavr/).

Information resources are located in the funds of the scientific
library of NTU "KPI", websites of graduation departments.
The educational process uses LMS (Learning Management
System).

9 — Academic mobility

National credit
mobility

On the basis of bilateral agreements on academic mobility
with universities of Ukraine. Agreements on cooperation
regarding the implementation of programs of internal
academic mobility of higher education students under the
educational program "Cybersecurity" specialty F5 with Odesa
National University of Technology, Chernihiv National
University of Technology.

International credit

On the basis of a bilateral agreement with the University

mobility named after Jan Dlugosha in Czgstochowa (Poland).

Education of foreign Preparation of foreign citizens is carried out in accordance
students of higher with the requirements of the current legislation, provided that
education the previous educational level is recognized.
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2. LIST OF EDUCATIONAL COMPONENTS OF THE EDUCATIONAL
AND PROFESSIONAL PROGRAM "CYBERSECURITY" AND THEIR

LOGICAL SEQUENCE

2.2 List components of educational and professional program

Components of the educational and Credits Final control
Code n/a :
professional program ECTS form
1 2 3 4
1. Obligatory educational components
1.1 General training
3111 History and culture of Ukraine 4,0 Exam
3112 Foreign Language 4,0 Test, Exam
311 3 Ukrainian as a foreign language 12,0 Test, Exam
3114 Physics 4,0 Exam
Fundamentals of humanitarian and
3115 philosophical knowledge in professional 4,0 Exam
activity
3116 Higher mathematics 6,0 Test
3117 Higher mathematics 5,0 Exam
3118 Language of professional training 10,0 Test, Exam
311 Physical education 4,0 Test
1.2 Professional training
CTT ] Introc?uction to the specialty. Introductory 30 Tost
practice
Cll2 Basics of programming 4,0 Exam
CII 3 Information and coding theory 3,0 Exam
CIll 4 Legal regulation of cybersecurity 4,0 Test
CIl 5 Algorithms and data structures 5,0 Exam
CIT 6 Physical bases of technical intelligence 50 Test
means
Cli7 Information security of the state 3,0 Test
CIl 8 Fundamentals of social engineering 4,0 Test
CIl9 Mathematical foundations of cryptology 4,0 Exam
CIl 10 Programming technologies 5,0 Exam
CIll 11 Computer networks 4,0 Exam
Cll 12 Operating system architecture and security 6,0 Exam
Cll 13 Programming tools 6,0 Exam
CII 14 Basics of cryptographic protection 6,0 Test
CIT 15 F Lfndamentals of building and protecting 40 Exam
microprocessor systems
CI1 16 Fundam.entals of mathematical modelling 40 Exam
of security systems
CI117 Basics Qf steganographic information 50 Exam
protection
CI7 18 Security in information and communication 40 Tost

Systems
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CII 19 Web application development 6,0 Exam
CII 20 Integrated information security systems 5,0 Exam
CIll 2] Web security 5,0 Exam
CIll 22 Comprehensive training 4,0 Test
CIl 23 Antivirus protection of information 4,0 Test
CII 24 Machine learning basics for cybersecurity 3,0 Test
2. Practical training
1l 1 Industrial practice 6,0 Test
Yy Technological practice 6,0 Test
3. Attestation
| Attestation 3,0 |
General amount mandatory components 174

4. Optional educational components

4.1 Specialised training

Profiled package of educational components 01 "Artificial Intelligence in Security

Systems'"'

BIll.1 Ethical hacking 3,0 Exam

BIl1.2 Date of mining 3,0 Exam

BIT1.3 Math?matzcal foundations of artificial 3.0 Exam
intelligence

BIT1 4 Pythqn for amﬁczal intelligence and 40 Exam
machine learning

BIll.5 Genetic algorithms 4,0 Exam

BIll.6 Python for internet things 3,0 Exam

BIll.7 Systems engineering 3,0 Exam

Profiled package of educational components 02 "Blockchain technology and security

of banking systems'"’

BIll.1 Decentralised systems 3,0 Exam

BIll.2 Risk management 3,0 Exam

BIT13 Blockchain: basics and application 3.0 Exam
examples

BIll.4 Security of banking systems 4,0 Exam

BIll.5 Protecting critical infrastructure facilities 4,0 Exam

BITL.6 Orga.mszng document management with 3.0 Exam
restricted access

BIll.7 Security in social networks 3,0 Exam

Profiled package of educational components ¢ 03 "Innovation Campus'"

BII3.1 Basics of cybersecurity 3,0 Exam

BIT3.2 Development of corporate information 3.0 Exam
systems (part 1)

BIT3.3 Development of corporate information 3.0 Exam
systems (part 2)

BIT3.4 Databases for corporate information 40 Exam
systems

BIT3.5 Architecture of corporate information 40 Exam
Systems

BI13.6 Security and audit of wireless and mobile 3,0 Exam
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networks

BII3.7 Protecting critical infrastructure facilities 3,0 Exam

4.2 Educational components of the free choice of professional training in the all-
institutional catalogue

OKBIll | OKBBIIK 1 4,0 Test
OKBII2 | OKBBIIK 2 4,0 Test
OKBII3 | OKBBIIK 3 4,0 Test
OKBIl4 | OKBBIIK 4 4,0 Test
OKBII5 | OKBBIIK 5 4,0 Test
OKBIl6 | OKBBIIK 6 4,0 Test
OKBII7 | OKBBIIK7 4,0 Test
4.3 Educational components of the free choice of the university catalogue
OKB31 |OKBB3Il1 4,0 Test
OKB32 | OKBB3Il2 4,0 Test
OKB33 | OKBB3Il3 4,0 Test
4.4 Educational components of the special university choice
OKCBY | OKCBY 30 | Test
Total amount for elective components: 66
GENERAL SCOPE OF THE EDUCATIONAL 240
AND PROFESSIONAL PROGRAM:
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3. DISTRIBUTION CONTENT EDUCATIONAL AND PROFESSIONAL
PROGRAMS BY IN GROUPS COMPONENTS AND CYCLES

PREPARATION

The amount of the applicant's educational loadhigher
education (ECTS credits / %)

No Mandatory Selective
Cycle preparation
n/p ycle prep compopents compopents All in allterm
educational educational .
) ) teaching
professional professional
programs programs
1 | General training 53/22,08 - 53/22,08
o | Special (professional) 121/ 50,42 - 121/ 50,42
training
3 Components free of i 66/ 27.5 66/27.5
choice
Total for the entire term 174/ 72,5 66 /275 240 /100

teaching
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4. FORM CERTIFICATES EARNERS HIGHER EDUCATION

Forms of attestation of
applicants of higher
education

Attestation is carried out in the form of a state
qualification exam.

Requirements for the
unified state
qualification exam

The only state qualification exam provides for evaluating
the achievements of the learning outcomes, defined by
the higher education standard of the specialty
"Cybersecurity and information protection" and the
educational program.
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5. STRUCTURAL AND LOGICAL SCHEME

Course 1 Course 2 Course 3 Course 4
Semester 1 Semester 2 Semester 3 Semester 4 Semester 5 Semester 6 Semester 7 Semester 8
Fundamentals of . Fundamentals of
History and humanitarian and Operating system building and Integrated Comprehensive
culture of Ukraine philosophical architectureand protecting information ~ —» tFr)ai o
knowledge in security microprocessor security systems 8
i professional activlity T systems T T
Language of professional training —> Ukrainian as a foreign language — Foreign Language
) ' |
s l I Security in
VR ; information and
Basics of ‘ G - Web applications Security of
cryptographic s development Internet things
A ystems
protection
Higher mathematics | I A ¢
I I »  Fundamentals of
) . mathematical Antivirus
Physical training modelling of Web security ——)  protection of
security systems information
Introduction to OKCBY
the specialty. Legal regulation of X
Introductory > cybersecurity " Basics of hi
i steganographic
practice roTation Machine learning
| protection basics for
c v cybersecurity
; — omputer »
Algorithms and - . | |
twork
’—-) d5ta strictures networks Programming tools
|
| | | |
Basics of o Programming Profiled package Profiled package Profiled package Profiled package Profiled package
programming l technologies (2) (1) > (1) (1) (2)
i i) Information securit e PN PEEN PIN N |
and coding €“—» e Y OKBBMNM (1-3) <€  OKBBMMN(1-3) <«—)»  OKBBNM(1-3) <€) OKBBMM(2-6) <«  OKBBMM (2-6)
theory
| |
A | A | Mathematical
¢ ¢ l L3> foundations of | OKBESK(1) <>  OKBEK() <>  OKBBK() [ ) Technological
. b " cryptology l practice
Physical bases o
|
technical intelligence J * ¢ * + *
means Fundamentals of ® >
social engineering Industrial P Attestation - USQE
" _ practice =
w »




6. THE MATRIX OF COMPLIANCE OF THE COMPETENCES / LEARNING OUTCOMES DEFINED BY THE
STANDARD WITH THE NQF DESCRIPTORS

Classification of |Knowledge Skill Communication Responsibility and autonomy
competences 3ul. Conceptual scientific and|¥m1. Deep cognitive and |K1. Reporting to experts and  |AB1. Management of complex technical or
according to NRC |practical knowledge. practical skills, skills and  [non -specialists of information, [professional activities or projects.
3n2. Critical understanding of |innovation at the level ideas, problems, solutions to AB2. The ability to be responsible for making
theories, principles, methods |necessary to solve complex |their own experience and and making decisions in unpredictable
and concepts in the field of specialized tasks and argumentation. working and/or educational contexts.
professional activity and/or practical problems in the  |K2. Collection, interpretation  |AB3. Formation of judgments that take into
learning. field of professional activity|and use of data. account social, scientific and ethical aspects.
or learning. K3. Communication on AB4. Organization and management of
professional issues, including  professional development of persons and
foreign language. groups.
IABS. The ability to continue learning with a
significant degree of autonomy.
GENERAL COMPETENCES
GC1 302 Yuml
GC2 3u2 Yml K1
GC3 K1, K3
GC4 K1, K3
GCS5S 3ul, 302 Yml K2 AB3
GC6 3ul K1 AB2, AB3, AB4
GC7 K1 AB2
GC8 32 K2 AB3
SPECIAL (PROFESSIONAL) COMPETENCES
SK1 3u2 Yml K2
SK2 3ul, 302 Yml K2
SK3 Yuml AB1
SK4 Yuml ABI
SK5 Yuml K2 ABI, AB2
SK6 Yuml K1 ABI
SK7 Yuml K1 AB1
SK8 3u2 Yuml
SK9 3u2 Yml
SK10 Yml K2 AB2
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7. MATRIX OF MATCHING DEFINED OF STANDARD LEARNING OUTCOMES, COMPETENCIES AND

EDUCATIONAL COMPONENTS

Competences
%n é = = General competences Special (professional) competences
= L
=S5 g
Egg g‘ GCl | GC2 | GC3 | GC4 | GC5 | GC6 | GCT7 | GC8 | SK1 | SK2 | SK3 | SK4 | SK5 | SK6 | SK7 | SK8 | SK9 | SK10
— 3
LOl1 | Al 3116
A2 3117
CII1
CII2
CII5
CII6
CI17
CII8
CII10
CIIl1
CII13
CII14
CII17
CII18
CII20
CI24
TIIT1
I1112
LO2 | Al 3112
A2 3113
CII7
CII8
CII11
CII12
CII14
CII24
LO3 | Al 3111 | CIl4
A2 CII1 | CII7
CI14
cI7
LO4 | Al 3114 3114
A2 3I1 3I15
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Competences

N @
E EE % General competences Special (professional) competences
SE23
3 gg%‘ GCl | GC2 | GC3 | GC4 | GC5 | GC6 | GCT7 | GC8 | SK1 | SK2 | SK3 | SK4 | SK5 | SK6 | SK7 | SK8 | SK9 | SK10
]
CI2 | 3II6
CII3 | 3I17
CIl4 | CIIl1
CII5 | CII2
CIl7 | CIl4
CII8 | CII5
CI9 | CII6
CII10 | CII7
CII11 | CII10
CII12 | CII13
CII14 | CII14
CII15 | CII15
CIIl6 | CII16
CIT19 | CIT17
CII21 | CIT18
CII22 | CII19
CII23 | CI120
CII24 | CII21
CII25 | CII22
III11 | CI123
I12 | CII25
IIT1
TII12
LO5 | Al 3114 3114
A2 3I1 3115
CII2 | 3II6
CIi3 | 3I17
CIl4 | CIIl
CIIS | CII2
CII7 | CIl4
CII8 | CII5
CI9 | CII6
CII10 | CII7
CII11 | CIT10
CII12 | CII13
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Learning
outcomes

Competences

Integral
competenc

General competences

Special (professional) competences

GCl1

GC2

GC3 | GC4 | GCS5 | GCo

GC7

GC8

SK1

SK2

SK3 | SK4 | SK5 | SK6 | SK7 | SK8

SK9

SK10

CII14
CII15
CII16
CII19
CII21
CI122
CII23
CI124
CII25
111

112

CII14
CII15
CII16
CII17
CII18
CII19
CI120
CII21
CII22
CII23
CII25
111

1112

LO6

Al
A2

3114
3115
3116
3117
CII1
CII2
CI14
CII5
CIl6
CI17
CII10
CII13
CIl14
CII15
CII16
CII17
CII18
CII19
CI120
CII21
CI122
CII23

3111
3114
3115
311
CIIl1
CII3
CII17
CI120
CII23
CII25
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Competences

%’J é ~ % General competences Special (professional) competences
ESl g
Egg g‘ GCI | GC2 | GC3 | GC4 | GC5 | GCo6 | GCT | GC8 | SKI1 | SK2 | SK3 | SK4 | SK5 | SK6 | SK7 | SK8 | SK9 | SK10
— S
CII25
II11
TII12
LO7 | Al | 3114 3111
A2 3I1 3114
CII2 3115
CII3 311
CII4 CII1
CII5 CII3
CI17 CII17
CII8 CII20
CII9 CII23
CII10 CII25
CIIl1
CII12
CII114
CII15
CII16
CII19
CII21
CII22
CII23
CII24
CII25
II11
TII12
LO8 | Al 3114
A2 3116
3117
CII1
CII2
CII3
CI14
CII5
CII6
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Competences

%‘J é = % General competences Special (professional) competences
= ST
§ § *;3 g‘ GCl | GC2 | GC3 | GC4 | GC5 | GC6 | GCT7 | GC8 | SK1 | SK2 | SK3 | SK4 | SK5 | SK6 | SK7 | SK8 | SK9 | SK10
— S
CI17
CII9
CIT10
CII11
CII12
CIl14
CII15
CII16
CII23
CII25
LO9 | Al 3111 CII1
A2 CII1 CIi4
CI14 CI17
CI17 CII8
CII10
CIIl1
CII14
CII20
CI123
CII24
LO10 | Al CII2
A2 CII3
CII5
CII8
CII9
CIT10
CII11
CII12
CII13
CIT14
CII16
CII17
CII18
CII19
CII20
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Competences

=} 8 I3}
g §§ § General competences Special (professional) competences
s 22
D = (=
S8 Eg GCl | GC2 | GC3 | GC4 | GC5 | GC6 | GCT7 | GC8 | SK1 | SK2 | SK3 | SK4 | SK5 | SK6 | SK7 | SK8 | SK9 | SK10
CII21
CII22
CI123
CII24
CII25
IIT1
LO11 ié CIIl11
CII14
CI120
CII21
LO12 | Al e
Al CII9
CII11
CII12
CII14
CIT19
CII20
CII21
CII22
CII23
CII24
LO13 | Al i
Al CII9
CII11
CII12
CIl14
CIT19
CII20
CII21
CII22
CII23
CII24
LO14 | Al e
CII8
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Competences

=} 8 I3}
g §§ § General competences Special (professional) competences
SERE
S8 E‘g GCl | GC2 | GC3 | GC4 | GC5 | GC6 | GCT7 | GC8 | SK1 | SK2 | SK3 | SK4 | SK5 | SK6 | SK7 | SK8 | SK9 | SK10
A2 CIIl1
CIl14
CII15
CII21
CII24
LO15 | Al s
Al CII8
CII11
CIl14
CII15
CII21
CII24
LO16 | Al e
o CII11
CII12
CIl14
CI120
CII23
CII25
LO17 | Al o
a CI17
CII16
CII23
CII25
TIT1
LO18 | Al e
~ CII3
CII9
CIIl1
CII12
CII14
CII15
CII18
CII21
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Competences

N @
E %E % General competences Special (professional) competences
’; L on °
! gé’ %‘ GCl | GC2 | GC3 | GC4 | GC5 | GC6 | GCT7 | GC8 | SK1 | SK2 | SK3 | SK4 | SK5 | SK6 | SK7 | SK8 | SK9 | SK10
]
CII23
CII24
T1I12
LO19 | Al CII3
A2 CI19
CII11
CII12
CII14
CII15
CII18
CII21
CII23
CII24
T1112
LO20 | Al CI16
A2 CII12
CII14
CII15
CIT19
CI120
CII22
CII23
T1I12
LO21 | Al CII8
A2 CIIl1
CIl14
CII16
CII18
CII23
CI24
CII25
I1I11
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7. THE RESULTS OF DISCUSSING THE EDUCATIONAL PROGRAM

Stakeholders

Remarks / Recommendation

Taken into account /
partially taken into
account / not taken

into account

Note

Olga SHAPOVAL, Executive
Director of Kharkiv Cluster
of Information Technology

Pay more attention to mastering security
principles in databases.

the study of cloud
technologies and Devops.

Emphasis on

Taken into account.

Due to the selective educational
components:

Security in Devops, databases with
SQL and Python

Guarantor of the EPP, Sergii
YEVSEIEV, doctor of
technical sciences, professor,
head of the cybersecurity
department.

Members of the EPP Working
Group

Educational and professional program to
comply with the requirements of the

Higher Education Standard in the
specialty 125  Cybersecurity  and
information protection of the first

(bachelor) level of higher education,
approved and put into force by the order
of the Ministry of Education and Science
of Ukraine dated 24.10.2024. No. 1547.

Taken into account.

Educational and professional program
to comply with the requirements of the
Higher Education Standard in the
specialty 125 Cybersecurity and
information protection of the first
(bachelor) level of higher education,
approved and put into force by the
order of the Ministry of Education and
Science of Ukraine dated 24.10.2024.
No. 1547.

Guarantor of the EPP, Sergii
YEVSEIEV, doctor of
technical sciences, professor,
head of the cybersecurity
department.

Members of the EPP Working
Group

Change of the specialty and field of
knowledge (according to the Cabinet of
Ministers of Ukraine of August 30, 2024
No 1021).

Taken into account.

Changes have been made.

Olena VOLOSHCHUK,
Candidate of Technical

Positive response. Without remarks.
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Sciences, Head of
Educational Programs of
Distributed Lab LLC.

Ivan OPIRSKY, Doctor of
Technical Sciences,
Professor, Head of the
Department of Information
Protection of the Institute of
Computer Technology,
Automation and Metrology of
the National University "Lviv
Polytechnic"

Positive response. Without remarks.

Vladyslav KOVTUN,
Candidate of Technical
Sciences, Associate
Professor, "Syfer" LLC
general director.

Positive response. Without remarks.

Serhii GOLOVASHYCH,
Candidate of Technical
Sciences, Associate
Professor, LLC "Microcrypt
Technologies" general
director.

Positive response. Without remarks.

Head of the Department of Cybersecurity

Guarantor of the educational program
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8. PLAN TO TAKE INTO ACCOUNT THE COMMENTS/RECOMMENDATIONS ON THE RESULTS OF THE
ACCREDITATION EXAMINATION OF THE EDUCATIONAL PROGRAM

Recommendations provided during the
latest accreditation

The period (short -
term/long -term/not
appropriate to consider)

Measures aimed at taking into
account the recommendations /
justification as to Impracts of the
recommendation

Terms of implementation
of measures / responsible
persons

General recommendations of the Expert Group and Sectoral Expert Council (in the department, industry,

institute, university)

View in the next version of the APP list of

_ _ Long -term Update in the EPP of the list of The period of time to the
apgroved p 'rof'ess10naldstandarc.1$ilmhthle\lﬁ?1d Olf approved professional standards in | next accreditation of OP.
cybersecurity 1n accordance with the Nationa the field of cvb s

. . i ybersecurity in 4 1A

Classifier of Professions of Ukraine DK 003: accordance with the National Responsible: guarantor OP.
2010. Classifier of Professions of Ukraine

DK 003: 2010.

Considered at the meeting of the

department, Protocol No. 12 of

14.03.2025.
To strengthen studen'ts" AWarceness of.mternal Long -term To strengthen students' awareness | The period of time to the
procedures for organizing the educational of internal procedures for next accreditation of OP.
process. . :

‘ . organizing the educational process. Responsible: Head of the

IF 15 recon‘lmended to review and gpdate It is recommended to review and Department, teachers of the
literature in the syllabus of educational update literature in the syllabus of | department.
components. educational components.

Considered at the meeting of the

department, Protocol No. 12 of

14.03.2025.
Using a cyberpoligon to familiarize students Long -term Using a cyberpoligon to familiarize | The period of time to the

g g g

with his capabilities

students with his capabilities.

next accreditation of OP.
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Considered at the meeting of the Responsible: guarantor OP,

department, Protocol No. 12 of Head of the Department.
14.03.2025.
Provide constant updating of information on Long -term Updating information on all aspects The period of time to the

all aspects of EPP proceedings on the
department's website.

next accreditation of OP.

of EPP proceedings on the
Responsible: guarantor OP.

department's website.

Considered at the meeting of the
department, Protocol No. 12 of
14.03.2025.

Director of the Educational and Scientific Institute
of Computer Science and Information Technology

Guarantor of the educational program

/ .
/ﬁ& e Mykhailo HODLEVSKYI

Serhii YEVSEIEV
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