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PEHEH3IS-BIAT'YK
Ha OCBITHBO-TIpodeciitHy nporpamy “Kibepbesneka”
nepioro (6akaiaBpchbKOro) piBHs BHUILOI OCBITH,
crrenianpHoCTi 125 “Kibepbesnexa Ta 3axucT iHGopmanii”
kahenpu kibepOesnekn HamioHaIbHOrO TEXHIYHOT'O YHIBEPCUTETY

“XapKiBChKUHN MOJITeXHIYHAN IHCTUTYT”

V cy4acHOMY CBIiTI BaXJIHBY poJib BimirpatoTe iHQopManiiiHi TexHOJOrI],
BKJIFOYHO 13 HUMH 3aco0u 3a0e3redeHHs KibepOe3neKu miarnprueMcTB Oyab-aKoi (popMu
BJIACHOCTI 3afiMarOTh MPOBiAHI IO3MIII HA HAWBUIIOMY piBHI i3 BHKOHaHHSAM
MiAMPUEMCTBOM CBOIX Oe3nocepenHix OizHec-3aBnaHb. CydacHUi CBIT, PAKTHYHO — L€
texnonorii Immyctpii 4.0 ta Imtepuery peueir (Internet of Things), ne QaxtuuHi
pecypcd MiAMPUEMCTBA MAaiOTh CBOK BipTyanbHy Komito y umpoid dopmi Ta
HepexpeulyloTbcss 3  TPaAMUiHHMMM  TiAXOdaMH 1O  JOKYMEHTooO0Iry Ta
iHpopMalifHUMHU CcHUCTEMaMU CyNpoOBOMKeHHs Oi3Hecy. lLle Oe3ymMoBHO crpuse
IOpiYHOMY 301JBIIEHHIO MMOMKUTY Yy HAIIi KpaiHi Ha cIelianicTiB 3 KibepOesneky, ki
OynyTh CIOpOMOXHI e(EeKTHBHO BHUPILIYBaTH CKIAIHI 3aBJaHHS IIOAO0 I00YyIOBU
3aXUCTy  MIANPHEMCTBA Ta  OyAyTh  CHPOMOXHI  3a0e3ledyBaTH  MPOTHAIIIO
HECaHKI[IOHOBAHOMY BTPYYaHHIO JI0 1X iHopmamiitHol iHppacTpyKTypH.

Ocsitupo-nipodeciiina nporpama “KibepOesneka” mepinoro (6akanraBpChbKOro)
piBHSI BWINOI OCBiTH, IO 3aIpolOHOBaHa Kagenporo Kibepbesmeku HarioHanbHOro
TEXHIYHOTO yHiBepcuTeTy “XapKiBChbKHMU TONITEXHIYHUN IHCTUTYT’ Ma€ BCl TOTPiOHI
KOMITOHEHTH WIOAO 3a0e3ledyeHHs] HaBYaJbHOrO Ipolecy NpodeciiHoi MiArOTOBKH
¢axiBiiB, fKi y KOMIAHISIX 3MOXYTh 3aiiMaTH IIO3UIii: MeHe[kepa  CHUCTEM 3
inopmariiiinoi Gesmeku, (axiBIg 3axHMCcTy iH(MOpMallii, TeXHika 3axucTy iHpopMmallii,
anMiHicTparopy 0a3u HaHUX, aAMiHICTpaTOpy AOCTYIy, iHXKeHepa-Iporpamicra TOLIO.

Crin BH3HAYHUTH, [0 ¥ CYYaCHHX E€KOHOMIYHMX yMoBaX KibepOesmeka — ILie He
TiNIBKYM 3HAYHUH TPEH[ Y PO3BUTKY BEJIMKUX KOMIIaHiH Ta MiaAnpueMcTB. 3apa3 Majlui Ta

cepenHiii GisHec BimkpuBae HOBI Juis cebe Hilm eaeKTpoHHO! KoMeplii. BianmoigHo



CTa€ NUTAHHSA 1OJ0 PILIEHHS 3aBIaHb 3a0e3rnedyeHHs Oe3NeKu eIEKTPOHHUX MEPEK He
TUIBKA KOPIIOPATMBHOTO DiBHS, aje CIiJ BHpIIIyBaTH IOBCAKIEHHI IMTaHHS
K16ep3aXUCTy MaJIoro Ta CepeAHbOro MpHUBaTHOTrO Oi3Hecy. Tomy, Ciij BBaXkKaTd IyXKe
CBOE€YACHUMM 3aBJAaHHs, IO pPO3IIANAIOTECA Yy OCBITHBO-TIpodeciitHili mporpami
“KibepOesnexa”, 3a SKOIO HaBUYAIOTbCS CTyAeHTH HamioHansHOr0 TEXHIYHOTO
yHiBepcuTeTy “XapKiBCbKHH MONITEXHIYHUE IHCTHTYT’3a cHemianbHicTio 125
“KibepOesneka Ta 3axuct iHpopmauii”. BUIIyCKHUK 3a [i€I0 IPOrpaMoI0 Ma€ J0CBij Ta
PO3yMiHHS 3aBaHb, K y MacinTabi notpeb Oe3rneku BETUKUX Opradisalliii Ta KOMIIaHii,
a TaKOXX KOMIIaHiH, 1[0 MalOTh NOPIBHIHO HEBEIHKi MacinTabu Oi3Hecy, Ta, HAIPUKIIa],
KOMIIaHi¥, pIBHA BEO-CTyAiH, IO HANAIOTh MHOCIYT'M 3 PO3pOOJIeHHS Beb-caifTis.
3anpornoHoBaHa Nporpama BpaxoBye He TUTBKU MOTpeOr KOMIaHii-po6oToaaBIIiB, 10
CIIpSIMOBaHi TiNIbKM Ha PIillleHHs 3aMOBJIEHb IJIA 3aKOPJOHHHX KOMIIaHii, Tak 3BaHi
ayTCOPCHHI'OBI KOMITaHil Ta iHImi, aye ¥ A KOMITaHiH, 10 MPAIOI0Th BUKJIOYHO Ha
BHYTPIIIHbOMY PUHKY YKpaiHH.

Cnig migBecTH, 110 OCBiTHBRO-TIpodeciiiHa mporpama “KiGepOesmnexa” mepiuioro
(6baxanaBpchKOro) piBHS BHIIOI OCBITH, IO 3apONOHOBaHa Kadeaporo Kibepbesnexu
HauionaneHoro TexHi4HOro yHiBepcuTeTy “XapKiBChKHil MONITEXHIYHUM {HCTUTYT €
Cy4acHOIO, e()eKTUBHOIO Ta 3aTpeOyBaHOIO HA Cy4aCHOMY PHHKY TIpalli y Haloi Kpaini
IIOAO MiAroTOBKM (axiBuiB 3 kibepOesmeku. Lls mporpama Bimmosimae crasgapty
MiHicTepcTBO OCBITM 1 HayKd YKpaiHM Ta Yy3TOMKYETbCS 3 3allUTAMH KOMIAHiM
poboTomaBIliB 1IOJO HAasBHOCTI KBajiQikoBaHux kazapiB y IT-ramysi ta Hampsamy

cneniansHocTi 125 “Kibepbesnexa Ta 3axucT iHdopmarii.

KepiBHUK HaBUabHO-HAYKOBOTO
LEHTpPY iH(pOopMalifHIX TEXHOJIOTIH

[TonicbKOro HaIiOHALHOTO YHIBEPCHTETY,

.
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PEUEH3ISI-BIATYK
Ha OCBiTHBO-TIpodeciiiny nporpamy “Kidepbesneka”,
nepuioro (6akanaBpcbKOro) piBHs BUILOI OCBITH
crienianbHocTi 125 “KiGepbesneka Ta 3axuct iHpopmanii”
kadenpu KibepOesmnexu HarlioHaIbHOTO TEXHIYHOTO YHIBEPCUTETY

“XapkiBChKUH MONITeXHIYHUH IHCTUTYT”

CrpimMkuii po3BUTOK iHGOpMAUIMHUX TEXHOMOTiH 1 IUBMAKE 3POCTAHHS
rnoGaneHoi Mepexi IHTepHer mpu3Bend m0 (QopMyBaHHA  iH(pOpMAaLiKHOrO
CepeNoBHINa, [0 BIUIMBAE Ha BCi cdepu Moackkol aisibHOCTi. HoBi TexHomoriuni
MOM/IMBOCTI IIOJIETIIYIOTh MOIMpeHHs iH(opMalii, MiIBUILYIOTh e(EeKTHBHICTh

BUPOOHMYHMX TIPOLECIB, CIPUSIOTH PO3LIMPEHHIO MiTOBUX oOIepaliil B mpoueci

Oi3Hecy.
[TiampuemMcTBa HOBOMO THUIy — L€ pO3raly)keHa Mepexa pO3NOAiIeHHX
migposminiB, ¢imii i rpym, MmO B3aEMOAIIOTH OIMH 3 OXHMM. PosmoxineHi

KOpropaTHBHi iH(QOpMaLiiftHi CHCTeMH CTalOTh ChOTOJHI HaMBa)K/IMBIIIUM 3aCO00M
BHPOOHHIITBA Cy4YacHOI KOMIIaHil, BOHH [O3BOJISIIOTH II€PETBOPUTH TpaguLiiHi
dbopmu GizHecy B €l1eKTpOHHUM Oi3Hec.

EnextponHuil 6i3HeC BHKOPHCTOBYE ITOOATBHY Mepexy [HTepHeT i cydacHi
iHQopMmauiiiHi TEeXHONOTIl A MiABHMILEHHS e(QEeKTUBHOCTI BCIX CTOpIH AIJTOBUX
BiTHOCHH, BKJIFOYAIOUU IPOMAaXi, MApKeTUHT, IUIaTeXi, (iHAHCOBUH aHasi3, MOIIYK
CHiBpOOITHHUKIB, MIATPUMKY KIII€HTIB i MAPTHEPCHKHUX BiAHOCHH.

OpHi€ero 3 yMOB iCHyBaHHsI €JISKTPOHHOrO Oi3Hecy € iHpopmauiliHa Oesrexa,
i/ SIKOK0 PO3YMIETHCS 3aXMIIEHICTh iH(pOpMaLIl Ta miaATpUMYe iHQPACTPYKTYpHU Bix

BUITIAIKOBUX i HaBMHCHHX BHJ'II/IBiB, 3AaTHUX 3aBAaTh IIKOJM BJIACHHKaAM abo



KOpHCTyBauaM iHdopmauii. 36MTOK Bil MOpYIIeHHs iHQOpMALiiHOI Oe3nek: Moxe
IIPUBECTH [0 ~ BEIUKMM (iHAHCOBMM BTparaM i HaBiTb 1O MOBHOIO 3aKPHTTA
KOMITaHil.

Bceyrneped Ha iHTEHCHBHUI PO3BUTOK KOMITIOTEPHUX 3ac00iB i iHopmaLifiHiX
TeXHOJIOTi}, Bpa3/MBiCTh Cy4acHHUX iHGOPMALIMHIX CHCTEM | KOMITIOTEPHUX MEpeK,
Ha Kallb, He 3MeHIyeThes. ToMy mpoGiemu 3abe3nedeHHs iHpopmaliiHOl Ge3nexu
TIPUBEPTAIOTH MUIIbHY yBary sk $axiBIiB B 06acTi KOMITIOTEPHHX CHCTEM i MEpeiK,
TaK | YMCIEHHMX KOPMCTYBadiB, BKJIOYAIOYM KOMIIAHIl, L0 NpALIOKTh y cdepi
eJIeKTPOHHOr o Oi3Hecy.

Bes 3HaHHY 1 KBanli(hikoBAaHOTO 3aCTOCYBAaHHsS Cy4acHUX TEXHOJOTIH,
CTaHNapTiB, NPOTOKOJIB i 3acobiB 3axucTy iH(popMalii HEMOXIMBO IOCSITH
HeoOXiHOro piBHs iHGOpMaiiiHOI Ge3MeKH KOMITIOTEPHHX CUCTEM i MEPEX.

Kadenporo  kibepOesmekd  HallloHa1bHOrO  TEXHIYHOTO  yHIBEPCHTETY
“XapKiBCBKMH TOJITEXHIYHUM I{HCTUTYT pO3pOOJEHO HaBUallbHy I[pOTpamy
“KiGepbOesrneka”, Ta HaBYalbHI IUIAHH OWCLMUIUTIH, SKi MOB’A3aHI 3 HANpPIMKOM
niaroToBku Qaxisis 3 iHpopmariiHol Ge3neku mMpokoro npodimo, ska dopmye
CIIEKTp KOMIIETEHTHOCTEW Ta 3abe3nedye OTpPUMaHHs pe3ylbTaTiB HaBUaHHSA, SKi
nependavYarThCs CTAHIAPTOM BHIIOT OCBITH 3a creuianbHicTio 125 Kibepbesneka Ta
3axuCT iH(popmaLii.

[Tporpama 3abe3nedye miaroToBKy (axiBLs, SKUH 37aTeH 3a0e3leduTd
HeoOXimHHuI piBeHb KibepOe3neKd CHCTeM pI3HOrO MpHU3HAYEHHS Ta MPUPOIU, B
MepIIy 4epry CUCTeMH Oi3Hec-MpOleCiB eKOHOMIYHHUX CHCTEM, CUCTEM KPUTHYHOL
iHdpacTpyKTypH, KibepGhi3nuHUX CHCTEM Ta iH., Ha OyIb-IKOMY PiBHI yIpaBIiHCHKOT
iepapxii, BpaxoBYIOUH IPHHLUINKM 3aCTOCYBaHHS KpPUITOrpadiuyHUX METOXIB,
Cy4acHHUX TEXHOJIOTiN 3ale3nedyeHHs KibepOesmeku, iHpopMmaliiiHoi Oe3meku Ta
6e3nexu iHdopMmaLil B MexaxX HalLiOHATbHUX | MIKHAPOJIHUX CTAHIAPTIB ¥ MPAKTHK
110710 3AIMCHEHHS MpodeciiHOl AisTIBHOCTI.

HaBuanbHuil mpouec OcBITHBOI IporpamMy OpraHi3oBaHO Ha 0a3i cy4acHHX
IHTErpOBaHUX CepelOBUILAX PpO3POOKM KOPHMOPaTHBHUX [HOJATKIB Ta CHCTEM

30epeskeHHs AaHMX 3 CAHKI[IOHOBAaHUM JOCTYNoM. KOXHOMy CTyAeHTY Ha mepiox



HaBYAHHS OE3MIATHO HAJAEThCs JILEH30BaHUi LOCTYN A0 AOAATKIB Ta CEpBICiB y
akkayHTi y moprany Microsoft 365. BiibiuicTs 1a60paTOpHUX Ta MPAKTHYHUX POOIT,
a TaKOK KYpCOBOTO Ta AMILUIOMHOIO MPOEKTYBAHHS 3AiHCHIOETBCS 3 BUKOPUCTaHHIM
anapaTHO-MPOTrPaMHUX 3ac00iB KibeproJirony.

BBaxaemo, mo OcBiTHBO-podeciitna mporpama “KiGepOesneka”, 1o
3anpornoHOBaHa Ta 3.ilcHIOEThCs  Kadeaporo Kibepbesnexu HaiioHanbHoro
TeXHiYHOro YyHiBepcuteTy “XapKiBChbKHMIl MOJITEXHIYHMI IHCTUTYT”, Mae BCi
HeoOXiiHi KOMIOHEHTH JUIA TiATOTOBKU KBai(hiKOBaHUX CIIEL{alicTiB BiAMOBIAHO 10
Cy4acHHX TeHJeHUi Ha mnomut QaxiBuiB 3 KibepOesmexu. BumyckHukm wiel
MpOrpaMK OTPUMYIOTH BCi HEOOXiAHI 3HAHHS Ta HAaBUYKM IIOAO 3a0e3NevueHHs
KibepOe3neKn €KOHOMIYHOI MisTbHOCTI MiANPHEMCTB KOPIMOPAaTHBHOTO piBHS,
CIIPOMO’KHI 3IiMCHIOBATH aHalli3, MPOEKTYBaHHS, MPOrpaMyBaHHs, PO3rOpTaHHS Ta
CYTPOBOMKEHHSI OyIb-SIKMX CEpPBiCiB, BAKOPHCTOBYIOUH Cy4acHI TEXHOJIOTII.

Hapuyanus 3a  OcBitHbo-ipodeciiiHoro  mporpamoro  “Kibepbesnexa”,
3abe3nedye cTyIeHTaM HaJOaHHS HeOOXiAHUX 3HaHb, KOMIETEHLIH Ta HABUYOK NS
yemimuoi mpodeciiiHol  mismpHOCTI y cdepi BOpOBaKEHHS Ta MIATPUMKH
IPOrpaMHUX pillleHb Y KOPIOPAaTUBHOMY CepeloBUINI MpHU JOTPUMAHHI BHUMOT

BIAMOBITHUX HAL[IOHANBHUX | MDKHAPOIHUX, CTAHAAPTIB.

Hupexrop TOB “Caiidep IT”,

KaHIUaT TeXHIYHUX HAyK Bnanucnas KOBTYH
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PELHEH3IA-BIATI'YK
Ha OCBiTHIO Mporpamy “KiGepOesneka™
nepmoro (0akanaBpChKOro) piBHA BHIIOI OCBITH,
cnetianbHocTi 125 “Kibepbesneka ta 3axuct iHhopMmartii”
kadenpu kidepOesmexkn HarlioHaTbHOTO TEXHIYHOTO YHIBEPCHTETY

“XapKiBChbKUH MO TEXHIYHUH 1HCTUTYT

OceiTHa mnporpama “KiOepOesneka”, ska 3ampoOMOHOBaHa kadeaporo
kibepOesmekn  HarioHalbHOTO ~ TEXHIYHOTO  YHIBepcHTETY  ““XapKiBChKHH
MOJIITEXHIYHUH IHCTUTYT € OE3YMOBHO aKTYyaJbHOI ¥ CY4aCHHX YMOBAaX CTPIMKOTO
po3BUTKY iH(opMartiiinux TtexHomnoriii (IT) Ta iX rIMOOKOTO MPOHHKHEHHS IO
Maike yciXx ranysed cydacHOro »HMTTd. 3apa3 y OaraTthox Trany3siXx HapoJHOTO
rocrmojapcTBa YkpalHH He BHCTaya€ BHCOKOKBamidikoBaHuxX axiBii IT-
HaMpsSIMKY, 1110 MalOTh JIOCBIJ 3 KiOepOe3neKH.

3amponoHOBaHa OCBITHS MporpaMa CHpsAMOBaHA Ha HAJaHHSA iHTErpaIbHOI
KOMIIETEHIIIT MO0 3AaTHOCTI 37100yBaya OCBITH PO3B’SI3yBaTH  CKJIAJHI
CrHeIliani3oBaHi 3ajadyi Ta TMPaKTHYHI MpodseMH Yy rany3l 3a0e3neueHHs
iHdopMmariiiinoi  Oe3mekn  i/abo  kiOepOesmekHw, IO  XapaKTepH3YETHCS
KOMILJIEKCHICTIO Ta HEMOBHOK BH3HAYEHICTIO YMOB. Hacmparzi, peanbHi crieHapii
KiOep3arpo3, XapakTepH3yIOThCS HEBH3HAUEHICTIO, CHHEPTiHHHM XapakTepoM
MOXO/KeHHS Ta HECMOJIiIBAHUMH YMOBaMH BTpyuaHHs. [lopyd i3 1uM, € Oararto

CIIEHApIiB, IO MOXKHA 3a3/IaJieri/lb nepeI0auynuTH Ta MO0y IyBaTH HAAIHHUNH KOHTYP
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Oe3nekn, HampHUKIA/, SK Ha PiBHI OOYHCITIOBAIBHOT MEpeki HEBEIMKOI KOMIAaHIi,
TaK ¥ pO3MOJI1JIEHOT MEPEXk1 KOPITOPATUBHOIO PIBHS.

O0’ektr BHBYCHHS 3a OCBITHBOIO mporpamoio “KibepOesmeka™: o00’extH
iH(opMaTH3allii, BKIIIOYAOYH KOMIT IOTEPHI, aBTOMAaTH30BaHi, TeJleKOMYHIKalliiHI,
iHpopmManiiHi, iHQOpMaliHHO-aHATITHYHI, 1H(pOPMaLIHHO-TEICKOMYHIKAIIHHI
cucTeMH, iH(OpPMAIIiiHI pecypCH 1 TEXHOJOTIT; TeXHoJNoril 3abe3neueHHs Oe3rneKku
iH(dopMallii; mpolecu ynpapiiHHA iHpopMalliiHOK Ta/abo KibepOe3nekoto 00 eKTiB,
0 TIAraloTh 3axucTy. lle cBiguuTh, mo MaiiOyTHi ¢axiBii 3 kibepOe3mekn
OyIyTh 3/1aTHI BHKOPHCTOBYBATH i BIPOBA/DKYBATH TEXHOJOTIT iH(opMaliiiHoi
ta/abo kibepOe3rmeku y NpaKkTHYHHX CHUTYaIisiX Ha BHPOOHMITBI abo Ha piBHI
HaJIaro/pKeHHs iH(OpMaIliiHOT Oe3MeKH HeBEIHKOI OpraHi3arfii.

Cnig BiA3HAYMTH, IO A 3a0€3leYeHHs BH3HAYEHUX KOMIIETEHTHOCTEMH
BHITYCKHHUKA Ta BIAMOBIIHHUX pe3yJIbTaTiB HaBuaHHS, kademporo kibepbOesrnexku
HauioHanbHOro TeXHIYHOTO yHIBepcHTeTY “XapKiBChbKUH MOTITEXHIYHUNA THCTUTYT”
3aMpPOIIOHOBAHO BHKJIAJAHHA 1HO3EMHOT MOBH (3a MpodeciHHUM CIIpAMYBaHHIM) K
000B’3KOBOT OCBITHROT KOMIOHEHTH. [le € cydacHow 3aranbHOK0 TeHIeHIier y IT-
rajaysi IIOJ0 IOKPAIICHHS KOMYHIKAIIMHMX HaBHYOK (axiBIiB Ta B3aeMOmIii 3i
CBITOBOIO CITUIBHOTOIO 332 OOpaHHM HampsMOM. Y CBOIO YEepry aHajii3 CTPYKTYpPHO-
JOriYHOT cxeMH OCBITHBOI nporpamu “KiGepbesneka” nepiioro (6akaliaBpChbKOro)
pPIBHS BHIIOI OCBITH JO3BOJISIE CTBEPIKYBAaTH IIOAO KOMIUIGKCHOTO Ta
rapMOHIHHOTO  (OpPMyBaHHS  JIUCIMIUTIH 33  cremiaibHicTio.  CTyaeHTam
IIPOMOHYETHCSI BUBUEHHSI HA MEPUIOMY pOIll HaBUaHHS 0a30Bl NMCHUILIIHK: Beryn
1o ¢axy (Ha 6a3i BcecBiTHRO Bimomoro kypcy CS50), Bumia matematrka, OCHOBH
nporpamyBaHHsi (Ha ©0a3i mMoBu Python), Begenns B kibepOesneky (Ha OCHOBI
kypcy CISCO), Indopmartiiina Oe3neka nepskaBu, Po3pobka Ta aHalli3 aJropuTMiB
(TToCIIITOBHO TIPOJIOBXKYIOYHM BHBYEHHS 3a HampsMoM Python), ®i3uuHi ocHOBH

TEeXHIYHHUX 3aCO0IB PO3BIJIKH Ta 1H., IO MOEIHYKOTh K 3arajibHi JUCIUIIIIHUA, SIKUMH
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Mae oBoNoJiTH koxkeH IT-paxiBemb 31 cremiami3oBaHUM 32  HaIpsSMOM
ki0epOe3nexH.

Ha pgpyromy pollli HaBuaHHs CTYyJACHTaM 3alporioHoBaHO: TexHouorii
nporpamyBanfsa, OcHOBH 1moOy0BH Ta 3axucty cydacHux OC, ¢axoBuil Kypc 3
MepexkeBux TexHosoriii — CISCO CCNA Introduction to Networks, MaTemaTuuHi
ocHoBu  kpuntonorii, Teoperuuni ocHoBu kpunrorpadii, MeHemKMeHT
iHpopmarnifinoi 6esneku Ta iH. [1lo CBiTUHTH Mpo OUIBII IUTLOBE CIPSIMYBaHHS Ha
BHBUCHHS OCOONMBOCTEH HampaMmy KibGep3axucrty, SK 3 TCOPETHYHOrO, Tak W
NPAKTUYHOTO XapakTepy MijI00py HaBYAIbHUX JIMCLMIUIIH Ta PIBHS CKJIAJHOCTI
BIJIITOBITHHX TEXHOJIOT1.

Ha tperboMy polli HaBUaHHS CTY/ICHTH OBOJIOJIIBAIOTH 3HAHHAMH TTEPEBAYKHO
3 JUCIHUIUIH npodeciiiHoro crpsmyBanHs: [HopmaiiiiHi cuctemu Ta IHTEpHET-
TEXHOJIOT1i (Ha 0a31 MOB nporpamyBaHHs Java Ta Python), OcHOBH MaTeMaTHUHOTO
MoJieioBanHs, OcHOBH KpunTorpadivHoro 3axucry, (axoBui Kypc 3 Oesnekd
kopriopatuBHUX Mepex — CISCO CCNA Security, Opranizaris ta iHGopmarriine
3a0e3neueHHs:  YNPaBJIiHCbKOI  AISUTbHOCTI, KOMIUIEKCHI CHCTEMH  3aXHUCTY
inpopmarii ta in. Ha uderBeproMy poIli HaBUAHHS CTYJCHTH 3aBCPHIYIOTH ITHKII
HaBYaHHS OakadaBpChbKOTO PIBHS BHUBYCHHAM JTHCITHILIIH: Opranizariiiine
zabesnevyeHHss 3axucty iHdopmainii, OcHOBM cTeraHorpaiuHoOro 3axucCTy
iHpopMarlii Ta iH., BUKOHYIOTh KOMIUTCKCHHH KYPCOBHH TPOCKT.

Takum 4MHOM, aHani3 oCBITHBOI mnporpamu “KibepOesnexa” mnepuioro
(OakanaBpCbKOro) piBHS  BHIIOI  OCBITH, IO 3alpOINOHOBAHO  Kadeaporo
kiOepOe3neku  HamioHampHOro  TEXHIYHOTO — YHIBepcHTEeTY — “XapKiBChKHIM
NOJIITEXHIYHUH THCTUTYT, CBIJIYUTD MO 11 akTyanbHICTh jig [T-ranysi y minomy, ta
CIPHUSATHME MiAroTOBII (haXiBLIB 3 KiOepOe3neKH, IKUX 3apa3 MoTpeOyHTh CydacHi
MiANPUEMCTBA Ta opraHizamii Ykpainu. Takox BiAMOBIIHA OCBITHRO-TIpOdeciiHa
nporpama JIo3BOJIsIE CTY/ICHTaM MPOORKATH HABUYAHHS 32 (PaxoM I10/I0 OTPUMaHHS

OCBITHBOI'O CTYIIEHSI MaricTpa.



TOB «MikpokpunT TeKHOJIOAXKiC» pCrup iy «Microcrypt Technologies» LTD.
E-mail: info@microcrypt.com.ua protecting privace Web: www.microcrypt.com.ua

OcoOIUBICTIO PO3TJISHYTOT IPOTrpaMH CJIiJ] BBAKATH KOMIUICKCHHM MiAXid 10
BHBUCHHS HABYAJIBHHUX JUCITHIUTIH, SKWH Tiepen0Oayae HaJaHHA KOMIETEHITIH
MaHOyTHIM (axiBIIM, ITOYHMHAIOYH Bid O0COOIHBOCTCH ITOOYIOBH 3aXHIICHUX
plLIEHb HA PIBHI OOYMCITIOBAILHUX MEPEXK, BKIHOYHO KOPIIOPATHBHI OOYUCITIOBAJIbHI
Mepexi, 3acTocyBaHHs MpoBigHUX KypciB CS50, CISCO Ta iH., OBOJIOJIHHS
HABHYOK TPOrpaMyBaHHS 3 BHUKOpUCTaHHAM MOB Python Ta Java, mnopyu 3
BHBUCHHSM TEXHOJOTIH KpuOTOrpadiyHOro 3aXHMCTy, TEXHIYHOTO 3aXHCTY

iH(popmalii Ta ocoOTHBOCTEH 3aXHCTY 1HPOPMAIHHAX CHCTEM 1 MEpeK.

['eHepanbHUi TUPEKTOP
TOB “Mikpokpunt TekHOIOIKIC”,

KaHUJIaT TEXHIYHUX HAYK

5 ,:,, .. ..: 52y
MIKPOKpyp7
TEKHOI0 13k ¢



PELHEH3IA-BI/II'YK
Ha OcBiTHIO mporpamy “KibepOesneka”
nepiioro (6akaaaBpChbKOIo) piBHS BUIIOI OCBITH,
cneniainbHocTi 125 “KibepbOesneka Ta 3axuct iHpopMalii”
kadenpu kibepoesneku HailioHaIbHOro TEXHIYHOTO YHIBEPCUTETY

“XapKiBCbKUM MOMITEXHIYHUN 1THCTUTYT”

3 ypaxyBaHHSM OypXJIMBOTO PO3BUTKY Ta OOUYUCIIOBAJIBHHUX IMOTYKHOCTEN
O0YMCITIOBAJIBHOT TEXHIKMA aKTyalbHUM 3aBIaHHSAM € 3aXUCT KUTTEBO Ba)KIJIMBUX
IHTEpeciB JIIOJUHU 1 TpOMaJsiHuHA, CYCHUIbCTBA Ta JIep>KaBU IIiJ] 4Yac
BUKOPHUCTaHHS KiGeprnpocTopy. Y 1uxX ymoBax ¢axiBli 3 KibepOe3neku MOBHHHI
3a0e3rnedyBaTh CBO€YAcCHE BUSBJICHHSI, 3al00IraHHsA 1 HEUTpasi3allis pealbHUX 1
MOTEHIIMHUX 3arpo3 HalllOHaJIbHIN Oe3mnenl YKpaiHu y KioepnpocTopi. Y 3B’S3Ky
13 CKJIQJIHICTIO 1 TPYIOMICTKICTIO Oi3HEC-MPOIIECIB 1 METO/IIB 3aXUCTY LU(PPOBOTrO
oOnafgHaHHs, 1H(QOpMalli Ta KOMII'FOTEPHUX CHCTEM BiJl HEHaBMHUCHOIO YU
HECaHKI[IOHOBAHOIO JIOCTYIy Bpa3JIMBOCTI KOMIT'IOTEPHUX Ta 1H(GOPMALIMHUX
CHCTEM CTAaHOBJISITh 3HAUHY NpoOJIeMy IJIs1 KOPUCTYBauiB, MiAMPUEMCTB.

[linroroBKa SKICHHX cHemiaiicTiB y cdepl 3axucty iHGopmalii Ta
KiOepOe3rekr TOBMHHA BiIOyBaTUCA Yy  BIAMNOBIAHO 1O  IOCTYNOBOIO
TpaHC(OpPMYBaHHS HaBYaJIbHUX MpOrpaM Ta HaBUYAIbHUX IUIAHIB JUCIMILIIH
noB’sizanux 3 HamnpsaMmkoMm “KibepOesneka”, mo cdopmoBaHa Kadeaporo
KiOepOesniekn  HallloHanbHOrO  TEXHIYHOrO  yHIBepCUTETY  “XapKiBCbKUU
MOJIITEXHIYHUM 1HCTUTYT’, BIANOBIAHO JO OCTaHHIX TEHACHIM pPO3BUTKY
CHEelIaTbHOCTI, IMOBHICTIO peajli3ye€ pe3yJibTaTh HaBYaHHA MepeadadeHi
CTaHJApTOM BHUIIOi OCBITM 3a cremiajipHicTIO 125 “Kibepbe3neka Ta 3axucT
1HpopMarii”.

OcCBITHSl MporpamMa Mae 4YiTKO BH3HA4yeHi I, sIKI BpaXOBYIOTh OCHOBHI ii
0COOJMMBOCTI — MIATOTOBKU ¢axiBlsd 3 iHGopMaliiiHOT Oe3MeKu IIHUPOKOro
npoduTIo 13 3HAHHSIM TEXHOJIOTi aBTOMaTu3allii Oi3Hec-MpolleciB, eKOHOMIYHUX
3aBJJaHb Ta MOBCSK/IEHHOI OIepaliiHOi AISJIbHOCTI MIANPUEMCTB 3 ypaxyBaHHIM
TEXHOJIOTTYHUX MOXJIMBOCTEH Jep:kaBH, MOTped Oi3Hec-CHUIbHOTH YKpaiHu Ta
NEepCIeKTUB PO3BUTKY LM(poBoi TpaHchopmallii Ha JepKaBHOMY PiBH.

Cy4acHUM TPEHJOM PO3BUTKY TEXHOJIOTIM pO3pOOKH MpOTrpamMHHUX

OPOAYKTIB € PpIllIeHHs, $AKI HaJaloTh MOXJIMBICTh BHUPIIIYBaTH 3aBJaHHs



NPOEKTYBaHHS, MPOTPaMyBaHHS, HAJIAroKEHHsI, pPO3TOPTaHHS, CYNpPOBOJKEHHS,
KiOepOe3reku, 30epiraHHs J1aHUX, OpraHi3allil0o XMapHHUX CEpBICIB 3 MIHIMyMOM
KoAayBaHHs. OJIHIEO 3 OCHOBHUX IMpoOJeM peaii3alii OCBITHBOIO IMpollecy 3a
cnemianpHicTiO 125 “Kibepbesneka Ta 3axuct iHpopmalii” € BIACYTHICTb Mij Yac
HaBYaHHS MOXJIMBOCTI OTPMMATH 3HAHHS Ta HaBUYKU BiJ MpodecioHaniB-
NpakTUKiB. B paMkax BUKJIaJaHHS 32 OCBITHBOIO MPOrPaMoOI0, IO PeleH3YeThes,
3aJly4eHO BHKJIaJayiB-MPaKTUKIB Ta BUBYAIOTHCS Cy4acHi TEXHOJIOTii CTBOPEHHS Ta
KepyBaHHS OE3MeKOI0 Y po3rally’KeHHX XMapHUX BeOJOAaTKIB Ui TiATpUMaHHS
Oe3rnepebiiiHMX Oi3Hec-MpOoIeCciB, BYACHOTO IMPOBENCHHs (IHAHCOBUX OIepallii,
NPOTHO3YBaHHS JIAHIIOXKKIB IMOCTa4aHHS CHPOBUHH, HAJCWIAHHA TOTOBOI
NpPOJYKIIil, Ta HaJaHHS TIOCIYT KIIiEHTaM, apTHEpaM.

BBaxxaemo, mo  ocBiTHA mporpama  “KiGepGesneka”  mepiuoro
(GakanmaBpchbKOro) piBHSI OCBITH, IO CKJIaJieHa Ta 3alpolloHOBaHa Kadeaporo
kiOepbOe3nekn  HamioHanbHOro  TeXHIYHOro  yHiBepcHTeTy  “XapKiBCbKUUI
MOJIITEXHIYHUM 1HCTUTYT’, Ma€ BCl HEOOXiJHI KOMIIOHEHTH JUISl MiATOTOBKH
kBamidikoBaHuX (axiBliB, Ta 3a0e3rnedye Haa0aHHA HUMH BiANOBIIHHMX
KOMIICTeHIII Ta CHPOMOXHOCTEH 1010 BUPIIICHHS aKTyallbHUX 3aBJaHb
3a0e3nedeHHs] Oe3leku aBToMarH3allii Oi3Hec-MpoleciB, EKOHOMIYHHMX 3aBJIaHb,
NUTaHb TOBCSAKICHHOT OIEpaIlifiHoi MiSUTBHOCTI MiMPUEMCTB 3 YpaxyBaHHSIM
TEXHOJIOTTYHUX MOJKJIMBOCTEH JeprKaBH, MOTpeO Oi3Hec-CHUIBHOTH YKpaiHh Ta
NepCIIeKTHB PO3BUTKY TEXHOJIOTIH Ha Jep)KaBHOMY PiBHI JJIsl  YCIIIIHOTO

BIIPOBA/KEHHSI HA PUHKY Tpalll.

KepiBHHK OCBITHIX Mporpam
Kowmmanii Distributed Lab, é« ’
( g

KaHJIUJIAT TeXHIYHUX HayK Onena BOJIOIIIYK




FpomaacbKa cnisika "XapKiBcbKuii

K H A R K I V Knactep iHpopmauinHuUxX TexHoorin"
Byn.lpoMagsiHcbka 11/13,

IT CLUSTER M.XapkiB, 61057 YkpaiHa
+38 (050) 658-88-46

olga.shapoval@it-kharkiv.com

www.it-kharkiv.com

Penen3is

Ha ocBiTHbO-nipodeciiiny nporpamy «KidepOe3neka» 3a cneniajabHicTio 125 «KibepoOe3neka
Ta 3axXucT iHpopMmaniDd» mepuoro (0akajaBpcbKoro) piBHsi Bumoi ocsitu B HanionajabHomy
TeXHIYHOMY YHiBepcuTeTi «XapKiBCbKUH MOJITeXHIYHNUH IHCTUTYT».

CydvacHi BUMOTHM PHHKY TIpami Ta BUKIWUKH, II0 CTOSTh TEpe] TEMEepIlHIM CYCHIJIbLCTBOM,
3yMOBJIIOIOTh HEOOXIJHICTh TIepeopieHTallll HAIlIOHAJBHUX 3aKJIa/iB BUIOI OCBITH Ha 3MIHY CTPYKTYpH,
3MICTY, Oprasisamii Ta METOJIB HaBYaHHS, a TAaKOX Ha CYTTEBE IOCHJICHHS B OCBITHIX MporpaMax
NPaKTUYHOI CKJIa70BOI. OKpEMO CiIiJi HAaroJOCUTH Ha HEOOXiTHOCTI 3aJy4eHHs O HABYAIBHOTO IMPOIECY
npodecioHa B 3 METOI SIKICHOI IMiJTOTOBKM BHMITYCKHHKA 13 BUIOK TEXHIYHOIO OCBiTOI0. DOpMyBaHHS
IT-daxiBus, SKkui MOEAHYE TEOPIF0 Ta MPAKTHKY Y CBOIH mpodeciiiHii AiSUIBHOCTI, € 3amopyKoro
3a0€3MeUeHHs 1HHOBAI[IHHOTO TIiAXOAYy A0 BUKOHAHHS HHUM 3aBllaHb, SIKI CTaBJIATHCSA CHOTOIHI Iepen
cy0’€KTaMU TOCIIOapIOBaHHS B YKpaiHi Ta CBITI.

Bucokwuit monut Ha IT-cnemianmicTiB, 3MaTHUX BNPOBAHKYBaTH Ta BUKOPUCTOBYBATH 1H(OpMAIIiiHi
CHUCTEMH Ta TEXHOJIOTI{ y Pi3HHX Tally3sX JIFOJCHKOI MISNIBHOCTI, 0COOIMBO HAIIOHAJIBHOI Oe3MeKku, popMye
KOHKYPEHTHHM PHUHOK OCBITHIX MpOTpaM, IO 3all04aTKOBaHI OCTAaHHIMHU pOKaMH y 0araThOx 3aKiajiax
BHIIIOT OCBITH YKpaiHU Ta JO3BOJISAIOTH 3700yBauaM BHUIOI OCBITH 00paTH cydacHi npodecii, 3arpedyBaHi
Ha puHKy mpami. Tomy, yHikameHicTh maHoi OIIIl, 3abe3nedeHHs] SKICHOT MIATOTOBKH Ta ypaxXyBaHHS
perioHaIbHUX acIMeKTiB BiJIrpae 3HAYHY POJIb y BUOOPI BCTYITHUKAMHU 3aKJIay BHUIIOT OCBITH.

Pernien3oBana ocBiTHBO-TIpodeciifHa mporpamMa SBISE COOOK 3MICTOBHO 3aBEpIICHUN 1
METOJIOJIOTIYHO BHWBAXCHHH JOKYMEHT 3 TpodeciiHO OOTpyHTOBaHMM 1 JIOTIYHO CKOMITIOHOBaHUM
MEepPEeTIKOM KOMITOHEHTIB;, BOHA BIJAMOBiJAa€ KOHIIEMIli CTYICHTOIIEHTPOBAHOTO HAaBUYaHHsS, HarajabHUM
nmoTpebaM TMIArOoTOBKM (haxiBIIB 3 BIAMOBIAHOT CHEIiaTIbHOCTI Ta 3/1aTHa 3a0e3meuyBaTv, B pas3l il
YCHIITHOTO MPOXO/KEHHS 3/100yBauaMu, MOKIIUBICTh 3MIMCHEHHS IPAKTUYHOI (PaxoBoi MIsITBHOCTI B Tamy3i
KibepOe3reku Ta 3axucTy iHdopmarrii.

Pesynbrati HaBUaHHS Ha PiBHI BCi€i mporpamMu Ta OKPEMHUX il KOMIIOHEHTIB BH3HAUCHI YITKO 1
MpaBUJILHO, BOHU cdopmynboBaHi B pamkax (axoBux (IIPEIMETHO-CIEIIaTbHUX) 1 3arajbHUX
KOMIETCHTHOCTEH, 0 SKUX BXOJAUTH 3HAHHS, PO3YMIHHS, YMIHHS Ta HaBUYKH, 3aTHOCTI Ta I[IHHOCTI.
PiBeHb KOMITIETEHTHOCTEH LIJTKOM BIATIOBITA€ 3a/I€KIapOBAaHOMY PiBHIO OCBITHBOI TPOTPaMH.

3aranom OIII mae minkoMm cTpyKTypoBaHuil 1 Joriyauii BUrsa. CTpyKTypHO-JIOTiyHa MoOyaoBa
BUKJIQJIJaHHsI OCBITHIX KOMIIOHEHTIB 3a0e3mneuye 3100yBadam nocsiruenHs Metu OIII1, a came HaOyTTs
HEOOX1THUX IS TIOJANIBIIIOTO TIPAICBIANITYBAaHHS KOMIIETCHTHOCTEH. OCBITHI KOMITOHEHTH, SIK
000B'SI3KO0BI, TaK 1 BUOIPKOBI, MiI0paHi 3 ypaxyBaHHSIM HOBITHIX TEHJECHIIIH 1 311aTHI 3a0€3MEUUTH AKICHY
BHUIILY OCBITY B Li{ ray3i.



[TpoanamizysaBmm nany OIIII, exkcrieptu Big IT-koMmaniit poOOTOIABIIIB OKPECIHIIN i1 HACTYTHI
MMO3UTHUBHI CTOPOHM Ta HaJlaJ i KOMEHTapl i peKoMeHaIlii, a came:

- YiTKO c(OpMYIbOBaHI M€Ta, XapaKTEPUCTUKH, OPIEHTALlisl HA OCHOBHUH (OKYC Iporpamu;

- JIOT19HO C()OPMOBAHHUI MEPETIK OCBITHIX KOMIIOHEHTIB Ta iX B3a€MO3B'SI30K;

- 0COOJIMBO XOYETHCS BiI3HAYHUTH, IO BEJIMKA YBara NpUIII€ThCS BUBYCHHIO aHTJTIHCHKOT
MoBH. Lle Haa3BUYaltHO BaXIIMBO B CY4aCHOMY CBITI TEXHOJIOT1H, OCKUIBKH OLIBIIICT 1HGOpMaLIHHUX
pecypciB 1 JOKyMEHTallii JOCTYIIHI came aHIJIiHChKOIO;

- IporpaMa BUKOPUCTOBY€ Kypcu MepexkeBoi akaaemii Cisco, 1110 OXOIUTIOI0Th TaKi BayJIHBI
temu, sk Networking, Cybersecurity, [oT & Data Analytics, OS and IT, a Takoxx Programming Courses. Lle
HaJIa€ yYaCHUKaM MiIHy 0a3y 3HaHb 1 MPAKTUYHUX HABUYOK, SIKI € KPUTUYHO BOKJIUBUMH JIJIS YCIIXY B IIiH
ramxysi;

- MIPOTIO3HITIS TPUAUIATH OiJIbIIIE YBaru OIMMAHYBAHHIO IPUHIIMITIB Oe3eku B 0a3ax manux. Lle
BKJTFOYA€ PO3YMIHHS MEXaHI3MIB 3aXUCTY JIaHWX, YIIPaBIiHHS JOCTYIIOM Ta BIPOBAKEHHS METOIIB
mupyBaHHS;

- MPOTIO3UILiSl AKIIEHTYBAaTH yBary Ha BUBYCHHI XMapHUX TexHoJori# 1 DevOps, 110 103BOJIUTH
crieriajicTaM IHTerpyBaTu O€3MeKOBl MPAKTUKH HA BCiX eTanax po3pooku 1 excruryatartii [13, Bkimtogaroun
yIpaBTiHHSA KOH(ITypaIisMu, aBTOMaTH3AIlII0 PO3TOPTAHHS Ta MOHITOPHHT. Lle 3MeHIye pu3nuku i
MIJIBUIILY€ 3araJIbHy O€3IeKy CHCTEM.

B minomy OIIIT «Kibep6esneka» 3a cnemianpHicTiO 125 «KibepOesneka Ta 3axucT iHdopmMarii»
nepmioro (6akaaaBpChbKOTO) PiBHS BHUINOT OCBITH HAJA€ TIO3UTUBHE BPAXKECHHS, € Cy4acHOI0, BIAMOBIIa€e
3almMTaM pUHKY Tpaii y cdepi kibepOe3neku Ta 3axucty iHpopMmarllii Ta 3adbe3nedye GopMyBaHHS
KOMIIETEHTHOCTEH, HEOOX1THUX ISl O3B’ sI3aHHSI THUIOBHX 3a/1a4. BBakaemo, 1o pernenzoBana OIIIT moxe
BIPOBAHKyBaTHCh B HallioHaTbHOMY TEXHIYHOMY YHIBEPCHTET] « XapKIBChKHUM MOMITEXHIYHUN THCTUTYTY.

BukoHnaBuuii gupexTop
I'C «XapkiBchKuit KiacTep

iH(pOpMaLIHHUX TEXHOIOT1i» 7 Omnbra HTATIOBAJI

2025 pik
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PREFACE

Corresponds to the Standard of Higher Education of the first (bachelor) level in
specialty 125 "Cybersecurity and information protection", which was approved by
the order of the Ministry of Education and Science of Ukraine dated 29.10.2024
No. 1547.

Developed by the working group of the EPP "Cybersecurity"
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1. PROFILE OF THE EDUCATIONAL AND PROFESSIONAL PROGRAM BY
SPECIALTY FS —- CYBERSECURITY AND INFORMATION PROTECTION

1 - General information

Higher education institution
and structural unit

National Technical University "Kharkiv Polytechnic
Institute",
Educational and Scientific Institute of Computer

Sciences and Information Technologies
department of cybersecurity

The degree of higher
education and the title of
the qualification in the
original language

Bachelor

Educational qualification: bachelor of cybersecurity and
information protection.

Diploma qualification: bachelor of cybersecurity and
information protection.

Professional qualification There is no

Form of study Institutional (full -time), remote)
The official name of the Cybersecurity

educational program

Names of specializations There is no

(subject specialties)

Type of diploma single,
common (double) in the
presence and volume of
educational program

Bachelor diploma, unitary, 240 ECTS credits, study
period 3 years 10 months

Availability of accreditation

National Higher Education Quality Agency.
Accreditation certificate educational program No. 9111.
Valid up — 01.07.2029.

Cycle/level first (bachelor) level of higher education; NRK of
Ukraine — level 6, FQ-EHEA — first cycle, EQF LLL —
level 6

Prerequisites Persons who have received a complete general

secondary education may enter to obtain a bachelor's
degree in the Bachelor's Degree in F5 Cybersecurity
and information protection.

The reception on the basis of the degree of junior
bachelor, professional junior bachelor or educational
qualification level of the junior specialist is carried out
in the manner prescribed by law.

Language of teaching

Ukrainian, English

The term of validity of the
educational program

According to the validity of the certificate
Reviewed annually

Link to the permanent
posting of the description of
the educational program

https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyuchy-
osvitni-programy/osvitnij-riven-bakalavr/



https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyuchy-osvitni-programy/osvitnij-riven-bakalavr/
https://blogs.kpi.kharkov.ua/v2/quality/dokumenty/diyuchy-osvitni-programy/osvitnij-riven-bakalavr/

2 - The purpose of the educational and professional program

Training of specialists capable of using and implementing information and/or cyber
security technologies, as well as digital economy technologies.

3 — Characteristics of the educational and professional program

Subject area (field of
knowledge, specialty,
specialization or
subject specialty (if
any)

Field of knowledge: 12 "Information technologies"
Specialty: 125 "Cybersecurity and information protection"
Object of study:

- cybersecurity and information protection technologies;

- processes of cybersecurity management and information
protection; objects of information activity, including
information and information and communication systems,
information resources and technologies.

Training goals: training specialists capable of using and
implementing cybersecurity and information protection

technologies and solving complex cybersecurity and
information protection tasks.
Theoretical content of the subject area: principles,

concepts, theory of protection of vital interests of a person,
society, state in the use of a cyberspace, which ensures the
sustainable development of the information society and digital
communicative environment, timely detection, prevention and
neutralization of real and potential threats to Ukraine.
Methods , techniques and technologies : methods, methods
and technologies of solving theoretical and practical problems
of cybersecurity and information protection.

Tools and equipment : means, devices, network equipment,
applied and specialized software, information systems and
design complexes, modeling, control, monitoring, storage,
processing, display and protection of data (information flows).

Orientation of the
educational program

Educational and professional. Preparation of cybersecurity
and information protection professionals.

The main focus of the
educational program
and specialization or
subject specialty (if
any)

Special education in the field of information technologies by
specialty 125 "Cybersecurity and information protection". In-
depth study of information technologies of information
protection, information security, cyber security, and
information security, development and use of software for
information protection, cyber security, and information
security.

Keywords: cyber security , information security, information
protection, information technologies.

Features of the
program

The peculiarity of the program of specialty "Cybersecurity
and information protection" 1is the focus on modern
requirements for specialists in the field of information and/or
cybersecurity, acquisition of higher education by higher




education of competitive competencies based Cybersecity, lot
& Data Analytics, OS and It, Programming Courses. Ability
to learn English.

4 — Eligibility of graduates

to employment and academic rights of graduates

Suitability for
employment

Specialists in cybersecurity and information protection can
work, according to the current version of the National
classifier of Ukraine : Classifier professions DK 003:2010:
2139.2 Information security specialist;

2139.2 Safety specialist (information and communication
technologies);

2139.2 Cyber defense infrastructure specialist;

2139.2 Cybersecurity Response Specialist;

2139.2 Cryptographic information specialist;

2139.2 Specialist in technical protection of information;
2139.2 Specialist in testing of security and information
security systems;

2139.2 Information technology auditor (cybersecurity);
2139.2 Specialist in evaluation of information security
measures (cybersecurity).

Academic rights of
graduates

Students who have been trained under this curriculum and
received a bachelor's degree have the right to receive
education at the second (master's) higher education level in
the Higher Education Institution of Ukraine and abroad in the
field of knowledge "information technology" or related ones.
Acquisition or improvement of education and professional
training in the adult system.

5 — Teaching and assessment

Teaching and
learning

Student centered learning, problem-oriented learning, distance
learning in the Microsoft 365 system, self-study, learning
through project practice, learning through laboratory practice.
The teaching process provides for the use of such educational
technologies as: lectures, laboratory work, practical classes,
small  groups, seminars-discussions, Brainstorming,
presentations that develop communicative and leadership
skills, independent work with literary sources; Mixed forms of
training using remote platforms.

Assessment

Monitoring of students' knowledge and skills is carried out in
the form of current and final control.

Current control - oral and written survey, assessment of work
in small groups, testing, defense of group and individual
research tasks.

Final control - oral and written exams, assessments taking into
account the accumulated points of the current control, defense




of reports from laboratory classes, defense of coursework.
State certification is a single state qualification exam.
Evaluation is carried out according to the national scale
("excellent",  "good", ‘"satisfactory", "unsatisfactory"),
100-point scale and ECTS scale (A, B, C, D, E, FX, F).

6 — Software competencies

Integral competence

The ability to solve complex specialized tasks and practical
tasks in the field of cybersecurity and information protection.

General
competencies (GC)
(defined by the
standard of higher
education of the
specialty)

GCl1. Ability to apply knowledge in practical situations.

GC2. Knowledge and understanding of the subject area and
understanding of professional activity.

GC3. Ability to communicate in the state language both orally
and in writing.

GC4. Ability to communicate in a foreign language.

GCS. Ability to learn and master modern knowledge.

GC6. The ability to realize own rights and responsibilities as a
member of society, to realize the values of a civil (free
democratic) society and the need for its sustainable
development, the rule of law, the rights and freedoms of a
person and a citizen in Ukraine.

GC7. Ability to make decisions and act in accordance with the
principle of inadmissibility of corruption and any other
manifestations of dishonesty.

GCS8. The ability to preserve and multiply moral, cultural,
scientific values and achievements of society based on an
understanding of the history and patterns of development of
the domain, its place in the general system of knowledge
about nature and society and in the development of society,
technologies, to use various types and forms of motor activity
for active recreation and leading a healthy lifestyle.

Special (professional)
competences (SC)
(defined by the
standard of higher
education of the
specialty)

SC1. Ability to apply the legislative and regulatory
framework, as well as state and international requirements,
practices and standards in order to carry out professional
activities in the field of cybersecurity and information
protection.

SC2. Ability to use information technologies, modern
methods and models of cybersecurity and information security
systems.

SC3. Ability to ensure the continuity of business processes
according to the established cybersecurity policy and
information protection.

SC4. Ability to protect information in information systems
according to the established cybersecurity policy and




information protection.

SC5. The ability to restore the functioning of information
systems after the realization of threats, cyberattacks, failures
and failures of different classes and origin.

SC6. Ability to implement and ensure the functioning of
complex information protection systems (complexes of
regulatory, organizational and technical means and methods,
procedures, practical techniques, etc.).

SC7. Ability to perform professional activities based on the
implemented information and cyber security management
system.

SC8. Ability to apply methods and means of cryptographic
protection of information at objects of information activity.
SC9. Ability to apply methods and means of technical
protection of information at objects of information activity.
SC10. The ability to monitor information processes, to
analyze, identify, evaluate possible vulnerability and threats to
information space and information resources in accordance
with the established information security policy.

7 - Learning outcomes

The results of studies
in the specialty
(defined by the
standard of higher
education of the
specialty)

LOI1. Freely speak the state language orally and in writing
when performing professional duties.

LO2. Communicate in a foreign language in order to ensure
the effectiveness of professional communication.

LO3. Apply the principle of inadmissibility of corruption and
any other manifestations of dishonesty in professional
activity.

LO4. Organize own professional activity, choose optimal
methods and ways of solving complex specialized tasks and
practical problems in professional activity, evaluate their
effectiveness.

LOS. Analyze, argue, make decisions when solving complex
specialized tasks and practical problems in professional
activity, which are characterized by complexity and
incomplete determination of conditions, be responsible for the
decisions made.

LO6. Adapt to new conditions and technologies of
professional activity, predict the end result.

LO7. Apply and adapt information and coding theories,
mathematical  statistics, numbers, cryptography and
steganography, signal processing and transmission, etc.,
principles, methods and concepts of cybersecurity and
information protection in training and professional activity.
LO8. Apply knowledge and understanding of mathematics
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and physics in professional activity, formalize the objectives
of the subject area of cybersecurity and protection of
information, formulate their mathematical production and
choose a rational method of solution.

LO9. To know and apply the legislation of Ukraine and
international requirements, practices and standards for the
purpose of conducting professional activity in the field of
cybersecurity and information protection.

LO10. Be able to use modern information technologies,
methods and models of cybersecurity and information security
systems for professional activity.

LOL11. Plan preparation and ensure the continuity of processes
in organizations according to the established cybersecurity
policy and taking into account the requirements for
information protection.

LO12. Apply information security methods in information
systems according to the established information security
policy.

LO13. To implement, adjust, accompany and maintain the
functioning of software and software and software and
software security and information protection systems as
necessary procedures for the functioning of information
systems and \ or infrastructure of the organization as a whole.
LO14. To solve the problems of managing the recovery
processes of information systems using reservation procedures
according to the established security policy and to ensure the
functioning of special software, to protect and restore
information.

LO15. Collect, process, store, analyze critical data to prove
the implementation of cyber threats, analyze and research a
cyberincident in order to promptly restore the functioning of
the information system.

LO16. To solve the problems of implementation and support
of complex information protection systems in information
systems.

LO17. To ensure the functioning of the cybersecurity
management system and the protection of the organization's
information, including staff and managing the consequences
of threats to information safety in crisis situations, on the
basis of performing quantitative and qualitative risk
assessment procedures.

LO18. Analyze, apply the methods and means of
cryptographic protection of information at information
activities.

LO19. To solve tasks on the organization and control of the
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state of cryptographic protection of information, in particular
in accordance with the requirements of regulatory documents.

LO20. Identify the threats of creation of technical channels of
leakage of information on the objects of information activity;
to implement the means and measures of technical protection
of information from leakage by technical channels, to
maintain and control the status of hardware means of
information protection and complexes of technical protection
of information.

LO21. To implement, support, analysis of efficiency of
systems for detecting unauthorized access, actions with
information in the information system, vulnerability, possible
threats to information space and information resources and
use protection complexes to ensure the required level of
information security in information systems.

8 —Re

source support for program implementation

Personnel support

Meets the personnel requirements for ensuring educational
activities in the field of higher education in accordance with
the current legislation of Ukraine (Resolution of the Cabinet
of Ministers of Ukraine “On Approval of Licensing
Conditions for Conducting Educational Activities of
Education” of December 30, 2015 No. 1187, as amended by
CMU Resolution No. 365 dated 24.03.2021. Annex 15-16).
The composition of the working group of the educational
program, the professorial teaching staff, which is involved in
teaching disciplines in the specialty corresponds to the license
conditions of conducting educational activities at the first
(bachelor's) level of higher education.

Teaching teachers, specialists and employees of IT
companies, as well as foreign specialists are involved in
teaching.

Material and
technical support

Meets the technological requirements for the material and
technical support of educational activities in the field of
higher education in accordance with the current legislation of
Ukraine (Resolution of the Cabinet of Ministers of Ukraine
“On Approval of Licensing Conditions for Conducting
Educational Activities of Education” of December 30, 2015,
No. 1187, with changes made in accordance with CMU
Resolution No. 365 dated 24.03.2021. Annex 17).
Educational-scientific-production base in the form of: —The
educational buildings, computer classes, combined by a local
computer network with access to the Internet, multimedia
equipment; specialized software.

Informational and

Meets the technological requirements for educational and
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educational and
methodological
support

methodological and information support of educational
activities in the field of higher education in accordance with
the current legislation of Ukraine (Resolution of the Cabinet
of Ministers of Ukraine “On Approval of Licensing
Conditions for Conducting Educational Activities of
Education” of December 30, 2015, No. 1187, (as amended by
CMU Resolution No. 365 of 24.03.2021. Annex 18).
Information and educational-methodical support of the
educational process is realized by the presence of the
necessary educational and methodological literature:
textbooks, manuals, methodological recommendations for
practical classes, independent work, syabrose of educational
components  (https://cybersecurity.kpi.kharkov.ua/sylabusy-
osvitnikh-kompontiv-125-bakalavr/).

Information resources are located in the funds of the scientific
library of NTU "KPI", websites of graduation departments.
The educational process uses LMS (Learning Management
System).

9 — Academic mobility

National credit
mobility

On the basis of bilateral agreements on academic mobility
with universities of Ukraine. Agreements on cooperation
regarding the implementation of programs of internal
academic mobility of higher education students under the
educational program specialty 125 "Cybersecurity" with
Odesa National University of Technology, Chernihiv National
University of Technology.

International credit

On the basis of a bilateral agreement with the University

mobility named after Jan Dlugosha in Czestochowa (Poland).

Education of foreign Preparation of foreign citizens is carried out in accordance
students of higher with the requirements of the current legislation, provided that
education the previous educational level is recognized.
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2. LIST OF EDUCATIONAL COMPONENTS OF THE EDUCATIONAL
AND PROFESSIONAL PROGRAM "CYBERSECURITY" AND THEIR
LOGICAL SEQUENCE

2.2 List components of educational and professional program

Components of the educational and Credits Final control
Code n/a :
professional program ECTS form
1 2 3 4
1. Compulsory educational components of OPP
1.1 General training
3111 History and culture of Ukraine 4,0 Exam
3112 Foreign Language 4,0 Test, Exam
311 3 Ukrainian as a foreign language 12,0 Test, Exam
3114 Physics 6,0 Exam
Fundamentals of humanitarian and
3115 philosophical knowledge in professional 4,0 Exam
activity
311 6 Higher mathematics 12,0 Test, Exam
317 Language of professional training 9,0 Test, Exam
311 Physical training 2,0 Test
1.2 Special (professional) training
CIT 1 Introq’uction to the specialty. Introductory 3.0 Test
practice
Cll2 Basics of programming 4,0 Exam
CIl 3 Information and coding theory 3,0 Exam
CIll 4 Legal regulation of cybersecurity 4,0 Test
CIll 5 Algorithms and data structures 5,0 Exam
CIT 6 Physical bases of technical intelligence 50 Exam
means
CIlli7 Information security of the state 3,0 Test
CIll 8 Fundamentals of social engineering 4,0 Test
CIl 9 Mathematical foundations of cryptology 4,0 Exam
CII 10 Programming technologies 4,0 Exam
Cll 11 Computer networks 5,0 Exam
CIll 12 Operating system architecture and security 6,0 Test
CIlI 13 Programming tools 6,0 Exam
CIl 14 Basics of cryptographic protection 6,0 Test
CIT 15 F Lfndamentals of building and protecting 40 Exam
microprocessor systems
CI 16 F undam'entals of mathematical modelling 40 Exam
of security systems
117 Basics of steganographic information 50 Test
protection
CI118 Security in information and communication 40 Test
Systems
CII 19 Web application development 6,0 Exam
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CII 20 Integrated information security systems 4,0 Exam
Cll 21 Security of Internet things 3,0 Test
CIll 22 Web security 4,0 Test
CII 23 Comprehensive training 4,0 Test
CII 24 Antivirus protection of information 4,0 Test
CII 25 Machine learning basics for cybersecurity 3,0 Exam
2. Practical training
1l 1 Industrial practice 6,0 Test
Yy Technological practice 6,0 Test
3. Unified state qualification exam
Al Preparation for the Unified State /5
Examination ’
A2 Unified state qualification exam 15
General amount mandatory components 175

4. Selective educational components

4.1 Profile training
4.1.1 Profiled package of educational components 01 "Artificial Intelligence in
Security Systems"'
BIll.1 Ethical hacking 3,0 Exam
BIl1.2 Date of mining 3,0 Exam
BIT13 Math?matical foundations of artificial 3.0 Exam
intelligence
BIT] 4 Pythoy for artiﬁcial intelligence and 40 Exam
machine learning
BIll.5 Genetic algorithms 3,0 Exam
BIll.6 Python for internet things 3,0 Exam
BIll.7 Systems engineering 3,0 Exam

4.1.2 Profiled package of educational components 02 "Blockchain technology and

security of banking systems"

BIll.1 Decentralised systems 3,0 Exam

BIll.2 Risk management 3,0 Exam

BIT1.3 Blockchain: basics and application 3.0 Exam
examples

BIll.4 Security of banking systems 4,0 Exam

BIll.5 Protecting critical infrastructure facilities 3,0 Exam

BITL.6 Orga.mszng document management with 3.0 Exam
restricted access

BIll.7 Security in social networks 3,0 Exam

4.1.3 Profiled package of educational components 6 03 "Innovation Campus"’

BII3.1 Basics of cybersecurity 3,0 Exam

BIT3.2 Development of corporate information 3.0 Exam
systems (part 1)

BIT3.3 Development of corporate information 30 Exam
systems (part 2)

BIT3.4 Databases for corporate information 40 Exam
Systems

BII3.5 Architecture of corporate information 3,0 Exam
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systems

Security and audit of wireless and mobile

BII3.6
networks

3,0 Exam

BI13.7 Protecting critical infrastructure facilities 3,0 Exam

4.2 Educational components of the free choice of professional training in the all-
institutional catalogue

OKBIIl | OKBBIIII 1 4,0 Test
OKBII2 | OKBBIII2 4,0 Test
OKBII3 | OKBBIIII 3 4,0 Test
OKBII4 | OK BB Il 4 4,0 Test
OKBII5 | OKBBIII S5 4,0 Test
OKBII6 | OK BBIIII 6 4,0 Test
OKBII7 | OKBBIIl7 4,0 Test
4.3 Educational components of the free choice of the university catalogue
OKB31 |OKBB3II1 4,0 Test
OKB32 | OKBB3Il2 4,0 Test
OKB33 | OKBB3Il3 4,0 Test
4.4 Educational components of the special university choice
OKCBY 1 | OKCBY 30 | Test
Total amount for elective components: 65
GENERAL SCOPE OF THE EDUCATIONAL 240
AND PROFESSIONAL PROGRAM:
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3. DISTRIBUTION CONTENT EDUCATIONAL AND PROFESSIONAL
PROGRAMS BY IN GROUPS COMPONENTS AND CYCLES

PREPARATION

The amount of the applicant's educational loadhigher
education (ECTS credits / %)

No Mandatory Selective
Cycle preparation
n/p ycle prep compopents compopents All in allterm
educational educational .
) ) teaching
professional professional
programs programs
1 | General training 53/22,1 - 53/22,1
o | Special (professional) 122/ 50,8 - 122/ 50,8
training
3 Components free of i 65/27.1 65/27.1
choice
Total for the entire term 175/ 72,9 65/27.1 240 /100

teaching
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4. FORM CERTIFICATES EARNERS HIGHER EDUCATION

Forms of attestation of
applicants of higher
education

Attestation is carried out in the form of a state
qualification exam.

Requirements for the
unified state
qualification exam

The only state qualification exam provides for evaluating
the achievements of the learning outcomes, defined by
the higher education standard of the specialty
"Cybersecurity and information protection" and the
educational program.

18




5. STRUCTURAL AND LOGICAL SCHEME

Course 1 Course 2 Course 3 Course 4
Semester 1 Semester 2 Semester 3 Semester 4 Semester 5 Semester 6 Semester 7 Semester 8
Fundamentals of . Fundamentals of
History and humanitarian and Operating system building and Integrated Comprehensive
culture of Ukraine philosophical architectureand protecting information — t’:ainin
knowledge in secunty microprocessor security systems &
professional activity systems

!

Language of professional training

—

!

Ukrainian as a foreign language

Physics

Security in
information and

—

!

1

Foreign Language

Security of
Internet things

v

Web security

Basics of communication Web applications
cryptographic S — development
protection 4
Higher mathematics | [ A
I [ »  Fundamentals of
mathematical
Physical training modelling of
security systems
Introduction to OKCBY
the specialty. Legal regulation of .
Introductory —p cybersecurity Basics of
practice steganographic
information
| v protection
<«—+——  Computer >
Algorithms and - q | |
networks
> data structures Programming tools
|
| | | |
Basics of - Programming Profiled package Profiled package Profiled package
programming l al technologies (2) ¢ ) (1) > (1)
Uiz sl e Information securit CT PN PEEN N
and coding €“—1» ofthe state v OKBBMM (1-3) <€»  OKBBMM(1-3) <«€—)»  OKBBMM(1-3) <€—»  OKBBMNM (2-6)
theory
| |
* | + I Mathematical
¢ ¢ i Ly foundations of OKBE3K(1) <>  OKBE3K()
cryptology
Physical bases of |
technical intelligence
means Fundamentals of ® >
social engineering Industrial
practice
P . ‘ A -
\ 4 »

<“—>

<>

<>

Profiled package
(1)

OKBBIM (2-6)

OKBB3K (1)

Antivirus
——»  protection of
information
Machine learning
basics for
cybersecurity
Profiled package
NEEe |
__t Technological
practice
L
o USQE




6. THE MATRIX OF COMPLIANCE OF THE COMPETENCES / LEARNING OUTCOMES DEFINED BY THE
STANDARD WITH THE NQF DESCRIPTORS

Classification of |Knowledge Skill Communication Responsibility and autonomy
competences 3ul. Conceptual scientific and |[¥m1. Deep cognitive and |K1. Reporting to experts and AB1. Management of complex technical or
according to NRC |practical knowledge. practical skills, skills and  |non -specialists of information, [professional activities or projects.
3Hu2. Critical understanding of |innovation at the level ideas, problems, solutions to AB2. The ability to be responsible for making
theories, principles, methods [necessary to solve complex |their own experience and and making decisions in unpredictable
and concepts in the field of specialized tasks and argumentation. working and/or educational contexts.
professional activity and/or practical problems in the  |K2. Collection, interpretation = |AB3. Formation of judgments that take into
learning. field of professional activity|and use of data. account social, scientific and ethical aspects.
or learning. K3. Communication on AB4. Organization and management of
professional issues, including  [professional development of persons and
foreign language. groups.
ABS. The ability to continue learning with a
significant degree of autonomy.
GENERAL COMPETENCES
3K1 302 Yuml
3K2 3u2 Yuml K1
3K3 K1, K3
3K4 K1, K3
3K5 3ul, 302 Yuml K2 AB3
3K6 3ul K1 AB2, AB3, AB4
3K7 K1 AB2
3K8 312 K2 AB3
SPECIAL (PROFESSIONAL) COMPETENCES
CK1 3u2 Yuml K2
CK2 3ul, 302 Yml K2
CK3 Yuml ABI
CK4 Yuml ABI
CK5 Yuml K2 ABI, AB2
CKo6 Yuml K1 ABI
CK7 Yml K1 ABI
CK8 312 Yuml
CK9 32 Yml
CK10 Yuml K2 AB2
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7. MATRIX OF MATCHING DEFINED OF STANDARD LEARNING OUTCOMES, COMPETENCIES AND
EDUCATIONAL COMPONENTS

" Competences
.%” g = 2 General competences Special (professional) competences
EZlEms
§§§ E‘ GCl | GC2 | GC3 | GC4 | GC5 |GC6 | GCT| GC8 | CKI | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CK10
- S
(]
LO1 | CI 3116
CII1
CII2
CII5
CII6
CII7
CII8
CII10
CIIl1
CII13
CII14
CII17
CII18
CII20
CII24
[II15
1116
LO2 | CIl 3112
3113
CII7
CII8
CIIl1
CII12
CII14
CI24
LO3 CIl 3111 | CIl4
CII1 | CII7
CIl4
CII7
LO4 | CIl | 3[4 | 3114
311 3115
CII2 | 3II6
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Learning
outcomes

Competences

Integral
competenc

General competences

Special (professional) competences

GCl1

GC2

GC3 | GC4 | GC5 | GCo

GC7

GC8

CK1 | CK2

CK3 | CK4 | CK5 | CK6 | CK7 | CK8

CK9

CK10

CII3
CI14
CII5
CI17
CII8
CII9
CII10
CIIl1
CII12
CIl14
CII15
CII16
CII19
CII21
CII22
CII123
CII24
CII25
115
1116

CII1
CII2
CI14
CII5
CII6
CI17
CII10
CII13
CIl14
CII15
CIl16
CII17
CII18
CII19
CII20
CII21
CII22
CII23
CII25
TII15
1116

LOs

CII

3114
311
CII2
CII3
CI14
CII5
CI17
CII8
CII9
CII10
CIIl1
CII12
CIl14
CII15

3114
3115
3116
CII1
CII2
CI14
CII5
CII6
CI17
CII10
CII13
CIl14
CII15
CII16
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Learning
outcomes

Competences

Integral
competenc

General competences

Special (professional) competences

GCl1

GC2

GC3 | GC4 | GC5 | GCo

GC7

GC8

CK1

CK2

CK3 | CK4 | CK5 | CK6 | CK7 | CK8

CK9

CK10

CII16
CII19
CII21
CII22
CII123
CII24
CII25
TII15

1116

CII17
CII18
CII19
CII20
CII21
CII22
CII23
CII25
TII15

1116

LO6

CII

3114
3115
3116
CIIl
CII2
CII4
CII5
CII6
CI17
CII10
CII13
CIl14
CII15
CII16
CII17
CII18
CII19
CII20
CII21
CII22
CII23
CII25
TII15
1116

3111
3114
3115
311
CII1
CII3

CII17
CII20
CII123
CII25

LO7

ClI

3114

3111
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Competences

.E‘J é = 2 General competences Special (professional) competences
ESgs
E E g g‘ GCl | GC2 | GC3 | GC4 | GC5 |[GCO6|GCT7| GC8 | CK1 | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CK10
= S
[}
311 3114
CII2 3115
CII3 311
CII4 CIIl
CII5 CII3
CII7 CII17
CII8 CII20
CII9 CII23
CII10 CII25
CII11
CII12
CII14
CII15
CII16
CII19
CII21
CII22
CII23
CII24
CII25
III15
I1I16
LO8 CII 3114
3116
CII1
CII2
CII3
CIIl4
CII5
CII6
CII7
CII9
CII10
CII11
CII12
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Competences

.E‘J é = 2 General competences Special (professional) competences
ESgs
E E g g‘ GCl | GC2 | GC3 | GC4 | GC5 |[GCO6|GCT7| GC8 | CK1 | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CK10
— S
CII14
CII15
CII16
CII23
CII25
LO9 CII 3111 CIIl
CII1 CII4
CII4 CII7
CII7 CII8
CII10
CII11
CII14
CII20
CII23
CII24
LO10 | CII CII2
CII3
CII5
CII8
CII9
CII10
CII11
CII12
CII13
CII14
CII16
CII17
CII18
CII19
CII20
CII21
CII22
CII23
CII24
CII25
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Competences

%‘J é = % General competences Special (professional) competences
=SB e
Egg g‘ GCl | GC2 | GC3 | GC4 | GC5 |[GCO6|GCT7| GC8 | CK1 | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CK10
=S
[}
III15
LOIl | CII CII11
CII14
CII20
CII21
CII24
LOI12 | CII CI19
CII11
CII12
CII14
CII19
CII20
CII21
CII22
CII23
CII24
CII25
LO13 | CII CII9
CII11
CII12
CII14
CII19
CII20
CII21
CII22
CII23
CII24
CII25
LOl4 | CII CII8
CII11
CII14
CII15
CII21
CII24
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Competences

%‘J é = % General competences Special (professional) competences
=SB e
Egg g‘ GCl | GC2 | GC3 | GC4 | GC5 |[GCO6|GCT7| GC8 | CK1 | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CK10
— S
CII25
LO15 | CII CII8
CII11
CII14
CII15
CII21
CII24
CII25
LO16 | CII CII11
CII12
CII14
CII20
CII23
CII25
I1I16
LO17 | CII cnz
CII16
CII23
CII25
III15
I1I16
LO18 | CII CII3
CII9
CII11
CII12
CII14
CII15
CII18
CII21
CII23
CII24
I1I16
LO19 | CII CII3
CII9
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Competences

.E‘J é = 2 General competences Special (professional) competences
g 3|23
= Q@
E E i,_;’ g‘ GCl | GC2 | GC3 | GC4 | GC5 |GC6 |GCT| GC8 | CK1 | CK2 | CK3 | CK4 | CK5 | CK6 | CK7 | CK8 | CK9 | CK10
— 3
CII11
CII12
CII14
CII15
CII18
CII21
CII23
CII24
1116
LO20 | CII CIl6
CII12
CII14
CII15
CII19
CII20
CII22
CII23
I1116
LO21 | CII CII18
CII11
CII14
CII16
CII18
CII23
CII24
CII25
1115
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7. THE RESULTS OF DISCUSSING THE EDUCATIONAL PROGRAM

Stakeholders

Remarks / Recommendation

Taken into account
/ partially taken
into account / not
taken into account

Note

Olga SHAPOVAL, Executive Director of
Kharkiv Cluster of Information Technology

Pay more attention to mastering
security principles in databases.
Emphasis on the study of cloud
technologies and Devops.

Taken into account.

Due to the selective
educational components:
Security in Devops,
databases with SQL and
Python

Guarantor of the EPP, Sergii YEVSEIEV,
doctor of technical sciences, professor, head of
the cybersecurity department.

Members of the EPP Working Group

and
comply  with

Educational professional
the
requirements of the Higher Education
Standard in the specialty 125
Cybersecurity and  information
protection of the first (bachelor) level
of higher education, approved and

put into force by the order of the

program to

Ministry of Education and Science of
Ukraine dated 24.10.2024. No. 1547.

Taken into account.

Changes have been
made.

Olena VOLOSHCHUK, Candidate of Technical
Sciences, Head of Educational Programs of
Distributed Lab LLC.

Positive response. Without remarks.

Kateryna MOLODETSKA, Doctor of Technical
Sciences, Professor, Professor of Management
of Organizations of Kyiv-Mohyla Business
School National University "Kyiv-Mohyla

Positive response. Without remarks.
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Academy"

Vladyslav KOVTUN, Candidate of Technical
Sciences, Associate Professor, "Syfer" LLC
general director.

Positive response. Without remarks.

Serhii GOLOVASHYCH, Candidate of
Technical Sciences, Associate Professor, LLC
"Microcrypt Technologies" general director.

Positive response. Without remarks.

- Head of the Department of Cybersecurity

Guarantor of the educational program

O
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8. PLAN TO TAKE INTO ACCOUNT THE COMMENTS/RECOMMENDATIONS ON THE RESULTS OF THE
ACCREDITATION EXAMINATION OF THE EDUCATIONAL PROGRAM

Recommendations provided during the
latest accreditation

The period (short -
term/long -term/not
appropriate to
consider)

Measures aimed at taking into
account the recommendations /
Justification as to Impracts of
the recommendation

Terms of implementation of
measures / responsible
persons

General recommendations of the Expert Group and Sectoral Expert Council (in the department, industry, institute, university)

View in the next version of the APP list of

_ _ . Long -term Update in the EPP of the list of | The period of time to the next
apEroved p'rof.ess1onaldstandar(.lshmhthic\lfléld Olf approved professional standards | accreditation of OP.
cybersecurity in accordance with the Nationa i the field of cvb o

o . _ ybersecurity in .
Classifier of Professions of Ukraine DK 003: accordance with the National Responsible: guarantor OP.
2010. Classifier of Professions of
Ukraine DK 003: 2010.
Protocol No. 12 of 14.03.2025.
To strengthen students' awareness of internal Long -term To strengthen students The period of time to the next
procedures for organizing the educational awareness of internal procedures | accreditation of OP.
process. . .
| | for organizing the educational Responsible: guarantor OP.
It is recommended to review and update process.
literature in the syllabus of educational It is recommended to review and
components. update literature in the syllabus
of educational components.
Protocol No. 12 of 14.03.2025.
Using a cyberpoligon to familiarize students Long -term Using a cyberpoligon to The period of time to the next

with his capabilities

familiarize students with his
capabilities
Protocol No. 12 of 14.03.2025.

accreditation of OP.
Responsible: Head of the
Department of KB, teachers of
the department.
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Provide constant updating of information on
all aspects of EPP proceedings on the
department's website.

Long -term

Updating information on all
aspects of EPP proceedings on
the department's website.

Protocol No. 12 of 14.03.2025.

The period of time to the next
accreditation of OP.
Responsible: guarantor OP.

Director of the Educational and Scientific Institute
of Computer Science and Information Technology

Guarantor of the educational program
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