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CURRICULUM CONTENT
training of the first (bachelor's) level: by specialty

F5

KH-1125i

Cybersecurity and information protection

Total number

Ne 3/n Name of the educational component ECTS credits Hours Semesters Departmen
exam. offset t code
1 2 3 4 5 6 7
1 Obligatory educational components 159,0 4770,0 66,25%
1.1 General training 53,0 1590,0 22,08%
3M1 History and culture of Ukraine 4,0 120,0 1 310
3n2 Foreign Language 4,0 120,0 8 7 275
3Mn3 Ukrainian as aforeign language 12,0 360,0 8 3-7 273
3Mn4 Physics 4,0 120,0 1 168
3n5 Fundamentals of humanitarian and philosophical knowledge in professional activity 4,0 120,0 3 307
3Mne6 Higher mathematics 6,0 180,0 1 324
37 Higher mathematics 5,0 150,0 2 324
3Mns Language of professional training 10,0 300,0 2 1 275
3 Physical education 4,0 120,0 1-2 302
1.2 Professional training 106,0 3180,0 44,17%
cn1 Introduction to the specialty. Introductory practice 3,0 90,0 1 328
Ccn2 Basics of programming 4,0 120,0 1 328
Ccns3 Information and coding theory 3,0 90,0 1 328
Cn4 Legal regulation of cybersecurity 4,0 120,0 2 328
Cns Algorithms and data structures 5,0 150,0 2 328
Crne Physical bases of technical intelligence means 5,0 150,0 2 328
cnz Information security of the state 3,0 90,0 2 328
cna Fundamentals of social engineering 4,0 120,0 3 328
cno9 Mathematical foundations of cryptology 4,0 120,0 3 328
Cn10 Programming technologies 5,0 150,0 3 328
cn11 Computer networks 4,0 120,0 3 328
Cr12 Operating system architecture and security 6,0 180,0 4 328
Cr13 Programming tools 6,0 180,0 4 328
CIn 14 Basics of cryptographic protection 6,0 180,0 4 328
Cn15 Fundamentals of building and protecting microprocessor systems 4,0 120,0 5 328
CIn 16 Fundamentals of mathematical modelling of security systems 4,0 120,0 5 328
cn17 Basics of steganographic information protection 5,0 150,0 5 328
cn18 Security in information and communication systems 4,0 120,0 5 328
Cr19 Web application development 6,0 180,0 6 328
CI 20 Integrated information security systems 5,0 150,0 7 328
Ccn21 Web security 5,0 150,0 7 328
CI 22 Comprehensive training 4,0 120,0 8 328
Cr23 Antivirus protection of information 4,0 120,0 8 328
Cr24 Machine learning basics for cybersecurity 3,0 90,0 8 328
2 Professional training 12,0 360,0 5,00%
nn1 Industrial practice* 6,0 180,0 6 328
n 2 Technological practice* 6,0 180,0 8 328
3 Attestation* 3,0 90,0 1,25%
4 Optional educational components 66,0 1980,0 27,50%
4.1 Specialized training 23,0 690,0 9,58%
4.1.1 Profiled package of educational components 01 "Artificial Intelligence in Security Systems" 23,0 690,0
BM1.1 Ethical hacking 3,0 90,0 4 328
BM1.2 Date of mining 3,0 90,0 4 328
BM1.3 Mathematical foundations of artificial intelligence 3,0 90,0 5 328
BMN1.4 Python for artificial intelligence and machine learning 4,0 120,0 6 328
BM1.5 Genetic algorithms 4,0 120,0 7 328
BMN1.6 Python for internet things 3,0 90,0 8 328
BM1.7 Systems engineering 3,0 90,0 8 328
412 Profi_led package"of educational components 02 "Blockchain technology and security of 23,0 690,0
banking systems
BN2.1 Decentralised systems 3,0 90,0 4 328
BM2.2 Risk management 3,0 90,0 4 328
BMN2.3 Blockchain: basics and application examples 3,0 90,0 5 328
BMN2.4 Security of banking systems 4,0 120,0 6 328
BMN2.5 Protecting critical infrastructure facilities 4,0 120,0 7 328
BlM2.6 Organising document management with restricted access 3,0 90,0 8 328
BMN2.7 Security in social networks 3,0 90,0 8 328
4.1.3 Profiled package of educational components B 03 "Innovation Campus" 23,0 690,0
BMN3.1 Basics of cybersecurity 3,0 90,0 4 328
BM3.2 Development of corporate information systems (part 1) 3,0 90,0 4 328
BM3.3 Development of corporate information systems (part 2) 3,0 90,0 5 328
BlM3.4 Databases for corporate information systems 4,0 120,0 6 328
BM3.5 Architecture of corporate information systems 4,0 120,0 7 328
BM3.6 Security and audit of wireless and mobile networks 3,0 90,0 8 328
BM3.7 Protecting critical infrastructure facilities 3,0 90,0 8 328
4.2 Educational components of free choice of professional training of the general institute catalog 28,0 840,0 42,42%
OKBIM 1 OKBBIK1 4,0 120,0 3 777
OKBIM2 OKBB K2 4,0 120,0 4 777
OKBMN 3 OKBB K3 4,0 120,0 5 777
OKBI4 OKBB K4 4,0 120,0 6 777
OKBIN 5 OKBB K5 4,0 120,0 6 777
OKBIN 6 OKBB K6 4,0 120,0 7 777
OKBI 7 OKBB K7 4,0 120,0 7 777
4.3 Educational components of the free choice of the university-wide catalog 12,0 360,0 18,18%
OKBS 1 OKBB3M1 4,0 120,0 5 777
OKB3 2 OKBB 3M 2 4,0 120,0 6 777
OKB3 3 OKBB 33 4,0 120,0 7 777
4.4 Educational components of special university choice 3,0 90,0 4,55%
OKCBY OKCBY 3,0 90,0 3 777
Total for education period 240,0 7200,0
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CURRICULUM Ne

Form of study and more

KH-1125i

Institute code 320

Short name of the institute KH

Number of the educational program (11

Name of the educational program [Cybersecurity

Code of the field of knowledge F

Industry name Information technologies
Specialty code F5

Name of the specialty

Cybersecurity and information protection

Level of higher education:

first (bachelor's) level

Qualifications:

Bachelor of Cybersecurity and information protection

Year (last 2 digits)

25

Responsible for information, phone number

Serhii YEVSEIEV, 095-360-66-13




V. EDUCATION PROCESS PLAN

KH-1125i

E{J Semester distribution Number of hours Distribution of classroom hours per a week and ECTS credits per a semester
£ Classroom 1 course [ Il course | Il course | IV course
% 2 Semesters
H 2 including T 5 [ 3 4 [ 5 5 [ 3
s Name of academic discipline » 2 o £ Number of weeks in the semester
8 2 5 = 5 < E 6 6 6 16 16 i 6 iR
S 8 o 5 s 2 £ =
® =4 5 3 2 o g £ £ £ € € € € € g
£ » Ef 5 £ 8 E g z 8 .8 .8 .18 .8 W8 a8 W8 .| E
@ k= = s B3 & 2 & 2 @ 215 215 215 2|3 2|5 2
g 82| T |z | 3| 2 | & | § |E5|Bs|ds |3 |is|Be|is|he|is|Re|is|Be|is|Be|s|BE| ;
hd & e |2 2 2 2 3 3 [y E |of|G5|o2|ms|ollds|ol|lus|ol|hs|ol|hs|o8|us|o8|us| &
1 2 3 4 5 6 7 8 o 10 11 12 13 1 15 16 | 17 | 18 | 10 | 20 | 21 | 22 | 23 | 24 | 25 | 26 | 27 | 28 | 29
1 Obligatory educational components 159,0 47700 | 20520 | 7360 | 6840 | 6320 | 27180 | 240 | 300 | 250 | 30,0 | 18,0 (230|170 (200|150 | 190 | 80 | 80 | 120 | 140 | 150 | 150
11 General training 53,0 1590,0 | 744,0 |144,0 600,0 | 846,0 | 17,0 | 20,0 | 12,0 | 130 | 50 | 6,0 | 20 | 20 | 20 | 20 | 20 | 20 | 40 | 40 | 40 | 40
31 History and culture of Ukraine 1 A 40 120,0 48,0 16,0 32,0 72,0 3 4 310
3Mn2 Foreign Language 8 7 4,0 120,0 56,0 56,0 64,0 2 2 2 2 275
3n3 Ukrainian as a foreign language 8 3-7| A 12,0 360,0 176,0 176,0 | 184,0 2 2 2 2 2 2 2 2 2 2 2 2 273
3n4 Physics 1 [ 4,0 120,0 48,0 32,0 16,0 72,0 3 4 168
ans |Fundamentals of humanitarian and | s A | 40 | 1200 | 480 | 160 320 | 720 3|4 307
philosophical knowledge in professional activity
36 Higher mathematics 1 C 6,0 180,0 80,0 32,0 48 100,0 5 6 324
3n7 Higher mathematics 2 A 50 150,0 80,0 48,0 32,0 70,0 5 5 324
38 Language of professional training 2 1 A 10,0 300,0 144,0 1440 | 156,0 4 4 5 6 275
3n Physical education 1-2 4,0 120,0 64,0 64,0 560 | 20 | 20 | 20 | 20 302
2 Professional training 106,0 3180,0 | 1308,0 |592,0| 684,0 32,0 1872,0 | 7,0 | 10,0 | 13,0 | 17,0 |13,0|17,0|15,0|18,0|13,0|17,0| 6,0 | 6,0 | 8,0 |10,0|11,0| 11,0
cn Introduction to the specialty. Introductory 1 30 90,0 32,0 16 16 58,0 > 3 328
practice
cn2 Basics of programming 1 4,0 120,0 48,0 16 32 72,0 3 4 328
cn3 Information and coding theory 1 3,0 90,0 32,0 16 16 58,0 2 3 328
cna4 Legal regulation of cybersecurity 2 4,0 120,0 48,0 32 16 72,0 3 4 328
cns Algorithms and data structures 2 50 150,0 64,0 32 32 86,0 4 5 328
cneé Physical bases of technical intelligence means 2 50 150,0 64,0 32 32 86,0 4 5 328
cn7 Information security of the state 2 3,0 90,0 32,0 16 16 58,0 2 3 328
cns Fur of social er 3 4,0 120,0 48,0 16 32 72,0 3 4 328
cng foundations of cryptology 3 4,0 120,0 48,0 16 32 72,0 3 4 328
Ccn10 Programming technologies 3 50 150,0 64,0 32 32 86,0 4 5 328
cn 11 Computer networks 3 cpP 4,0 120,0 48,0 16 32 72,0 3 4 328
Ccrn 12 Operating system architecture and security 4 6,0 180,0 80,0 32 48 100,0 5 6 328
cn13 Programming tools 4 6,0 180,0 80,0 32 48 100,0 5 6 328
cr 14 Basics of cryptographic protection 4 6,0 180,0 800 | 32 48 100,0 5 | 6 328
Fundamentals of building and protecting
CN 15 MICrOProCessor systems 5 4,0 120,0 48,0 16 32 72,0 3 4 328
Fundamentals of mathematical modelling of
CMN 16 security systems 5 4,0 120,0 48,0 16 32 72,0 3 4 328
cn 17 Basics of 5 50 150,0 64,0 32 32 86,0 4 5 328
cr 18 Security in information and communication 5 20 120,0 48,0 32 16 72,0 3 4 308
systems
Cr19 Web application development 6 CcP 6,0 180,0 72,0 36 36 108,0 6 6 328
CMn 20 Integrated information security systems 7 50 150,0 64,0 32 32 86,0 4 5 328
cn 21 Web security 7 CcpP 50 150,0 64,0 32 32 86,0 4 5 328
cn 22 Comprehensive training 8 A 4,0 120,0 48,0 24 24 72,0 4 4 328
cn23 Antivirus protection of information 8 4.0 120,0 48,0 24 24 72,0 4 4 328
cn24 Machine learning basics for cybersecurity 8 3.0 90,0 36,0 12 24 54,0 3 3 328
2 Professional training 12,0 360,0 360,0 6,0 6,0
nn1 practice* 6 6.0 180.0 180.0 6.0 328
nn2 Technological practice* 8 6.0 1800 180,0 6,0 | 328
3] Attestation* 30 90,0 90,0 30 | 328
4 Optional educational components 66,0 19800 | 7720 | 1560 | 2400 1208,0 70 | 70 | 7.0 | 100 80 | 11,0 [ 130 | 160 | 120 | 160 | 60 | 60
4.1 Specialized training 23,0 690,0 264,0 |112,0| 152,0 426,0 40| 60| 20| 30| 40| 40| 30| 40|60 | 60
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List 2 - Educational components of special university choice

KH-1125i

N i Number of hours Distribution of classroom hours per a week and ECTS credits per a semester
& Classroom | course Il course | Il course IV course
2 includin Semesters
= 9 1 | 2 3 | 4 [ 5 [ s 7 8
H £ Number of weeks in the semester
3 o 3 16 16 16 16 16 12 16 12
S Name of academic discipline G ~
° [ L 0 5 4 4 2 2 2 2 2 2
S ) = S QO s > > > > > =3 =3 =3
o 7 o - 5 ] <] <] ] ] ] ] ]
g ol w S i E < < [} < [} < [} < a | < o | < o | < o | < [} =
= bS] 2 2 B I3} I3 = c 2 = 2lel|2le|2|e|2|c|2|e]| £ g
£ 0 Sl s | & g | 2| 8| 5 |8|5|8|5|8|5|8|5|8|5|8|5|8|5|8|5|E
g tle B8 s s | 2|28 |83 elalelalelilelslelslelsleli elt
[ 4] k=] 5 5 5 2 I < < < I I I I I
© g || 2128 | 8|8 |8 & | E|S|R|c|B|5|B|5|R|c|B|c|B|c|B|c|8 |8
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 | 19 | 20 | 21 | 22 | 23 | 24 | 25 | 26 | 27 | 28 29
4.4 Educational components of special university
i choice
OKCBY 2 |Physical education. 3 3,0 | 90,0 | 64,0 | 32,0 32,0 | 58,0 40 | 30 302
OKCBY 3 |Strength training: modern types 3 3,0 | 90,0 | 64,0 | 320 32,0 | 58,0 4,0 | 30 302
OKCBY 4 |Health and rehabilitation practices 3 3,0 | 90,0 | 64,0 | 32,0 32,0 | 58,0 4,0 | 30 302
OKCBY 5 Physical training with elements of self- 3 20 | 900 | 640 | 320 320 | 580 40 | 30 302
defense
OKCBY 6 |Health swimming 3 30 | 90,0 | 64,0 | 320 32,0 | 58,0 4,0 | 30 302

KH-1125i
KH-1125i
KH-1125i
KH-1125i

KH-1125i
KH-1125i



“orm B1-22 w4 KH-1125i
List 1 - Educational components of the free choice of a student of specialised training

Distribution by Number of hours Distribution of classroom hours per week and ECTS credits by semesters
semesters P
g Classroom | year ‘ Il year | Il year ‘ IV year
5 =
] [4] %) includin X &
3 2% |5 o § [ 1 [ 2 [ s [ a [ 5 [ 6 [ 7 [ s |8
o Name of academic discipline 2] g | o _ = Number of weeks per semester ‘é
& g18|2| 1 £l e | 28| 3 16 16 16 16 [ 16 [ 12 16 12 2
51 2| & = S | 8 2 o ° ° ° ° o o o
12| E B ls| 8| 2 |25leglesleg|csingstpgesgcingcingcsns
z lE s g2|08|82|98|82|0814208820842088208482/08
OE| °|oE| °|oE| °[CE °oE °oE °oE °oE " °
1 2 3 a4 5 6 7 8 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29
OcBiTHI il BuGopy cTyae!
4.2 npodinkHOI NiAroToBKM
BAM 1 Legal regulation of information security 3 4,0 | 120,0 | 48,0 | 32,0 16,0 | 72,0 3,0 | 40 328
BOM2 |intellectual property of security systems 3 4,0 | 120,0 | 48,0 | 32,0 16,0 | 72,0 3,0 | 40 328
BOM3 |Design templates 3 4,0 | 1200 | 48,0 | 32,0 | 16,0 72,0 3.0 | 40 328
BOM4  |Methods and technologies of information warfare 4 4,0 | 120,0 | 48,0 | 32,0 | 16,0 72,0 3,040 328
BOMS5  |Protecting e-commerce and multiservice systems 4 4,0 | 120,0 | 48,0 | 32,0 | 16,0 72,0 3,0(4,0 328
BOMN6 |Databases with SQL and Python 4 4,0 | 1200 | 48,0 | 32,0 | 16,0 72,0 30[40 328
BOMN7  |Security at DEVOPS 5 4,0 | 1200 | 48,0 | 32,0 | 16,0 72,0 3,0/40 328
Fundamentals of planning and administration of
BON 8 (A o) (el R SRS 5 4,0 | 120,0 | 48,0 | 32,0 | 16,0 72,0 3040 328
BOMNY9 |Risk theoryin i 5 4,0 | 1200 | 48,0 | 32,0 | 16,0 72,0 30/40 328
BAOMN 10 |Cryptanalysis methods 6 4,0 | 1200 | 36,0 | 24,0 | 12,0 84,0 30/40 328
BAM 11 |Internet science. Navigation in complex systems 6 4,0 | 120,0 | 36,0 | 24,0 | 12,0 84,0 30(4,0 328
BN 12 |pevsopment of server applcaions (Java Spring 6 40 | 1200 | 360 | 240 | 12,0 84,0 30|40 328
BAOM 13 |Neural networks 6 4,0 | 120,0 | 36,0 | 24,0 | 12,0 84,0 3,0[4,0 328
BAOMN 14 |Cloud security 6 4,0 | 1200 | 36,0 | 24,0 | 12,0 84,0 30/40 328
BAMN 15 |Testing mobile applications 6 4,0 | 120,0 | 36,0 | 24,0 | 12,0 84,0 3,0[4,0 328
BAOM 16 |Administering UNIX-like systems 7 4,0 | 1200 | 48,0 | 32,0 | 16,0 72,0 30[40 328
BAMN 17 |Organisational support for information security 7 4,0 | 120,0 | 48,0 | 32,0 | 16,0 72,0 3,0[4,0 328
BAMN 18 |[IT project management and security 7 4,0 | 120,0 | 48,0 | 32,0 | 16,0 72,0 3,0[4,0 328
BN 19 |Security and audit of wireless and mobile networks 7 4,0 | 120,0 | 48,0 | 32,0 | 16,0 72,0 30|40 328
BAOM 20 |Business intelligence 7 4,0 | 1200 | 48,0 | 32,0 | 16,0 72,0 30[40 328
BOM 21 |Evolutionary ing 7 4,0 | 1200 | 48,0 | 32,0 | 16,0 72,0 30]40 328
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