Cu1adyc OCBITHBOI'0O KOMIIOHEHTA
[IporpamMa HaB4YaJIbHOI AUCLUILJIIHA
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Beb66e3neka
[Tudp Ta Ha3Ba cneliaJbHOCTI [HCTHUTYT
256 — HanionasibHa 6e3meka (3a OKpeMUMU HHI koM roTepHUX HAyK Ta iHpOpMaI[iHHUX
cbepamu 3abe3nedeHHs i BUJAMU AisAJIbHOCTI) TexHoJiorii (320)
OcBiTH# nmporpama Kadenpa
HarnjioHasbHa 6e3neka y chepi kibep3axucTy Ki6ep6esneku (328)
PiBeHb ocBiTH Tun gucuunIiHu
BakaJsiaBp CrerniasbHa (dpaxoBa), 060B'sA3K0Ba
Cemectp MoBa BUK/IalaHHA
7 YkpaiHcbka

Bukiagadi, po3poOHUKHU

TKAYO0B AHjpiit MuxaiijioBu4

andrii.tkachov@khpi.edu.ua
KaHaugaTt TexHiYHUX HAYK, CTapIIN{ HAYKOBUU CiBPOGITHUK Kadegpu
Kibep6esneku HTY «XIII».

KinbkicTh HayKoBuUX Ny6JtikaLii: 6iapuie 60 ny6Jikauii, 25 ctatedl y
3aKOpPJOHHUX BUJIaHHAX Ta $axOBUX BUJAHHAX YKpaiHy, 6 TaTEeHTIB Ha
KOPUCHY MO/ieJib, FapaHT OCBITHbO-NIpodeciiHOi NporpaMu nepuoro
(6akasaBpchKOr0) piBHA BUIIOI OCBiTH. [IpOBiAHUIN JIEKTOD 3 AUCLIMILIIH:
«MepexHe nporpaMmyBaHHs», «Po3po6ka Ta aHaJi3 aaropuTMiBy, «TexHoJiorii
porpaMyBaHHA» , «|lHCTpyMeHTaJ/IbHI 3ac00U porpaMyBaHHA», «Beb
6e3neka», «OCHOBU TEXHIYHOrO0 3axUCTy iHpopMaLii», y CTyZeHTiB
6akaJiaBpiaTa Ta MarictpaTypu.

JleTanbHillle Mpo BUKJaja4a Ha cauTi kadpeapu

3arasbHa iHpopmanisa

AHoTanisa

3apas 6e3neka Beb-pilieHb HabyBa€ BeJUKOr'0 3Ha4Y€HHs TOMY, 1110 BiJi HaZlilHOI Ta MIPOAYKTUBHOI
po60TH BebG-pecypciB Ta cepBiciB OY1b-AKOT0 MiMPUEMCTBA 3aJIEXKUTh ePEeKTUBHICTh BUKOHAHHS 6i3Hec
npoueciB Ta 6e3nocepeiHbO pillleHHs 3aBJaHb MPOCYBaHHS MPOAYKLIi UM MOCAYT HA PUHKY KpaiHU Ta
3apy0ixoKA. Y JUCLUIIIHI IPONOHYETHCA KOMIIJIEKCHUU NOTJISAZ, 3 OLIHKU Ta 106YA0BU KOHTYPY
6e3neKu, TOYMHAIOUU 3 OKPEMOTO BeO-cepBepY, 10 B3aEMO/Iii po3no/jiJieHUX CepBiciB y KOpNoOpaTHUBHIN
Mepexi.

MeTa Ta niJji AMCIUILIIHA

OTpuMaHH# CTyZ€HTaMU 3arajlbHUX BiJOMOCTeN Npo MPUHIUIU N06Y/I0BU KOMIIJIEKCHUX CUCTEM
3axucty iHpopmarii /15 GopMyBaHHS KOHTYpPY 6e3neku B iHGopMaliliHO-KOMYHiKallilHUX CUCTEMAX;
npyA6aHHS HABUYOK 3 HelTpasisalil TUOBUX 3arp0o3, BAKOPUCTAHHS IPOTOKOJIIB 3aXUCTY BiJ|
HIKiIJIMBOT'0 MPOrpaMHOro 3abe3nevyeHHs Ta Tpadiky 3a JoNOMOT0K0 Be6-TEXHOJIOTIN Ta 3aCTOCYHKIB.


mailto:andrii.tkachov@khpi.edu.ua
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dopmar 3aHATH

Jlekii, 1abopaTopHi po60TH, caMocTiliHa po60Ta, KypCOBUM NPOEKT, KOHCY bTallil. [liicyMKoBuUit
KOHTpPOJIb — 3aJiK.

KoMneTreHTHOCTI

K3-3. 3paTHicTh 10 aGCTPaKTHOT'O MUCJIEHHS], aHaJIi3y Ta CHHTE3Y.

K3-7. 3paTHicTbk A0 noIyKy, 06po6JieHHS Ta aHauli3y iHpopMalriii 3 pi3HUX JKepell.

K3-8. 3paTHicTh BUKOPUCTOBYBaTH iHOpMalliiiHi Ta KOMyHiKal[ilHi TexHOoJIOTii i Ha 11i}l OCHOBI
dopmyBaTu edpeKTUBHY cUCTeMY iHQOpMaliliHO-aHAJITUYHOTO 3a6e3neYeHHs MiATPUMKY NPUNHATTS
YIpPaBIiHCbKHUX PillleHb 111010 3ano6iraHHs, MPOTH Il Ta HelTpaJi3anii 3arpo3 HallioHaJIbHIH Ge3melli.
O®K-1. 3aTHiCTh BUKOPUCTOBYBATU 6€3MEKOBI PEXUMU IiJl YaC BUKOHAHHS CJYO00BUX 000B’SI3KiB.

Pe3y/ibTaTH HaBYaHHA

[TPH-3. BMiTH 33 ;onOoMOroio abCTPaKTHOI'O MUCJIEHHS, aHa i3y Ta CUHTE3Y OI[iHIOBATH pe3yJibTaTH
npodeciiHoI AiIbHOCTI Ta 3a6e31eYyBaTH ii AKICTb, 6YTH KPUTUYHHUM i CAMOKPUTHUYHHUM,
HaroJIerJIMBUM IL0J[0 TOCTaBJIEHUX 3aB/aHb i B3ATUX 3000B’A3aHb.

[IPH-7. BMiTH BUABJISITH, CTABUTHU Ta BUpillyBaTH npodeciiiHi 3aBAaHHSs, BMITH y3araJibHOBaTH
OTpUMaHi pe3y/bTaTH, 06POOJISATH Ta aHaMi3yBaTH iHpopMalito 3 pisHUX LKepes1, 0GOPMJIIOBATH i
Npe3eHTyBaTH pe3y/bTaTH JOC/iKeHb BiZIOBIHO 1O BUMOT.

[IPH-8. BMiTH BukopucToByBaTH iHpopmMaliliHi Ta KoMyHikaliiHi TexHoJoril i Ha 1ili ocHOBI
dopmyBaTu ePpeKTUBHI cucTeMH iHpopMaliliHO-aHaITUYHOTrO 3a6e3ne4eHHs NiATPUMKY NPUUHATTS
pillleHb 010 3ano6iraHHs, NPOTUAIIl Ta HelTpaJtizanii 3arpo3 Hal[ioHaJIbHIM 6e3MeKu.

[IPH-9. BMiTH BUKOPUCTOBYBAaTH 6€3MEKOBI PEXKUMHU IiJl YaC BUKOHAHHS CJIYKO0BUX 000B’SI3KiB.
[TPH-19. BMiTH BUKOPUCTOBYBATH Yy mpodeciiiHii isIbHOCTI METO M Ta IHCTPyMEHTH OpraHi3anii
couianbHOI B3aEMO/I, cliBpo6iTHULITBA Ta PO3B’'si3aHHsI KOHPIIIKTIB y chepi npodeciiiHoi AisibHOCTI,
NpPaKTHUYHI HABUYKH, TAKTHUKY Ta NPpUHOMH, pO6OTH 3 JIFOJbMU B iHTepecax CJIy>60Boi Ais/IbHOCTI:
npaloBaTH Y KOMaH/li 3 NO3ULiH Jifiepa, pafiHuKa (KOHCY/IbTaHTa), HOMiYHMKA, IJIaHyBaTH
BUKOPUCTaHHS Yacy Ta BUSHAYaTH CTUMYJIU i 6ap’epu epeKTUBHOI po6OTH, 34iHCHIOBATH PO3MOJI
(mesieryBaHHs1) GYHKIIiN, TOBHOBAXKeHb i Bi/IMOBi1aIbHOCTI Mi>k BAUKOHABLISIMH.

06csAr AMCHUILIIHA

3aranbHuit 06car gucuumiainu 150 rog. (5 kpeautiB ECTS): nekuii - 32 rog., 1abopaTopHi po6oTu — 32
roJ., caMocTiiiHa po6oTa - 86 rog.

IlepeayMoBY BUBYEHHS JUCLUILUIIHM (IpepeKBi3uTH)

Po3po6ka Be6-goaaTKiB, be3neka iHTepHeT-peven.

0co06JIMBOCTI AUCHUIJIIHU, METOAHU TAa TEXHOJIOTil HaBYaHHA

B xoai BUKJIaJj@aHHA JUCLUUILJIIHU BUKJIaZ@a4€eM 3aCTOCOBYOThHCSA MOSICHIOBAJIbHO-1JIFOCTPATUBHUM
(iHpopManiiHO-peleNTUBHUI) Ta peNpPOAYKTUBHUN METO/IU HaBYaHHs. B iKocTi MeToAiB BUKJIafAaHHS,
sIKi HanpaBJ/leHi Ha aKTUBIi3allil0 Ta CTUMYJ/I0BaHHS HaBYaJIbHO-Mi3HABa/JIbHOI JisI/IbHOCTI 3100yBauyiB,
3aCTOCOBYIOThCS Tpe3eHTarlil, 6ecigu.

[Iporpama HaB4YaJIbHOI AUCHUILIIHU

TeMM JIeKIiHHUX 3aHATH

Tema 1. Oco61uBOCTI Mo6ymoBu WWW.

Tema 2. 0co61MBOCTI MOGYA0BU Be6-/10/1aTKiB.
Tema 3. Mogenb 3arpo3z y WWW.

Tema 4. 3aco6u 360py ganux y WWW.

Tema 5. 3aco6u inpopmauitHoro aHanizy y WWW.
Tema 6. 3aco6u 3a6e3nevyeHHs 6e3nekn y WWW.
Tema 7. Mogeni atak y WWW.
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Tema 8. 3aco6u 3axuCTy BiJ WIKiAAUBOr0 BIIUBY y WWW.

TeMmu NPAKTUYHHUX 3aHATH

[IpakTU4Hi pO6OTH B paMKax JUCHHUIUIIHUA He Nepea6adeHi.

Temu J1a60paTOPHUX POOGIT

Tema 1. locaigxeHHst ocob6aruBocTelt nooygosu WWW,

Tema 2. JloctipkeHHs1 0COGJIMBOCTEN MOOY0BU Be6-/10/]aTKiB.

Tema 3. locnigxeHHs mogedti 3arpo3 y WWW.

Tema 4. JlocnigxeHHs 3aco6iB 360py AaHux y WWW,

Tema 5. JlocipkeHHs1 3aco6iB iHdopMmariiiHoro aHanizy y WWW.

Tema 6. [loctipkeHHs 3ac06iB 3a6e3neyeHHs 6e3mneku y WWW.

Tema 7. locnigxeHHss Mmojeseit atak y WWW.

Tema 8. locatigkeHHs 3ac06iB 3aXUCTY BiJ WIKiAJUBOr0 BIJIUBY y WWW,

CamocriiiHa po60Ta

CamocrTiliHa po6oTa CTy/leHTa € OJHi€l0 3 popM opranizaliii HaBYaHHs, OCHOBHOIO GOPMOI0 OBOJIOAIHHA
HaB4YaJIbHUM MaTepia/ioM y BiJIbHUH Bifj ayIMTOPHUX HaBYaJIbHUX 3aHATH 4ac. [1iff 4ac camocTiiHOI
pPOOOTHU CTYIEHTH BUBYAIOTh JIEKI[iMHUI MaTepiaJ, FTOTYIOTbCS 10 1a60paTOPHUX POOIT, KOHTPOJIbHUX
po6iT, 3asikiB Ta icnuTiB. CTyZleHTaM TaKoX peKOMeHAYIThCs A0JaTKOBI MaTepianu (Bigeo, ctaTTi) aud
CaMOCTIMHOI'0 BUBYEHHS Ta aHaJIi3y.

HedopmasbHa ocBiTa

B pamkax HedopMaJsibHOI OCBiTH 3TifiHO BianoBigHoro [losioxkeHHs (http://surlli/pxssv), ocBiTHs
KOMIIOHEHTa abo Ii OKpeMi TeMU MOXKYTbh OYTH BpaxOBaHO y pas3i caMOCTiHHOTO MPOXO/AKEHHS
npo¢eciiHUX KypciB/TpeHiHTiB, OTpUMaHHs rPOMaJITHCHKOI OCBITH, OHJIAlH OCBiTH, TpodeciiiHOTO
CTa>XyBaHHA TOLIO.

3a JaHUM KOMIIOHEHTOM BpaxyBaHHS TeM, y pasi yCIilIHoro 3aBeplieHHs KypciB, He epe6adyeHo.

JlirTepaTypa Ta HaBYaJ/IbHiI MaTepian

OcHOBHa JiiTeparypa

1. CCNA Cybersecurity Operations [EnekTpoHHuii pecypc]. - Pexxum goctyny:
https://www.netacad.com/ru/courses/cybersecurity/cyberops-associate.

2. Amazon Web Services (AWS) [EsniekTpoHHU# pecypc]. - PexxuM goctyny:
https://www.checkpoint.com/solutions/amazon-aws-security/.

3. Microsoft Azure (Azure) [EnekTpoHHUI pecypc]. - Pexxum goctyny:
https://www.checkpoint.com/solutions/microsoft-azure-security/.

4. Google Cloud Platform (GCP) [EnexkTpoHHui pecypc]. - Pexxum foctyny:
https://www.checkpoint.com/solutions/google-cloud-platform-security/.

5. Kali Linux [EnexkTponHu# pecypc]. - Pexxum poctyny : https: //www.kali.org/.

6. WEB-TexHoutorii [EnekTponHuii pecypc]: HaBuanbHo-A0BiakoBui nocioHuk / C.I1. EBcees, A.M.
Tkauos, B.O. Anekcies, 0.M. Psa6yxa - XapkiB : XHEY im. C. Ky3Hens, - J/IbBiB: BugaBuunteo «HoBuii CBiT
-2000%»,2021. -390 c.
https://drive.google.com/drive/u/1/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju

JloaaTKoBa JjiTepaTtypa

1 Internet Security [EsniekTpoHHU# pecypc]. - PexxuM goctyny:
https://www.tutorialspoint.com/internet_security/index.htm.

2. Computer Network Security [EnekTponHuii pecypc]. - Pexxum goctyny:
https://www.javatpoint.com/computer-network-security.

3. Be6-6e3neka [EnexktponHut pecypc]. - Pexxum goctyny:
https://developer.mozilla.org/ru/docs/Learn/Server-side/First steps/Website security

Beb6besneka o
1885
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Cucrema OLiHIOBAaHHA

KpuTepii onjiHIOBaHHA YCHILIHOCTI CTyAeHTa
Ta po3NnoAii 6asiiB

Bany HapaxoByHOTbHCA 32 HACTYITHUM
CIiBBiJHOIIEHHSIM:

eslabopaTopHi po6oTu: 40% ceMecTpoBOI OLiHKY;
*KOHTpOJIbHA po6oTa: 10% ceMecTpoBOi OLiHKY;
eKypcoBuii npoeKT: 20% ceMecTpOBOI OLIHKH;
e3ajik: 30% ceMecTpoOBOi OLiHKHU.

IIIxaJ1a oLiHIOBaHHSI

Cyma HanionanbHa oLiHKa ECTS

baJsiiB

90-100 BigmiHHO A

82-89 Jo6pe B

75-81 Jo6pe C

64-74 3a/10BiJIbHO D

60-63 3a0BiJIbHO E

35-59 HesagosinbHO FX
(moTpibHe Jo/aTKOBE
BUBYEHHS )

1-34 HezapoBinbHO F
(moTpiOHE MOBTOpPHE
BUBYEHHS )

HopMmu akaaemMiyHOI eTHKM i IOJIITUKA KypCy

CTyleHT NOBUHEH J0TpUMyBaTUCcA «KoJlekcy eTUKHU akaieMiYyHUX B3a€EMOBITHOCHH Ta 106pOYeCHOCTI
HTY «XIIl»: BUABJAATH AUCUUILIIHOBAHICTh, BUXOBAHICTBh, J060PO3UUYJINBICTD, YECHICTB, BiANIOBIAAIBHICTb.
KoHouikTHI cuTyaliil NIoBUHHI BiIKPUTO 0GroBOPIOBATHUCSA B HABYAJbHHUX I'PyIax 3 BUKJIAAAueM, a IPU
HEMOJIMBOCTI BUpilleHHsI KOHQJIIKTY — JOBOAUTHCA [0 BifoMa crliBpobiTHUKIB JUPEKLil iIHCTUTYTY.
HopmaTuBHO-IIpaBoOBe 3a6e3MeYyeHHs BIIPOBAKEHHS IPUHIIUIIIB akaaeMidyHoi jo6podecHocTi HTY

«XTIII» po3mimeHo Ha caiTi: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/

IloroaxeHHsAa

Cnna6yc MMOToAXKEeHOo 28.08.2024
28.08.2024
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