Cu1adyc OCBITHBOI'0O KOMIIOHEHTA
[IporpamMa HaB4YaJIbHOI JUCLUILJIIHU
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IludpoBa KpuMiHa/JiCTUKA

[Tudp Ta Ha3Ba cneliaJbHOCTI [HCTHUTYT

257 - YupassiHHs iHpopMalliiiHO 6e31MeKo0 HHI koM roTepHHUX HayK Ta iHpopMaLiiHUX
TeXHOJIOTi!

OcBiTHA porpama Kadenpa

YnpaBsiHHg iHpopMaliiiHo 6e3neKoro Kibep6esmneku (328)

PiBeHb ocBiTH Tun gucuunJaiHu

BakasaBp CrenianbHa (dpaxosa), 060B'sA3k0Ba

Cemectp MoBa BUK/IalaHHA

4 YkpaiHcbka

Bukiazadi, po3po6GHUKHU

MIJIOB Onekcanap BosioaumupoBu4

oleksandr.milov@khpi.edu.ua
JlokTop TexHIYHUX HayK, podecop kKadpeapu kibepbesneku HTY «XIII».

| ApTop noHaz 200 HayKOBMX Ta HaBYa/JIbHO-MEeTOAUYHUX Npalb. HaykoBuii

| KepiBHHUK 3 3axMIeHUX KaHAUJATCbKUX POOIT, rapaHT OCBITHbO-NpodeciiitHOoi
| mporpaMu pyroro (MaricTepcbKoro) piBHs BUIIOi ocBiTH. [TpoBigHuii 1ekTop
3 JUCUUILIIH: «MaTeMaTU4YHi OCHOBY KPUITOJIOTII Ta KpUIITOAHAJII3»,
«CTpykTypH AaHux», «[I[poMucaoBuit Ta odicHuM wmnioHax» , «fudpposa
KpPUMiHaJIICTUKa», ¥ CTYAeHTiB 6akasaBpiaTa Ta Marictpatypy, Po3zin
«MeTopoJi0TisI HAYKOBOI Ta NMeAAarorivyHol AiIJIbHOCTI B HAyKax Kibep3axucTy»
JJ1 aclipaHTIB.

JleTanbHillle Mpo BUKJaJa4a Ha cauTi kadpeapu

3arasbHa iHpopmanisa

AHoTanjisa

HaBuasnbHa gucuumiida "udpoBa kpuMiHaticTUKa" € HOPMAaTUBHOIO HABYA/IbHOK AUCHUILIIHOM.
BuBYeHHs JUCLUILIIHYU CIPSAMOBaHe Ha OTPMMaHHS 3HaHb L0/0 KPUMIiHAJICTUYHUX AOCTiHKEHb
Cy4JacHUX iHpOopMaliiHUX CUCTEM i HOCIiB faHUX; pOpMyBaHHS BMiHb IPOBOJAUTHU MTePBUHHI
KpUMiHaJIiCTUYHI PO3C/IilyBaHHSA NOPYIleHb KibepOe3neKu.

MeTa Ta mij1i AUCHUILTIHU

®opMyBaHHS 3HaHb i BMiHb IPOBOIUTH NEPBHUHHI KPUMiHAMICTUYHI PO3CailyBaHHS NOPYIlEHb
Kibep6e3sneku. BuBuenHs gucuumiiny "LluppoBa kpuMiHamicTUKA" ClIpUsi€e OTPUMAHHIO 3HAHb 111010
KpUMiHaJIiCTUYHUX JOCTiHKEHb CydacHUX iHpopManiiHUX cucTeM i HOCIIB JaHUX, a TaK0XX popMyBaHHSA
BMiHb IPOBOJWTH NepPBUHHI KpUMiHaJMICTUYHI PO3C/IilyBaHHS NMOPYIIEHb Kibep6e3neKy.

dopmar 3aHATH

Jlekii, 1abopaTopHi po60TH, caMocTiliHa po60Ta, KOHCyAbTalil. [lifcyMKoBUI KOHTPOJIb — 3aJiK.


mailto:oleksandr.milov@khpi.edu.ua
https://cybersecurity.kpi.kharkov.ua/мілов-олександр-володимирович/

KoMneTeHTHOCTI

K3-3. 3aTHicTb 10 a6CTPAaKTHOT'O MUCJIEHHS, aHaJli3y Ta CUHTE3y.

K3-6. 3paTHicTh A0 NoIIyKy, 06p0o6JieHHS Ta aHauTi3y iHpopMariii 3 pi3HUX JKepell.

K3-7. 3maTHicTh BUKOPUCTOBYBATH iHGOpPMaLliiiHi Ta KOMYHIiKaI[iliHi TexHoJIoTii Ta GOopMyBaTU CUCTEMY
iHdpopMalliliHO-aHaITUYHOTO 3a6e3MeYeHHs MiATPUMKU NPUNHSATTS YIIPaBJAiHCbKUX pillleHb 111010
CHCTEeMH YIpaBIiHHA iHpOpMaIiHHOI0 6e3MEeKOI0.

®K-5. 3paTHicTh y3araJibHeHHS BITYU3HSIHOIO Ta 3aKOPOHHOTO JOCBily 3 MUTaHb yIIPaBJIiHHSA
iHpopmMaliifiHo 6e3MeKolo.

®K-10. 3paTHicTb 3a6e3Me4yBaTH HENlepPEPBHICTb 6i3HECY 3TiAHO 3 BCTAHOBJIEHO) MOJIITUKOO
iHpopMaIliiiHOI 6e3MeKH.

PesyanaTn HaBYaHHA

[TPH-3. BmiTH 3a 101TOMOrot0 abCTPaKTHOrO MUCJIEHHS, aHa/li3y Ta CHHTE3Y OLIiHIOBAaTH pe3yJIbTaTH
npodeciiiHoil AisibHOCTI Ta 3a6e3ne4yyBaTH ii AKICTb, 6y T KPUTUYHUM i CAMOKPUTHUYHUM,
HarnoJIerJIMBUM I1L0JJ0 TOCTaBJIEHUX 3aBJaHb i B3sTUX 3000B’s13aHb.

[IPH-6. BnpoBaaxyBaTu npolecy, 110 6a3yI0ThCs Ha HallioHaJIbHUX Ta MXKHAPOJAHHUX CTaHAAPTAX,
BUSIBJIEHHS, ileHTUdiKaIllil, aHa/Mi3y Ta pearyBaHHs Ha iHIUAeHTH iHpOpMaLiiiHOI 6e3neKu

[IPH-7. BMiTH po3p06JsiTU KOMILJIEKC OpraHizaliiHUX 3ax0A4iB 111010 pOopMyBaHHS CUCTEMU yIPaBJiHHSA
iHpopmaniliHOIO 6e3MeKO}l0.

[1PH-13. BmiTu BupimyBaTu 3a/ja4ui 3a6e3ne4eHHs Ta CyNPoOBOAY (B.T. YUCJIi: OIJIsA/, TECTYBaHHS,
Mi/I3BiTHICTB) cUcTeMU ynpaBJiiHHA iHpopMaliiHOi 6e31eKH 3TiIHO BCTAHOBJIEHOI MOJITHKY G€3MeKU B
iHpopmMaLifiHO-KOMYHIKaL[iHHUX CUCTEeMaX.

[IPH-14. BmiTu BUpilyBaTH 3aja4i ynpasJiHHA npouesypamMu ineHTudikanii, aBrenTHdikanii,
aBTOpHU3allil NpoleciB Ta KOPUCTYBayviB B iHpopMaliiHO-KOMYHIKalliHHUX CHCTEMaXx 3TiHO
BCTAaHOBJIEHOI NOJ/MITUKY iHpopMaLiliHOl 6Ge3neKH.

[IPH-17. BmiTu po3B’si3yBaTH 3ajaui ynpaJ/iHHs iH$opauiiiHoto 6e3nekoto B iHpopMaLiiiHo-
KOMYHIKal[ilHUX CHCTeMaX Ha OCHOBI Mo/ieJiell yrpaBJliHHSA 6e3MeKo10.

[IPH-18. Po3yMiTu 0CHOBHI TEOpeTHUYHI OHATTS, 3aCTOCOBYBATH HAOYTi NpaKTU4YHI HABUYKH
JOCJIP)KeHHA Ta MiATOTOBKYU JOKYMEHTIB, IX NPaBUJIbHOTO BUKOPUCTAHHSA B yIPaBJIiHCBKIN AiATBHOCTI.
[IPH-19. BMiTH BpoBa/[)KyBaTH 3ax0/H Ta 3abe3nedyBaTH peaJsiisaliio nNpoueciB nonepemKeHHs
OTPUMAaHHIO HECAaHKIIIOHOBAHOI0 AOCTYMY i 3axUcTy iHpopMauii B iHpopMaliiiHO-MyHiKal[iHHUX
CUCTEMaX.

[IPH-20. BMiTH aHa/1i3yBaTH Ta NPOBOAUTH OLiHKY epeKTUBHOCTI Ta piBHS 3axulleHOCTI iHpopMarniiHux
pecypciB B iHbopMaLiiiHO-KOMYHIKa[iHHUX CHCTEMaX 3TiZJHO BCTAHOBJIEHOI MOITUKY iHpopManiiHol
6e3MneKHu.

[IPH-21. BmiTu 3acTocoByBaTH Teopil Ta MeTOAY 3aXUCTY AJ1s1 3abe3neuyeHHs 6e3MeKHu eJleMeHTIB
06’eKTiB KpUTHUYHOI iHpacTpyKTypH, KibepdiznuHux cucteM Ta iHpopmaliiHO-KOMYHIKaLiHHUX
CHCTEM.

[IPH-22. BMiTu 3acTOCOBYBaTH HallioHa/MbHI Ta MiXkHapoJHi peryasaTopu B chepi iHpopMarliiiHoi
6e3MeKH 11[0/10 PO3C/TiAyBaHHS KOMIT I0OTEPHUX iHITU/IEHTIB.

06cAr AMCHUILIIHA

3aranbHuit o6car aucnuiting 150 rog. (5 kpepurtis ECTS): nekuii - 32 rog., 1abopaTopHi po6oTH - 32
roJ., caMocTiiiHa po6oTa - 86 roj.

IlepeayMOBY BUBYEHHS JUCLUIUIIHM (IpepeKBi3uTH)

MaTeMaTU4Hi OCHOBU KPUNITOJIOTII Ta KpunToaHaJis, JliHiliHa anrebpa, OcCHOBU KpunTorpadpiuHoro
3axucty, [JJuckpeTHa MmateMaTukKa, [HpopmaTuka, [[porpamMmyBaHHs.

0co06JIMBOCTI AUCIUILIIHU, METOAH TAa TEXHOJIOTiI HaBYaHHA

B xo/i BUKJIalaHHA JUCLHUIIIIHA BUKJIaJadyeM 3aCTOCOBYIOThCA MOSCHIOBAJIbHO-1JIFOCTPaTUBHUN
(iHpopmManiliHO-peleNTUBHUI) Ta peNPOAYKTUBHUN MeTO/IU HaBYaHHs. B ikocTi MeToAiB BUKJIajaHHS,
sIKi HampaBJ/leHi Ha aKTUBIi3allil0 Ta CTUMYJ/I0OBaHHS HaBYaJIbHO-Mi3HABaIbHOI JlisI/IbHOCTI 3/100yBauyiB,
3aCTOCOBYIOThCS pe3eHTalil, 6eciiy, iHAUBIAyasbHI TPyNOBi HPOEKTH, MalicTep-KJIacH.

HarnionaAsuuit Texuianuit ynisepeurer
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IIporpama HaB4YaJIbHOI AUCHUILIIHU

TeMM JIeKIiHHUX 3aHATH

Tema 1. Betym.

[lisi Ta 3aBAAHHSA HaBYaJbHOI AUcUUILIiHU «LludpoBa kpuMiHamicTHKa». Miclie AUCHUILIIHY ¥
HaB4YaJIbHOMY npoueci. CTpyKTypa, 3MIiCT TeMaTUYHOI'0 [IJIaHy BUBYEHHA JUCLUILIIHY; HaBYa/bHO-
MeTo/JU4Ha JiTepatypa. 0co61MBOCTi BUBYEHHS AUCLUIIIHY; GOPMHU KOHTPOJIIO 3HaHb, YMiHb Ta
HaBWYOK y4HiB. HanpsiMu HayKoBO-/0C1iIHOT pOGOTH CTYAEHTIB.

Tema 2. EnexkTponHi (udposi) gokasu.

lludposi gaHi sk A0Ka3W: BU3HAYEHHS, POJIb, TUIIH, XapaKTePUCTHUKA, 3aKOHO/aB4Yi BUMOTH.
XapaKTepuCTHUKA KPUMIiHATICTUYHUX A0CAiIKeHb. TUNY KiGep3J/104MHiB, TP0o6JIeMH PO3CIIiIyBaHb,
3araJibHi npaBuUJia KpUMiHa/IiICTUYHUX AOCiKeHb. [[paBU/ia MOBOXKEHHS i3 eJIEKTPOHHHUMU JJ0Ka3aMHU.
Tunu eleKTPOHHUX JI0Ka3iB. KpuMiHa/MiCTHYHI JOC/TiIKeHHA K CKJIa[0Ba pearyBaHHA Ha IHIUAEHTHU
nopyluieHHs Kibepb6e3neku. Posii Ta 060B’I3KH 0Ci0, 1110 TPOBOAATH KpUMiHAJIiCTUYHI JOC/i>KEHHS.
Tema 3. [Iponiec nepBUHHUX UPPOBUX KPUMiIHANTICTUYHUX JIOC/i[PKEHb.

®a3u nepBUHHUX UUPPOBUX KPUMIHAMICTUYHUX JOCHiAKeHb. BuMoru o obJiafiHaHHSA, poJii yYacHUKIB
NepBUHHUX [UPPOBUX KPUMiHANICTUIHUX JocaiakeHb. [lomyk, BUsBiaeHHs, 36ip, pikcanis i 36epexeHHs
eJIeKTpOHHHUX JloKa3iB. [lopsjok nepeaadi Ta 36epiranHs (chain of custody) enekTpoHHUX 0Ka3iB.
CtBopeHHs Ay6J1iKaTiB, BiAHOBJIEHHS JaHUX | IepBUHHA eKCNepTH3a eJIeKTPOHHUX J0Ka3iB. 3BiT npo
KPUMIiHa/IICTUYHI JOC/IIpKEeHH | CBIJYeHHd Y CyAi.

Tema 4. CTpyKTypa >KOpPCTKOI0 AUCKY Ta GallJIOBUX CUCTEM.

Tunu »KOpCTKUX AUCKIB 36epiraHHs JaHUX, iX XapakTepucTUKHU. Pi3WyHa Ta JIoTiYHa CTPYKTypa
YKOPCTKUX JUCKIB. Po3/1iin s)KopcTKUX AWCKiB. 3aBaHTaxkeHHA 3 AucKy OC Windows, Linux, Mac. ®aiiosi
cuctemu OC Windows, Linux, Mac. BigminHocTi pisHoMaHiTHHX RAID cucteM 36epiranHs. [lopsgok
aHasi3y ¢paiJIoBUX CUCTEM.

Tema 5. BusnydeHHs JaHUX Ta CTBOPeHHS Ay6JliKaTiB HOCIIB JJaHUX.

3arajibHUU oNHUC NPoLecy BUAyUYeHHS AaHUX. BunydyeHHs auHamiuHux gaHuX (live data).

Busy4eHHs1 cTaTUYHUX AaHUX (static data). [locifloBHICTb y BU/Iy4eHHi Ta Ay6/II0BaHHI JJaHUX.
3abe3neyeHHsI HE3MiIHHOCTI OpUriHaJIbHUX HOCIIB JJaHUX. BU3HaYeHHs MiAXoAs1[UX METOAIB i 3ac06iB
BWJIyYeHHs JaHUX. Bunydenns fganux 3 Windows i Linux koM’ totepiB. Halikpalli npakTHKY BUJIyYeHHS
JlaHHUX.

Tema 6. MeToaM NPOTHUAIl KpUMIHAJICTUMHUM J0CJiPKEHHSAM.

[IoHATTA NPOTUAII KpUMIHANICTUYHUM JOCHiJpKeHHAM. MeToAu NpOoTHUAiI KpUMIiHANTICTUYHUM
JocaipxeHHsaM. OTpuMaHHs 0Ka3iB 3 BUaseHux paiiB i po3aisiB, 3amindpoBanux ¢aiis,
creraHorpa¢iyHux 06’ekTiB. [eHTUiKaLis 06dycKallil, BATHPaHHS 3a/IMIIKIB, Iepe3anucy AaHUX Ta
MeTaZjaHux, WindpyBaHHs. KpuntorpadiuHi MepexxHi IpOTOKOJIY, MPOTPaMHi MaKyBaJbHUKH, PYTKITH K
MeTOJ U NPOTUAII KpUMIHAICTUYHUM AO0CTixeHHAM. KoHTp3axoau NpoTUAil KpUMiHaNiCTUYHUM
JocaigpkeHHAM. OCHOBHI BUKJIMKM Y IOJ|0JIaHHI NPOTU/ii KpUMIHAMTICTUYHUM J10CTiXKEHHSIM.

Tema 7. KpuMiHaslicTU4HI AOCTIPKEHHS ONlepaljiiHUX CUCTEM.

[Topsfiok 360py i oT/IsIAY NIETIOYHUX | HeJleTIYUX JaHux 3 Windows koMn'toTepiB. AHasi3 nam’aTi i
peectpy Windows. Oryisig Kemy, KykiB Ta icTopii Be6-6pay3epiB Windows. Orsis ¢daiiB i MeTaZjlaHUX B
Windows. AHani3 xkypHasiB noaiit Windows. Anauis »)kypHaJiiB noZii Linux. 36ip i orsisj ieTiouux i
HeJIeTIOUMX AaHuX 3 Linux koMn'toTepiB. AHasi3 gaitniB i »kypHaJiiB noaiit Mac koMn'toTepiB.

Tema 8. KpuMiHasicTU4HI JOCAIPKEHHS KOMIT'IOTEPHUX MEPEXK.

CyTHicTh KpUMiHaMICTUYHOTO AOC/IP)KEHHSI KOMIT'I0TEPHUX Mepe. [[poTokoMoBaHHSA Tpadiky
KOMIT'I0TepHOI Mepexi. [[puHIMIY B3aEMO3B’A3KiB moii. [lifroToBka i eTanu npoBeieHHSA
KPUMIiHaJiCTUYHOTO0 JOC/iI)KeHHA KOMII'I0TepHUX Mepex. OrJis MaplipyTU3aTopy, Mi>kMepexKHOI o
eKpaHy, CUCTeMU BUsiBJeHHs BToprHeHb, DHCP-cepBepa, 6a3 ganux. Oraaa Tpadiky. JJokyMeHTyBaHHSA
OTPHUMAaHUX i3 Mepexi 0Ka3iB. PeKOHCTPyKLia f0Ka3iB.

Tema 9. KpumiHasicTU4Hi Joc/i/[P)KeHHS BeO-aTaK.

CyTHicTb KpUMiHaMICTUYHOTO AOCTiAKEHHS Beb-aTakK. ApXiTeKTypa Be6-3aCTOCYHKIB i BUK/IMKH iX
KPUMIiHaJICTUYHOTO0 JOC/iIKeHHd. [HAuKaTopU Be6-aTak i BU3HaUYeHHd 3arpo3 Be6-3aCTOCYHKaM.
ETanu npoBeieHHS KPUMiHaMIICTUYHOIO AOC/i>)KeHHs Be6-aTak. KpuMiHanicTuuHe gociipxkeHHs Be6-
atak Ha Windows cepBepu. ApxiTekTypa IIS Be6-cepBepa i KpUMiHaiCTUIHUM aHauTi3 Horo Jior- ¢pamIiB.

HauionaAsHuit TeXHIYHUI YHIBEPCUTET
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ApxitekTypa Apache Be6-cepBepa i KpUMiHa/MiCTUYHUM aHai3 Horo jor-daitni. PosciigyBanHs
pi3HOMaHITHUX aTaK Ha Be6-3aCTOCYHKH.

Tema 10. KpuminasicTuuHi gocaipKkeHHs 6a3 TaHUX.

CyTHicTb KpUMiHaMiCTUYHOTrO AOCHiIKeHHS 6a3 JaHux. KpuMinanicTuune gocaimpkenns MS SQL.
BusiBsieHHsI peno3uTopiiB 6a3 JaHUX i 306ip ¢aisiB-mokasiB. Orysaa ¢daiiB 3 BUKOpUCTaHHAM SQL
Management Studio i ApexSQL DBA. Kpuminanictuune gocuimkernss MySQL. Apxitektypa MySQL i
BHU3HA4Y€HHS CTPYKTYPHU TeK JaHUX. [HCTpyMeHTHU KpUMiHaMiCTUYHOTO fgocifxxeHHda MySQL.
KpuminanictuuHe gociimkenusa MySQL nHa WordPress.

Tema 11. KpuMiHasicTU4HI JOCAIIKEHHA XMapHHUX CEPBICiB.

TexHoJs10Tii XMapHUX 064YKMC/IeHb. BiloMi aTaku Ha TexHOJIOTil XMapHUX 0649Hc/ieHb. CyTHICTD
KpPUMiHaJIiCTUYHOTO0 I0C/i/P)KEHHS TEXHOJIOTII XMapHUX 004U C/IeHb. 3aB/IaHHSA KPUMiHATICTUYHOTO
JOCTiPKeHHSI XMapHUX cepBiciB. BiAMIHHOCTI pi3HUX TUNIB KPUMiHAJICTUYHOTO JOCIiKeHHS XMapHUX
cepBiciB. PoJli 3allikaBJIeHUX CTOPiH Y KPUMIiHAJIICTUMHOMY JOCJ/Ii/PKEHHI XMapHUX CepBiciB. BUK/IMKH, 110
BUHMUKAKTh IiJ] 4ac NpoBeAeHHA KPUMiHAJICTUYHOTO JOC/iI>KEHHSI XMapHUX CEPBICIB.
KpumiHasnicTuuyHe fociipkeHHS XMapHUX cxoBuil, Dropbox Ta Google Drive.

Tema 12. KpuminanicTH4Hi foC/1i/[PKeHHS 1IKiAJIMBOTO MPOrPaMHOro 3a6e3Me4YeHHs.

[lIkignBe mporpaMHe 3a6e3nedenHs (II13) Ta mIgXy Horo BOPOBa>KeHHs B CUCTEMY. MeTo1u
posnoBcromxkeHHs II13. OcHoBHi ckiagoBi L3, [IpuHuMnK KpuMiHalicCTUYHOTO AocaigkeHHs HIIT3.
[nenTudikanis i BunydenHs I3 3 BK/IOYEeHO] i BUKJIIOUEHOI CUCTEMU.

CTBOpeHHs JabopaTopii i cepefioBuIIa 3 aHAMI3Y WIKiAJMBUX NporpaM. [IpaBusia 1abopaTOpHOTO aHai3y
[II13. luHaMiyHu# i cTaTUYHUN aHaMi3. BUK/IWKY, 1110 BUHUKAIOTh MiJ Yac NpoBeJleHHS
KpUMiHasicTu4HOro pocaifgxennsa HII3.

Tema 13. KpuMiHasicTU4HI BOC/TIIP)KEHHS €JIEKTPOHHOI MOIITH.

ApxiTeKTypa CUCTEMHU eJIeKTPOHHOI IIOLITH, CEPBEPH i KJIIEHTH, IX XapaKTEePUCTUKU. BaXXJIMBICTh
€JIeKTPOHHUX MOBiJOMJIEHb. 3JIOYUHH, [le BAKOPUCTOBYETHCA eJleKTpoHHa nowra. CkJIaZoBi 1ucTa
eJIEKTPOHHOI MOIITH, CJIY>KO0BI 3aroJIOBKH JIMCTa. ETanu KpuMiHaiCTUYHOTO 10C/iPKEHHSA
€JIEKTPOHHMUX JIMCTIB 3JIOBMHUCHHUKIB i IOTEpNiUX. [HCTpyMeHTH KpUMiHaJMiCTUYHOTO LOCIiKEHHS
€JIEKTPOHHOI IOILLUTH.

Tema 14. KpuMiHasicTuuHi gocaimkeHHs MOGIJIbHUX TPUCTPOIB.

Heo6xiHiCTh KpUMiHAJIICTUYHOTO JOCiKEHHS MOOIIbHUX IPUCTPOIB. Posib anapaTHUX i porpaMHUX
m1aT$opM Yy KpUMIHATICTUYHOTO JOC/iIXKeHHS MOGIJIbHUX NPUCTPOIB. PiBHI apxiTeKTypu oTOueHHs
MOGiJIbHUX NpUCTpPOiB. CTek apxiTekTypu Android i mponiecu 3aBaHTaxKeHHs cucTeMU. CTeK apXiTeKTypHu
i0OS i mpouecu 3aBaHTaKeHHS cCUCTeMU. BU3HaueHHs Miclib 36epexxeHHs J0Ka30BuUX JaHux. [linroToBka
Jl0 KpUMiHa/IiCTUYHOTO J,0C/i/XKeHHsI MOGIJIbHUX NPUCTPOiB. KpuMiHasicTHyHI AocaifKeHHS MOGIIbHUX
[IPUCTPOIB.

Tema 15. CkyiafiaHH 3BITY i Ipe/icTaB/IeHHS pe3yAbTaTiB KPUMiHANICTUYHUX JOCTiKEHD.

BaxxsinBicTh 0popMIIEHHS 3BITY 100 Pe3y/IbTATiB KPUMiHATICTUYHUX JOCTiIKEeHb. Y3arajbHeHUN
1abJIoH 3BiTY KPUMiHA/TICTUYHUX JIOC/IiPKeHb. Buu 3BiTiB Ta MeToMKa iX ck/aaHHA. CieniaicT 3
MePBUHHUX KPUMiHANiCTUYHUX JOCHIKEHD SIK CBiJIoK. [lopiBHSAAHHS poJiel eKCNepTiB i TeXHIYHUX
creniasictiB. CBif4eHHA crieliajiicTa y CyAi.

Tema 16. BukopucTtaHHs Jep:kaBHUX iHGOpMaLiHHUX CUCTEM Mif, Yac BUpIilIeHHSI KPUMiHATiCTUYHUX
3aB/laHb.

KpumiHanicTu4yHa peectpaliis sk iHpopmauiiiHa cuctema. 06J1iku MiHicTepcTBa BHYTPILIHIX ClIpaB
Ykpainu. O6iku iHpopMaliiiHO-A0BiAKOBOI c1yKO6HU. OBJIiKY MUTHOI cyK0U. KpuMiHanicTU4HI 06/1iKH
Mi>KHapoAHUX opraHizanii. Bukopucranusa indpopmauii KpUMiHaJICTUYHUX PeECTPALIHHUX CUCTEM.

Temu NPAKTUYHHUX 3aHATD

[IpakTU4Hi pO6OTH B paMKax JUCIUILIIHUA He Mepea6adeHi.

Temu 1a60paTOPHUX POGIT

Tema 1. BcTaHOBJIEHHS Ta HACTPOMKA CIlel[ia/li30BaHOT0 MPOrpaMHOro 3abe3MnevyeHHs.
Tema 2. 36ip Ta anasni3 udpponoi kpumiHaictuyHoi iHpopmarni B OC Windows.

Tema 3. 36ip Ta aHasui3 nupposoi kpuMinaaictuunoi iHpopmani B OC Linux.

Tema 4. BigHoB/IeHHS BUiasieHOT0 PO3Ai/ay Ta BifHOBJIeHHs Raid..

Tema 5. Ananis daitoBoi cuctemu NTFS.

Tema 6. AHaniz apTedakTiB npukaagHux nporpamm y Windows.

HauionaAsHuit TeXHIYHUI YHIBEPCUTET

Hugposa kpuminasicmuka «XapKiBCBKMIT HOAITEXHIYHMI IHCTHTY T »




Tema 7. KpuMiHa/liCTUYHUU aHAJIi3 Mepexi.
Tema 8. AHasni3 onepaTUBHOI MaM’ sATi.

CamocriiiHa po60Ta

CamMocrTiliHa po6oTa CTy/leHTa € OJHi€l0 3 popM opraHizaiiii HAaBYaHHs, OCHOBHOI0 GOPMOIO0 OBOJIOiHHA
HaBYa/IbHUM MaTepiaJioM y BiJIbHUU BiJi ayIUTOPHUX HaBYaJIbHUX 3aHATH 4ac. [lig yac camocTiiHoi
pOGOTH CTYIeHTH BUBYAIOTh JIEKI[iIHHUN MaTepiali, TOTYIOThCS /10 JTa60pPaTOPHUX POOGIT, KOHTPOJbHHUX
po06iT, 3a/iKiB Ta icnuTiB. CTyIeHTaM TaK0X peKOMEHAYIOThCS 101aTKOBI MaTepianau (Bigeo, ctaTTi) s
CaMOCTIMHOIr0 BUBYEHHS Ta aHaJi3y.

HedopmasbHa ocBita

B pamMkax HepopMasibHOI OCBiTH 3rifjHO BiAnoBigHoro [Mosoxenus (http://surl.li/pxssv), ocBiTHS
KOMIIOHEHTA abo il OKpeMi TeMH MOXYThb OyTH Bpax0BaHO ¥ pa3i caMOCTiHHOT0 MPOXOAKeHHS
npodeciiHUX KypcCiB/TPeHIHTIB, OTpUMaHHS rPOMa/IsTHCbKOI OCBITH, OHJIAMH OCBITH, IpodeciiHOTO
CTaKyBaHHS TOLLO.

3a JaHMM KOMIIOHEHTOM BpaxyBaHHs TeM, V pa3i ycHilllHOro 3aBeplIeHHs KypcCiB, He epejibayeHo.

JlirTepaTypa Ta HaBYaJ/IbHiI MaTepiain

OcHOBHa JiiTepaTypa

1. Davidoff, Sherri. Network forensics: tracking hackers through cyberspace / Sherri Davidoff, Jonathan
Ham. Pearson Education, Inc. 2012.
https://ptgmedia.pearsoncmg.com/images /9780132564717 /samplepages/0132564718.pdf

2 €scees C.I1. KIBEPBE3IIEKA: JIABOPATOPHUM [TPAKTUKYM 3 OCHOB KPHUITOTPA®IYHOI'O 3AXUCTY
/ C.IL. €Bcees, 0.B. Minos, O.'. Koposib - JIbBiB: «HoBuii CBiT- 2000», 2020 . - 241 c.
http://library.hneu.edu.ua/storage /new-arrivals-books/December2020/Yevseiev.pdf

JoaaTkoBa JiTeparypa

3. Aaron Philipp, David Cowen, Chris Davis. Hacking exposed computer forensics. Second edition. The
McGraw-Hill Companies, 2010.
https://needuxnworkplace.wordpress.com/wp-content/uploads/2014/01 /hacking-exposed-computer-
forensics-secrets-solutions.pdf

4. Bo6auso 10.]1,, T'opbaruii [.B. (pen.) Inpopmaniiina 6e3neka. HapuanbHuil noci6HuK. — JIbBIB :
BugaBaunTBO JIbBiBCchbKOI noJtiTexHiky, 2019. — 580 c. — ISBN 978-966-941-339-0
https://pdflib.vntu.edu.ua/books/2021/Bobalo 2019 580.pdf
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Cucrema OLiHIOBAaHHA

KpuTepii onjiHIOBaHHA YCHILIHOCTI CTyAeHTa
Ta po3NnoAii 6asiiB

Bany HapaxoByHOTbHCA 32 HACTYITHUM
CIiBBiJHOIIEHHSIM:

eslabopaTopHi po6oTu: 40% ceMecTpoBOI OLiHKY;
ecamocTiiiHa po6oTa: 10% ceMecTpOBOi OLIHKY;
*KOHTpOJIbHA po6oTa: 10% ceMeCcTpOBOi OLIiHKY;
e3aik: 40% ceMecTpoBOi OLLiHKH.

IIIxaJ1a oLiHIOBaHHSI

Cyma HanionanbHa oLiHKa ECTS

baJsiiB

90-100 BigmiHHO A

82-89 Jo6pe B

75-81 Jo6pe C

64-74 3a/10BiJIbHO D

60-63 3a0BiJIbHO E

35-59 HesagosinbHO FX
(moTpibHe Jo/aTKOBE
BUBYEHHS )

1-34 HezapoBinbHO F
(moTpiOHE MOBTOpPHE
BUBYEHHS )

HopMmu akaaemMiyHOI eTHKM i IOJIITUKA KypCy

CTyleHT NOBUHEH J0TpUMyBaTUCcA «KoJlekcy eTUKHU akaieMiYyHUX B3a€EMOBITHOCHH Ta 106pOYeCHOCTI
HTY «XIIl»: BUABJAATH AUCUUILIIHOBAHICTh, BUXOBAHICTBh, J060PO3UUYJINBICTD, YECHICTB, BiANIOBIAAIBHICTb.
KoHouikTHI cuTyaliil NIoBUHHI BiIKPUTO 0GroBOPIOBATHUCSA B HABYAJbHHUX I'PyIax 3 BUKJIAAAueM, a IPU
HEMOJIMBOCTI BUpilleHHsI KOHQJIIKTY — JOBOAUTHCA [0 BifoMa crliBpobiTHUKIB JUPEKLil iIHCTUTYTY.
HopmaTuBHO-IIpaBoOBe 3a6e3MeYyeHHs BIIPOBAKEHHS IPUHIIUIIIB akaaeMidyHoi jo6podecHocTi HTY

«XTIII» po3mimeHo Ha caiTi: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/

IloroaxeHHsAa

Cnna6yc MMOToAXKEeHOo 28.08.2024
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