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KinbkicTp HaykoBuUX my6Jtikawii: noHas 350, 3 HUX NaTeHTiB HA KOPUCHY
MoJienb 42, 17 moHorpadil, 3 IKUX 9 KoJIeKTUBHUX MOHorpaodiii, 31
HaBYaJIbHUM NMOCIOHUK, 3 sIKUX 4 3 rpudoM MiHicTepcTBa ocBiTH i HayKu
Ykpainy, 163 cTaTTi y 3aKOpJ0HHUX BUAAHHSAX Ta $aX0BUX BUJAHHAX YKpaiHY,
3 HUX 61 y HayKOMeTpU4Hiil 6a3i Scopus. [IpoBifHUI JIEKTOP 3 JUCIUILIiH:
«MeHemxMeHT iHpopMaliliHoI 6e3neku», «BBesileHHs B Mepexi», «be3neka
GaHKIBCbKUX cucTeM» , «['iOpuIHI BiiHY Ta HallioHA/IbHA 6e31eKay», «AyIUT Ta
MOHITOPUHT KOPIOPaTUBHUX Mepex», «Blockchain: ocHoBU Ta npuknagu
3acTocyBaHHA», «OCHOBM CMapT-KOHTPAKTiB», «OCHOBH Kibepbe3neKku» y
CTy/leHTiB 6akasiaBpiaTa Ta MarictpaTypy, Po3ain «MeToau i TexHoJ1OTii
MOHITOPUHTIY Ta ayAUTYy iHpopMauiiiHOI 6e3nekun», «MeTo U No6yL0BU
MOCTKBAHTOBUX KPUIITOCUCTEM», « HOBITHI TexHoJIOTii 3a6€3me4eHHs
Kibep6be3neKHy Ha OCHOBI TeXHOJIOTii 6/JI0K4YelH» /IJ151 acllipaHTiB

JleTa/bHillle PO BMKJ/IaJa4a Ha CalTi Kapeapu

3arasbHa iHpopmanisa

AHoTanis

HaBuasnbHa gucuumniiHa "MeHekMeHT iHopMaliiiHOi 6e3neku” € HOpMaTUBHOIO HABYAJIbHOIO
JUCIUILIIHOK. [luciuIliHa cipsiMOBaHa Ha HAOYTTS CTYIEeHTOM TeOPETHYHUX 3HAHb Ta MPAKTUYHUX
HaBWYOK I[0/I0 yIIPaBJIiHHSA iHpopMaliiHO0 6e31eKot0 B iHGOpMalliliHO-TeJIleKOMYHiKalli HH X
(aBTOMaTH30BaHUX) CUCTEMaX JJIs1 peaJiizallii BCTAHOBJIEHOI MOJITUKHU O€e3MeKHU.
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MeTa Ta mijli AUCHUILTIHU

®opMyBaHHA y CTY/[IeHTiB TEOPETUYHHX 3HAaHb OCHOBHUX IIPUHLUIIIB MEHePKMEHTY YIIpaBJIiHHA
IHIMJAEeHTaMU Ta pU3UKaMHU Ha OCHOBI BUMOT MI>KHapOJHUX PeryJasaTOpiB.

dopmar 3aHATH

Jlekii, 1a6opaTopHi po60TH, caMoCTiiHHA po60Ta, KOHCY bTallil. [1ifIcyMKOBUH KOHTPOJIb — iCITHT.

KoMneTreHTHOCTI

K3-3. 3paTHicTh 10 a6CTPaKTHOT'O MUCJIEHHS], aHaJIi3y Ta CHHTE3Y.

K3-7. 3paTHicTb A0 noiyky, 06po6JieHHs Ta aHaui3y iHpopmarii 3 pisHUX mKepedt.

O®K-2. 3aTHiCTh aHa/Mi3yBaTH BUKJUKH Ta 3arpo3U HalliOHaJIbHIN 6e3neli 3a HanpssMKamMu npodeciiHoi
JislIBHOCTI, CHHTe3yBaTH iHpopMaliio 110/10 po3pobJieHHs Ta peastisallii eJleMeHTiB cTpaTerii y
BU3HaYa/IbHUX cdepax HallioHaIbHOI 6e3neku (MoMiTUUHIN, eKOHOMIYHIH, collia/ibHiN, TyMaHITapHiN).
®K-5. 3aTHICTh BUKOPUCTOBYBATH iCTOPUYHUHM 0CBIi/l BIHCbKOBUX TA MOJIITUYHUX CTPATETiH
iHO3eMHUX Jiep>KaB 3 METOI0 BUpillleHHs 3aB/laHb 3 HalliOHA/IbHOI Ge3MeKHu.

©®K-6. 31aTHICTE BUKOPUCTOBYBATH iIHO3EMHY MOBY /11 OTPUMAaHHS 10/1aTKOBUX 3HAHb i yMiHb 3
NUTaHb HalliOHAJIbHOI 6€e31eKH, B3aEMO/AIAATH 3 iIHO3€eMHUMHU MTapTHEPAMHU.

®K-7. 3paTHicTh BU3HAYaTH HE0OXijHI MpaBOBi Ta opraHisaniiiHi 3axoj1 Bpery/iloBaHHsI KOHQJIIKTIB,
NOB’I3aHHUX i3 3a0e31e4eHHAM HalliOHaJbHOI Oe3MeKU.

O®K-8. 3paTHiCTE BUKOPUCTOBYBATHU MeXaHi3MU 3abe3MevYeHHs HallioHaJbHOI 6e3Mneku y ii
BU3HAYa/IbHUX chepax.

O®K-9. 3aTHiCTh BUKOPUCTOBYBATH 3HAHHSA 1[0/[0 6€311€K0BOI CK/1aI0BOI 30BHIIIHBOI MOJIITHKY YKpaiHU
Ta iHIIUX AepKaB.

©®K-10. 3xaTHIiCTh 3aCBOI0OBAaTU OCHOBHI TEOPETHUYHI NOHATTSA Ta HAOYTTS NPAKTUYHUX HABUYOK
JOCJIP)KeHHA, IATOTOBKU JOKYMEHTIB Ta IX BUKOPUCTAHHSA B YIPABJIIHCHKIN JiA/JIbHOCTI.

®K-11. 3paTHiCTh BUKOPUCTOBYBAaTH NPAKTU4YHI HABUYKH, TAKTUKY Ta IPUUOMU POOOTH 3 JIIOJbMU B
iHTepecax cay»00BOiI JiIIbHOCTI.

@®K-12. 3paTHiCTh BUKOHYBAaTH 3aX0/lU TEPUTOpPiaibHOI 060POHH, @ TAKOX LIMBIJIbHOTO 3aXUCTY Y MeXax
npodeciiiHOI KOMIIETEHTHOCTI.

©®K-13. 3xaTHICTh OLIiHIOBATH BIJIUB I7106a/IbHUX NP06JieM i TpaHcopMaliil reonoJiTUYHOTO Ta
re0eKOHOMIYHOI0 IPOCTOPY Ha HalliOHa/bHY 6e3IeKy.

®K-14. 3paTHiCTb 34iCHIOBATH MOHITOPHHT 30BHILIHBOI Ta BHYTPILIHbOI NOJITUKH Jlep>KaBH Y
KOHTEKCTi 3a6e31edeHHs HallioHaJIbHOI 6€3MeKH, TOTYBATH MPOTO3HUILii 111010 MiBULIeHHS 11
epeKTHUBHOCTI.

Pe3ysibTaTH HAaBYaHHA

[TPH-3. BMiTH 3a ;oNOMOro10 abCTPAaKTHOI'O MUCJIEHHS, aHaJ1i3y Ta CUHTE3Y OL[iHIOBAaTH pe3yJibTaTU
npodeciitHoi fisisibHOCTI Ta 3a6e3ne4yBaTH ii AKiCTb, 6yTH KPUTUYHUM | CAMOKPUTUYHUM,
HamnoJIerJIMBUM ILLOJ0 IOCTaBJeHUX 3aBJlaHb i B3ATHUX 3060B’A3aHb.

[IPH-5. BinbHo cnizikyBaTHCS iHO3eMHOI0 MOBOIO Y MexaX NOTpe6u cBoel npodeciiiHoi [isiIbHOCTI.
[IPH-7. BMiTU BUABJIATH, CTABUTU Ta BUPILIyBaTU podeciiiHi 3aBJjaHHs, BMITH y3arajbHIOBaTH
OTpUMaHi pe3y/bTaTH, 06PO6JISATH Ta aHaMi3yBaTH iHpopMalito 3 pisHUX JKepes1, 0GOPMJIIOBATH i
Npe3eHTyBaTH Pe3y/IbTaTH AOCJiAKEeHb BiJlIOBIIHO /0 BUMOT.

[TPH-8. BMiTu BUKOpUcTOBYBaTH iHpopMalliliHi Ta KoMyHiKaliliHi TexHoJ10Til i Ha 1[Il OCHOBI
dopmyBaTH edeKTHUBHI cucTeMU iHpopMaliiHO-aHAMITUYHOTO 3a6e3MedyeHHs NiATPUMKA NPURHATTSA
pillleHb 010 3aMo6iraHHsA, MPOTUAIIl Ta HeUTpaJti3anii 3arpo3 Hal[ioHaJIbHIM Ge3MeKU.

[TPH-9. BMiTH BUKOPUCTOBYBATH O€3MEKOBI PEXKUMU IiJl YaC BUKOHAHHS C/IYKO0BUX 0060B’SI3KiB.
[TPH-10. BMiT1 aHasii3yBaTH BUKJIWKU Ta 3arpo3U HallioOHaJIbHIM 6e3neli 3a HanpssMamMu npodeciiHol
JislJIbHOCTI Ta cMHTE3yBaTH iHdopMalLiio 111010 po3p06JeHHs Ta peasisalii cTpaTeriil y BU3Ha4YaIbHUX
cdepax HalioHA/IBHOI 6e3neKH (MoiTUYHIM, eKOHOMIYHIH, coljiabHiN, r'yMaHiTapHiN).

[TPH-12. BMiT1 3acTOCOBYBaTH 3HAaHHS 3 OCHOB Teopii HallioHa/IbHOI 6e31eKH, 30KpeMa: OlliHIOBaTH
006CTaHOBKY, piBeHb BUKJIMKIB Ta 3arpo3 HallioHa/IbHiN Oe3mnelri.

[IPH-13. BMiTH BUKOPUCTOBYBATH iCTOPUYHUI JOCBIJ BiIHCbKOBUX Ta NOJIITUYHUX CTpAaTeril iHO3eMHUX
Jlep>KaB 3 MeTOl0 BUPillleHHS 3aBJaHb 3 HalliOHAJIbHOI Oe3MeKH.

HauionaAsHuit TeXHIYHUI YHIBEPCUTET
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[TPH-14. BMiTu yuTaTH ¥ po3yMiTu $paxoBy iHIIOMOBHY JiTEpPATypy, BUKOPUCTOBYIOUM ii y colliasibHii i
npodeciitHii chepax, a TAKOXK JJEMOHCTPYBATH KyJIbTYPY MUCJEHHS Ta BUSABJISTH HABUUKH 11010
oprasizarii KyJIbTypHOTO JliajioTy 3 iHO3eMHMMHU MapTHepPaMH Ha PiBHi, Heo6xigHOMY A/ TpodeciiiHoi
JiSIJIbHOCTI.

[IPH-15. BMiTh BU3HayaTH HeoOXi/IHi MpaBOBi Ta OpraHizauiiiHi 3axoA1 BperyJIl0BaHHS KOHQJIIKTIB,
MOB’sI3aHUX i3 3a6e3MeYeHHSAM Hal[iOHAJbHOI 6e3MeKH.

[IPH-16. BukopuctoByBaTH y nipodeciiiHiil AiiibHOCTI OKpeMi eJleMEHTH MeXaHi3My BIJIMBY Ta
B3aeMO/il y npotieci 3a6e3nevyeHHs OKPeMHUX CKJIaIOBUX HalliOHAJbHOI 6e3MeKH.

[IPH-17. BMiTH BUKOPHCTOBYBAaTH OTPHUMaHi 3HaHHS 111010 6€3MeK0BOi CKJ/IaJ0BOi 30BHIIIIHBOI MOJITUKH
YKpaiHu Ta iHIIKX AepKaB.

[IPH-18. Po3yMiTu 0CHOBHi TeOpeTHUYHi MOHATTS, 3aCTOCOBYBATH HAOYTi MPaKTUYHI HABUYKU
JOCTiPKeHHS Ta MiATOTOBKU JOKYMEHTIB, IX IpaBUJIbLHOTO BUKOPUCTAHHS B YIIPaBJIiHCbKIN AiIJIBHOCTI.
[TIPH-19. BMiTH BUKOPHCTOBYBATHU y IpodeciiHil JissJIbHOCTI METOAM Ta iIHCTPYMEHTH opraHisarii
colniasibHOI B3aEMOJII, CTiBpOGITHUIITBA Ta PO3B’s13aHHSA KOHQJIIKTIB y cdepi mpodeciiiHOI AisIbHOCTI,
MPaKTUYHI HABUYKH, TAKTUKY Ta MIPUHOMH, pOOOTH 3 JIIOJIbMU B iHTEpecax CayK060B0i AiAbHOCTI:
MpaloBaTU y KOMaH/li 3 MO3UIIil Jiijlepa, pafiHUKa (KOHCYJIbTaHTa), IOMiYHHKA, JIaHYBaTH
BUKOPHUCTAHHS Yacy Ta BU3HAYATH CTUMYJIU i 6ap’epu epeKTUBHOI pO6GOTH, 34iHCHIOBATH PO3TO/IiI
(meneryBaHHs) QYHKIiH, TOBHOBaXKEHb i Bi/IMOBiZIaIbHOCTI Mi’>k BUKOHABIISIMH.

[IPH-20. BMiTH BUKOHYBaTH 3aX0/i11 TEPUTOPia/IbHOI 060POHH, a TAKOXK LIUBIJIbHOTO 3aXUCTY Y MekKax
npodeciiHOI KOMIIETEHTHOCTI.

[IPH-21. BMiTH OLIiHIOBATH BIIMB IVI06aJbHUX MP0O6JIEM i TpaHChOpPMaIlil reonoJiTHYHOrO Ta
re0eKOHOMIYHOT0 IPOCTOPY Ha HaljioHa/IbHY 6e3MeKy, 3/iliCHI0BaT MOHITOPUHT 30BHILIHbOI Ta
BHYTPIIIHBOI NOJITUKHU JepKaBy Y KOHTEKCTi 3a6e31e4eHHs HallioHa/lbHOI 6e3MeKy Ta FOTyBaTH
MPOMO3MUILii 111010 MiBUIIIeHHS il e)eKTUBHOCTI.

06car AMCHMILIIHU

3aranbHui o6car aucuumitiny 90 rof. (3 kpeautu ECTS): sekuii - 16 roa., 1abopaTopHi po6oTu - 16
ro., camocTtiiHa po6oTa - 58 rog.

IlepeaymMoOBU BUBYEHHS AUCHMIUIIHU (IpepeKBi3UTH)

HauionasbHa 6e3neka aepxaBy, OCHOBY MOGYZ0BHY Ta 3aXUCTY CYYaCHUX ONepaLiiHUX CUCTEM,
BBeZieHHS B Mepexi.

0Co06JIMBOCTi AUCHUIJIIHK, METOJAM Ta TEXHOJIOTil HaBYaHHA

B xoni BUKJIalaHHs JUCLMILIIHY BUKJ/IaJlaueM 3aCTOCOBYIOTBCS [0SICHIOBAJIBHO-1JIIOCTPAaTUBHUM
(indopmanifiHo-peLlenTUBHUI) Ta PENPOAYKTUBHUM MeTOAM HaBYaHH. B IKOCTi MeTo1iB BUKJIaJaHHS,
sIKi HanpaBJ/ieHi Ha aKTUBi3allilo Ta CTUMYJIIOBAaHHS HaB4YaJIbHO-Mi3HABAJIbHOI AisSl/IBHOCTI 3,06yBauyiB,
3aCTOCOBYIOTbCS pe3eHTallii, 6ecify, iHAUBIAyaabHI TPyOBI MPOEKTH, MallCTep-KJIaCH.

IIporpama HaB4YaJIbHOI AUCHUILIIHA

TeMu JIeKIilHUX 3aHATH

Tema 1. [lousaTTs iHpopMaliiiHOT 6e3neKU Jlep>KaBH i CKJIaJJ0BUX HalliOHAJIbHUX iHTepeciB YKpaiHu B
inbopMmarniinin chepi.

BaszoBi Tepminu i noHsaTTs 1B . EBosronis kibep3arpos. KputruyHo BaxkIuBi iHQpacTpPyKTypH AepKaB
Ykpainu Ta CIIA. Ki6eponepariia «OsiMmiticbki irpu». KibepaTaka Ha piBHeHCbKY AEC. KibepaTaka
carbanaki Minbsapa goaapis. 3BiT CISCO 3 iHdopMaliiiHoi 6e3neku 3a nepiie niBpiuyus 2017. AHanis
cnoco6iB po3sropTtaHHA mkigausoro 10 . [cTopis inHnuaeHTiB - 2008, ciekysanii?. IcTopis iHIUAEHTIB —
2012.Yu peansbHi pusuku? 3arposu cborofHi. [loTouyHa cutyarnis y 6e3neku ACYTII . BpasauBocTi:
Jwoacbkui ¢paktop . [Ipobsiemu kibepbe3neku B iHTepHeTi peyeit . OCHOBHI NPUYMHU KibeprnopylieHb .
AKTyaJbHICTb IHIU/IeHT-MeHePKMeHTY . ba3oBi MOHATTSA iHIIMeHT-MeHepkMeHTy. BuMoru no
ynpasJiiHHA iHuuaeHTamu 3rigHo ctangapty ISO/IEC 27001. Mogeb nporuecy ynpaBJliHHS
inmuaenTamu srigHo craggapty ISO/IEC 27035 . O3Haku innugenTiB 1B . il ynpaBsiHHS iHIHJeHTaMHU.
CtaHpapTH, peKoMeHAallii Ta Kpailli IPaKTUKU y cepi yrpaBaiHHSA iHIIUIEHTAMM .

TeMma 2. MeHe[XKMEHT iHIUAEHTY iHGOpMaliliHOI 6e3MeKHU.
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KopoTkuii orsia npo6JieMu ynpaB/iHHS pU3MKaMU. [HTerpauis ynpaB/iiHHS pUSUKOM Y XKUTTSAHUN [UKJ
po3BUTKY cucteM (system development life cycle, sdlc). Cranmapt ISO/IEC 27001 . XKutTeBu#t niuk IT-
cructeM. MeTo/10J10Tisl OLIIHKK PU3UKY. XapaKTepUCTUKA CUCTeM. [meHTHdikalis 3arpoa. [aeHTHdikamisa
Bpa3AUBOCTel. AHaJi3 KOHTPOJIIO (KepyBaHHs ). BU3HaueHHS MOXJIMBOCTI (MOXJ/IMBOCTI). AHaJIi3 BIJIUBY
(Bm1uBY). BusHaueHHs pusuKy. PekoMeHauii 3 koHTpoJito (kepyBaHH#A). JlokyMeHTa/bHe 0pOpMIIeHHS
pe3yJ/bTaTiB. 3MeHIIeHHsI pU3UKiB. 3arajibHa HACAIAHICTb Ail y MeTO/10J10Tii 3MeHIIIeHHSI PU3UKIB .
Anauiz peHTabe/bHOCTI i 3a/IUIIKOBUHM pU3UK . Kito4oBi GakTOpH YCHILIHOTO YIIPaBJaiHHSA PU3UKAMHU .
Tema 3. 0co6/IMBOCTI MeHEKMEHTY iHIUAEHTIB 32 BUMOTaMu MixkHapoaHoro ctauaapty [TIL.
KoHnenuis no6y10BY, CTPYKTypa Ta GyHKIIOHA/IBHI 0COBIHMBOCTI eHEKTUBHOI CUCTEMH MeHeKMEHTY
inmuaeHTiB IB. OcoG/IMBOCTI MeHeKMEHTY iHIMAEHTIB 32 BUMOTaMH MixkHapoaHoro cranaapry ITIL.
Tema 4. [lonsaTTs rpynu pearyBanHs Ha iHuugeHTH Ib (CERT / CSIRT): icTopist po3BUTKY Ta MOMKJIUBI
BUT'O/IU NlepeJi- IPUUHATTAM.

Y3aranbHeHa kiacudikanis rpyn CERT / CSIRT: cdepa mistibHOCTI, 1iJii Ta MOTEeHI[IHHI KIIEHTH.
[TousaTTsa rpynu pearyBanHs Ha iHuugeHTH Ib (CERT / CSIRT): icTopist po3BUTKY Ta MOXJIMBi BUTOIH
nepej- NPpUUHATTIO.

Tema 5. [HcTpyMeHTapi asis epekTUBHOTO GYHKIIOHYBAaHHS TPYI pearyBaHHs Ha iHuugeHTH Ib.
JlokyMeHTalliliHe 3a6e3eUeHHs MPolLecy yIpaBaiHHA iHnuaeHTamu Ib. JisyibHicTh pisHUX rpyn
pearyBaHHs Ha iHUuAeHTH 1B. [HCTpyMeHTapii 4151 epekTUBHOrO GYHKILIOHYBaHHS IPYyN pearyBaHHsA Ha
iHuuaeHTu Ib.

Tema 6. JlokyMeHTalliliHe 3a06e3neUyeHHs IpoLecy ynpaBjiHHs iHuaeHTaMHu Ib.

[IpyukJIaAy JOKYMEHTIB: MpUBaTHA (KOpIOpaTHUBHA) MotiTUKa MeHePKkMeHTY IB . lisibHICTDb rpyn
pearyBaHHs Ha iHuuaeHTH 1B (CILIA) . HaBimo SOC notpibeH koMmnaHnismM. Ak BnpoBagutu SOC B
opradisauii . 36epiTh KOMaHy eKcepTiB . ByibTe B Kypci HOBUX 3arpos . 3abe3neute iHPPacTPyKTypy
anda nigrpumku SOC . Mogeni SOC y HoTtanii NIST CYBERSECURITY FRAMEWORK. [HcTpyMeHTH i AIKiCTB
JlaHuX . BusiBjieHHs . AGCTpaKTHI iHCTpyMeHTHU 3abe3neueHHs 6e3MeKu Mepex . BapTicTb XuGHUX
npo6oTyBaHb . KibKicTh faHuX . 3pa3KoBU NepeJiik MUTaHb IPU NPOrpaMHO-TexHiuHil ekcniepTusi IC
nicsis Aii iIHGUAeHTiB . 3pa3KoBi NepeJiiku nic/is ypaxkeHHs iHuugeHTamu Ib.

Tema 7. AHas1i3 pu3HuKiB B obJsacTi 3axucty iHdopmariii.

EBoutontig 3arpos. Pekomengarii CISCO .

Tema 8. YnpaBJiliHHA pU3MKaMU Ta M>XKHapO/HI CTaHAapTH.

MixxkHapoauuit craggapt iso 31000. ETanu npouecy ynpaB/iHHA pU3MKaMU. YKpPaiHCbKUH JepKaBHUN
LeHTp pajiovyacToT. PamkoBa nmporpama 3 Kibep6e3neku. OcHoBa paMKoBOI nporpaMu. OcCHOBHi GyHKIIT
paMKoBoi nporpamu. PiBHI BpoBa/keHHA paMKOBOI nporpaMu. PaMkoBa nporpama 3 kibep6esnekH.
BcTaHOBJ/IEHHS 260 BOCKOHAJIEHHS IPOrpaMu Kibepoe3mneKH.

Tema 9. TexHouJiorii aHai3y pU3KUKIB.

Ayput indopmanilinoi 6e3neku. 06¢cTexxeHHs BUUUCA0BanbHOI cucteMu ITC. O6cTexkeHHs
inpopmaniriHoro cepenosuia ITC. O6cTexxeHHs pisuuHoro cepegouina ITC. 06¢cTexxeHHs cepeloBUILA
kopucTyBauiB. TectyBaHHs Ha BpasauBocTi ITC. Ayaut iHdopmaniliHoi 6e3neky 6aHKy. MeToau OL[iHKH
pusuKiB. [I[pakTUUYHUUN pU3UK-MeHekMeHT. MeToguka CRAMM. MeTtoauka RiskWatch.
MeTtoaukaMicrosoft.

Tema 10. [osiTuku indpopmanifiHoi 6e3nexu.

Ctpyktypa noJituku. [lonituka Ib (npukiaaz). [nentudikauisi Ta oniHka akTUBIB. AHai3 Jpxepen
npo6JieM. Posii Ta 060B’s13ku o0 Ib. Po3noain 060B’sa3kiB. KOHTaKTH 3 NOBHOBaXKHUMHU OpraHaMHu.
KoHTakTu 3 rpynamu ¢axiBLiB 3 NeBHOI IpobseMaTUKU. [I[pukiag po6oTH 3 6e3IeKU B yrojax i3
TpeTiMu ocobamu. Ib B ynipaBiHHI npoekTamu. Mo6isibHe 06J1aHaHHSA Ta BifaseHa pob6oTa. BigganeHa
po6ora. besneka nepcoHany. TepmiHu Ta yMOBH HaliMy. BianoBifjanbpHicTh KepiBHUITBA.
[ToiHpopMoOBaHicTb, OCBiTa it HaBYaHH4 1100 IB. [I[punrvHeHHs Y4 3MiHA YMOB HaliMy. YipaBJliHHS
akTuBaMu. Bonoginua aktuBamu CMIB.

Tema 11. [TosiTuKa cucTeMu MeHePKMEHTY iHPopMaLiiiHOi 6Ge3MeKH.

Cuctema MeHePKMeHTY iHpopMallifiHol 6e3neku. OpieHTOBHA MOCiIOBHICTB Ail pu po3po6bui CMIB.
0608B'a3k0Bi lokyMeHTH CMIB. 3arasnbHa nosiTika iHpopMaliiiHoI 6e3neKH MOKe BKJII0YATH HACTYIIHY
inpopmarnito. [Ipukaaz cTpyKTypH (3arajsibHoi i leTaqbHUX) MOJIITUK 6e3MeKn opraHizauii (g5
3abe3neyeHHs MepexxeBol 6e3nekH). [Ipukiaa noitTuky iHpopmariiiHoi 6e3neku. [IpuKIagy HeBAAIUX
NOJITHUK. [HIIi 03HaKU NOraHUX AOKYMeHTiB. @aKTOpH, 110 BU3HAYAIOTh e(PEeKTHUBHICTb MOJITHKH
6e3neku. Content of standard 27001:2013. KonTekcT opranizariii. Jlizepctso. [lnanyBaHHs. OniHka
pu3uKiB iHpopManiiiHoi 6e3neku. 06po6ka pusukiB iHpopmaniliHoi 6e3neku. 3asBa (Jeksapalis) npo
MOXKJ/IMBICTBb 3aCTOCYBaHHS 3ac06iB KOHTpoJI0 (statement of applicability). LliboBi nokasuuku B cepi
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iHdpopMalilfiHol 6e3neKH Ta IJIaHYBaHHS IX AOoCcSTHeHHs. 3abe3nedeHHs. JlokyMeHTOoBaHa iHdopMaliist.
[Ilo MOBUHHO OYTH 33I0KyMEeHTOBaHO? YIIpaBJIiHHSA JOKYMeHTOBaHOi iHpopmanieto. OyHKITiOHyBaHHS.
OuiHka pe3yabTaTiB AisiibHOCTI. [losineHHs.

Tema 12. Ayaut 6e3neku i aHasi3 pU3HUKIB.

B3aeMo3B's130Kk MOHATD. fKicHa oninka CMIB. 3micT npouecy ynpasiiHHA iHIUgeHTaMu. [I[puanHu
BUHUKHEHHS iHIUAeHTIB. CienudivHi NUTaHHA yIpaB/IiHHA iHIUAeHTaMu iHGopMaliliHOl 6e3MneKn
pO3rA[aThCS B HACTYNHUX JOKyMeHTaxX. [llianyBaHH4 i migrotoBka. ['pyna po3sciaifyBaHHs
iHnuaeHTiB. CTpyKTypa KOMaH/I1 3 PO3CaiAyBaHHS iHUUAEHTIB i6. Po3po6ka HOpMaTUBHUX JJOKYMEHTIB
3 yIpaBJIiHHA iHIUAeHTaMu. [IpyHIMIIN edeKTUBHOI MOJIITUKY pearyBaHHSA Ha iHIUAEHTH i6. [TosiThka
po3ciilyBaHHSA iHIMAEHTIB iHpopMaliiiHoi 6e3meku. Pecypcu i iHcTpyMeHTapil po3c/ilyBaHHSA
iHnuaeHTiB iHpopMaliiiHoi 6e3neku. [I[peBeHTHUBHI 3ax0/1. BUusiBJIeHHS Ta aHaJli3 iHIIU/IeHTIB
indpopmariliHoi 6e3neku. O3HaKM iHIUAEHTY iHGOopMalliiiHOI 6e3MeKku. AHaJI3 iHITUIEHTIB
iHdpopMariiiHoil 6e3nekH. JloKyMeHTyBaHHS iHIUAeHTY iHpopManifiHoi 6e3neky. Po3cuiika moBigoMeHb
npo iHuuAeHT iHpopMalliiiHoi 6e3nekH. [IpoTuis momupeHHw iHuAeHTY. [Iponeaypa JikBigamii
HacJiakiB iHuugeHTy Ib.

Tema 13. 3axycT Ta aHaJIi3 KiHLeBUX IPUCTPOIB.

3axuCT Bij WIKiAJUBUX NporpaMM. 3aXUCT BiJf BTOPrHeHb HapiBHi XocTa. besneka JoaaTKiB.
[IpodinbyBaHHS Mepexi i cepBepa. 3arajibHa CUCTeMa OI[iHKU BPa3JIMBOCTEN. 3arajbHa CUCTEMA OLiHKU
BpasJsinBocTei (CVSS). ApxiTeKkTypu 3abe3nedeHHs Bi/[MOBiJHOCTI. be3neyHe ynpaB/iHHA TPUCTPOSIMH.
Cucrtemu ynpaBJiiHHS iHpopMaliiiHOIO 6e3MeKOol0.

Tema 14. MoHITOpPUHT 6e3MeKHU.

MoHiTopUHT HalnomupeHimuxX NPpoToKoJIiB. TexHoJiorii 3a6e3nedeHHs 6e3neku. TUNH JaHUX Oe3MeKH.
[JaHi ceancy i Tpansakuii. ’KypHanu KiHIeBUX IPUCTPOIB. MepexeBi )KypHasu.

Tema 15. AHaJ1i3 JaHUX BTOPTHEHb.

Ixepesa nonepemxeHb. OV OLIHKY IONepeKeHb. 3arajibHa maaTdopma gaHux. JocimkeHHA
MepexxeBUX AaHuX. [ligBULeHHs epeKTUBHOCTI po6OTH aHaMITHKIB 3 Kibepbe3neku. 06pobka fokasiB Ta
aTpubyLig aTak.

Tema 16. PearyBaHHA Ha iHIM/IEHTH Ta iX ONpallOBaHHS.

Mogpeni pearyBaHHs Ha iHUMAeHTU. 06p0o6Ka iIHIUEHTIB.

Temu NPAKTUYHHUX 3aHATH

[IpakTU4Hi pO60TH B paMKax JUCHHUILIIHUA He nepei6adeHi.

Temu 1a60paTOPHUX POGIT

Tema 1. Po3ropTaHHs omnepaliiiHOi CUCTEMH [IJisl TPOBeJeHHS ayAuTy iHpopmaririHoi 6e3neKku
KOMIT'IOTEPHUX MEPEXK Ta CUCTEM.

TeMa 2. [HCTpyMeHTH NpUXOBAHOT0 360py TexHiYHOI iHPpopMallil 3 KOMIT'IOTEPHOI CUCTEMU 260 Mepexi.
Tema 3. [locaimxkeHHs1 Bpa3JIMBOCTEH cUCTEM Ta Beb pecypciB 3a [0NOMOroI0 clielliajli3oBaHUX CKaHEepiB
BpassinBocTei (Nessus, Vega).

Tema 4. BusHaueHHs Bpa3/IMBOCTel Beb pecypciB Ta Beb foaTKiB. CkaHep Bpa3iuBocTel - Vega.

Tema 5. [louryk Bpa3inBocTel Ta 4yTTEBOI iHOopMallii y BiIKpUTHUX pecypcax 3a JJ0MOMOTro0 3aco0y
Maltego.

Tema 6. 36ip TexHiuHOI Ta yyTTEBOI iHPOpMallii 3a sonomoroto [13 kyacy - cHidepu.

Tema 7. 3acib mocuimxeHHs1 Bpa3iuBocTel 6e3npoBigHux Mepex Wi-Fi - Aircrack-ng.

Tema 8. [IpaBusia Snort Ta npaBuJia Mi>kMepeKeBOT0 eKpaHy.

Tema 9. BunydeHHs BukoHyBaHoro ¢aiiny 3 PCA.

Tema 10. [nTepnpetania ganux HTTP Tta DNS pn4 i3onanii 3;iloBMUCHUKA.

Tema 11. 06po6Ka iHIIU/IEHTIB.

CamocriiiHa po6oTa

CamocrTiiliHa po6oTa CTy/leHTa € OJ/Hi€I0 3 popM opraHizaliii HaBYaHHs, OCHOBHOIO GOPMOI OBOJIOiHHSA
HaB4YaJIbHUM MaTepiajioM y BiJIbHUH Bifj ayIMTOPHUX HaBYaJbHUX 3aHATH 4ac. [1iff 4ac camocTiiiHOI
pO6OTH CTYleHTU BUBYAIOTh JIEKLIHHUI MaTepiaJl, FOTYIOTbCA 10 J1ab0paTOPHUX pOOIT, KOHTPOJbHHUX
po06iT, 3a/ikiB Ta icnuTiB. CTyAeHTaM TaK0X pEKOMEHAYIOThCS 10/1aTKOBI MaTepiasu (Bigeo, ctaTTi) Ans
CaMOCTiIMHOT0 BUBYEHHS Ta aHaJi3y.
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HedopmanbHa ocBiTa

B pamkax HedopMaJsibHOI OCBITH 3TifiHO BiAnoBigHoro [losoxeHHs (http://surlli/pxssv), ocBiTHs
KOMIIOHEHTa a6o i OKpeMi TeMU MOXKYTh 6YTH BpaxOBaHO y pa3i caMOCTiHOI0 MPOX0/IKEHHS
npodeciiHUX KypCiB/TPeHIHTIB, OTpUMaHHS rPOMaJIsTHCbKOI OCBITH, OHJIAMH OCBITH, IpodeciiHOTO
CTaXKyBaHHA TOLIO.

3o0kpeMa, OKpeMi TEMHU JTaHOT KOMIIOHEHTH MOXKYTbh OYTH BPaxOBaHO y pasi ycminiHoro 3aBeplieHHs
Takux KypciB CISCO:

Cyber Threat Management

https://www.netacad.com/catalogs/learn?category=course.

JliTepaTypa Ta HaBYaJIbHiI MaTepian

OcHoBHa JiTepaTtypa

1. MeHemKMeHT iHpoOpMaliiHOI 6e31eKH : HaBYaJbHUN MOCIOHMK JIJIsl CTYAEHTIB creliaJbHOCTI 125
"Ki6ep6esneka" / O.I'. KopueHnko, M.€. lllenect, C.B. Kasmipuyk, K0.M. Tkay, €.B. IBanueHko. - Hi>kuH:
®OI1 Jlyk’'ssnenko B.B. TIIK «Opxiges», 2019. - 408 c. : i
http://ir.stu.cn.ua/bitstream/handle/123456789/19244 /%d0%9c%d0%b5%d0%bd%d0%b5%d0%b4
%d0%b6%d0%bc%d0%b5%d0%bd%d1%82%20%d1%96%d0%bd%d1%84%d0%be%d1%80%d0%
bc.%20%d0%b1%d0%b5%d0%b7%d0%bf.%20New%20booklet%201.pdf?sequence=1&isAllowed=y
2. Synergy of building cybersecurity systems: monograph / S. Yevseiev, V. Ponomarenko, O. Laptiev, O.
Milov and others. - Kharkiv: PC TECHNOLOGY CENTER, 2021. - 188 p.
https://drive.google.com/drive/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju

3. Models of socio-cyber-physical systems security: monograph / S. Yevseiev, Yu. Khokhlachova, S. Os-
tapov, O. Laptiev and others. - Kharkiv: PC TECHNOLOGY CENTER, 2023. - 168 p.
https://drive.google.com/drive/folders/1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju

4. Modeling of security systems for critical infrastructure facilities: monograph / S. Yevseiev, R.
Hryshchuk, K. Molodetska, M. Nazarkevych and others. — Kharkiv: PC TECHNOLOGY CENTER, 2022. - 196
p. https://drive.google.com/drive /folders /1wOTN8N-GBGO06AnvjQHU1SdBI3xCaUju.

JoaaTkoBa JiTeparypa

5.1SO/IEC 27001:2022 Information security, cybersecurity and privacy protection - Information security
management systems.

https://www.iso.org/ru/standard /27001

6. MeToaM4HI peKoMeHAaIlil 111010 BIPOBa/PKEHHS CUCTEMHU YIIpaBJaiHHA iHQopMalliiiHO 6e3MeKor0 Ta
MEeTOJMKH OLIiHKM PU3HUKIB BiANOBiiHO A0 cTaHAapTiB HanioHanbHOro 6aHky Ykpainu/ [EjneKTpoHHUM
pecypc].

https://zakon.rada.gov.ua/laws/show/v0365500-11#Text

7. ACTY ISO/IEC TR 13335-1:2003 Indopmarniiizi TexHoso0rii. HacTaHOBY 3 ynipaBJliHHSI 6€3M1€K0I0
iHpopManiiiHux TexHosorid. YacTruHa 1. KoHnyennii Ta Mojesi 6e3neku iHGopMaliiHUX TEXHOJIOTIH.
[EnekTpoHHUE pecypc].

http://lindex.net.ua/ua/shop/bibl/500/doc/11423

8. ICTY ISO/IEC TR 13335-2:2003 Indpopmaniiini TexHosorii. YactuHa 2. HactaHoBU 3 ynpaB/iHHS
6e3nekoro iHpopMaliliHUX TexHoJoril. [EneKTpoHHUM pecypc].
http://www.premier-hs.com.ua/content/dstu-isoiec-tr-13335-22003-nastanovi-z-kieruvannia-
biezpiekoiu-informatsiinikh-tiekhnologhii /lata 3BepHenHs: Jekabpb. 7.2017.

9. ICTY ISO/IEC TR 13335-3:2003 Indopmaniiini Texnoiorii. HacraHoBu 3 ynpaBsiiHHS 6e31€K0I0
iHpopMaliiiHux TexHoJoTil. YacTHHaA 3. MeTo i1 ynpaBJ/liHHS 3aXUCTOM iHpOpMaI[iHHUX TEXHOJIOTIH.
[EnekTpoHHMH pecypc].

http://lindex.net.ua/ua/shop/bibl/500/doc/11425

10. ACTY ISO/IEC TR 13335-4:2005 IndopmaniiiHi TexHosorii. HacTaHOBY 3 yripaBJ/iiHHS 6€3MEKO0I0
iHpopManiiiHux TexHosoTil. YacTrHa 4. BubipaHHs 3acob6iB 3axucty. [EnekTpoHHuii pecypc].
http://metrology.com.ua/download/iso-iec-ohsas-i-dr/61-iso/290-dstu-iso-iec-tr-13335-4-2005

11. ACTY ISO/IEC TR 13335-5:2005 IndopmaniiiHi TexHosorii. HacTaHOBY 3 yripaBJiiHHS 6€3MEKO0I0
iHpopManiiHux TexHosoril. YacTruHa 5. HacTaHoBa 3 ynpaBJliHHS MepexeBOolo 6e3IMeKOo10.
[EnekTpoHHUH pecypc].

Menedxcmenm iHgopmayiiiHoi 6e3neku
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http://surl.li/pxssv
https://www.netacad.com/catalogs/learn?category=course
http://ir.stu.cn.ua/bitstream/handle/123456789/19244/%d0%9c%d0%b5%d0%bd%d0%b5%d0%b4%d0%b6%d0%bc%d0%b5%d0%bd%d1%82%20%d1%96%d0%bd%d1%84%d0%be%d1%80%d0%bc.%20%d0%b1%d0%b5%d0%b7%d0%bf.%20New%20booklet%201.pdf?sequence=1&isAllowed=y
http://ir.stu.cn.ua/bitstream/handle/123456789/19244/%d0%9c%d0%b5%d0%bd%d0%b5%d0%b4%d0%b6%d0%bc%d0%b5%d0%bd%d1%82%20%d1%96%d0%bd%d1%84%d0%be%d1%80%d0%bc.%20%d0%b1%d0%b5%d0%b7%d0%bf.%20New%20booklet%201.pdf?sequence=1&isAllowed=y
http://ir.stu.cn.ua/bitstream/handle/123456789/19244/%d0%9c%d0%b5%d0%bd%d0%b5%d0%b4%d0%b6%d0%bc%d0%b5%d0%bd%d1%82%20%d1%96%d0%bd%d1%84%d0%be%d1%80%d0%bc.%20%d0%b1%d0%b5%d0%b7%d0%bf.%20New%20booklet%201.pdf?sequence=1&isAllowed=y
https://drive.google.com/drive/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://drive.google.com/drive/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://drive.google.com/drive/folders/1wOTN8N-GBGO06AnvjQHU1SdBl3xCaUju
https://www.iso.org/ru/standard/27001
https://zakon.rada.gov.ua/laws/show/v0365500-11#Text
http://lindex.net.ua/ua/shop/bibl/500/doc/11423
http://www.premier-hs.com.ua/content/dstu-isoiec-tr-13335-22003-nastanovi-z-kieruvannia-biezpiekoiu-informatsiinikh-tiekhnologhii
http://www.premier-hs.com.ua/content/dstu-isoiec-tr-13335-22003-nastanovi-z-kieruvannia-biezpiekoiu-informatsiinikh-tiekhnologhii
http://lindex.net.ua/ua/shop/bibl/500/doc/11425
http://metrology.com.ua/download/iso-iec-ohsas-i-dr/61-iso/290-dstu-iso-iec-tr-13335-4-2005

http://lindex.net.ua/ua/shop/bibl/500/doc/11427.

CucremMma OLiHIOBAaHHA

KpuTepii oniHloBaHHA yCHIIHOCTI CTYyA€HTa IlIkana oniHIOBaHHSA

Ta po3moAi 6asiB Cyma HauionasbHa ouiHka ECTS
Basi HapaxoBYIOThCS 32 HACTYITHUM 6asiB
CHiBBiJHOLIEHHSM: 90-100 BigmiHnHO A
es1abopaTopHi po6oTu: 40% ceMecTpOBOI OLiHKY; 82-89 Jo6pe B
ecaMocCTilHa po6oTa: 10% ceMecTpoBOi OLIHKH; 75-81 Jo6pe C
*KOHTpOJIbHA po6oTa: 10% ceMeCcTpOBOi OLIiHKY; 64-74 3a/j0BiJILHO D
eicriut: 40% cemMeCcTpOBOI OL[iIHKH. 60-63 3a0Bi/ILHO E
35-59 HesagosisnibHO FX
(moTpibHe JoaTKOBE
BUBYEHHS )
1-34 HezapoBisnibHO F
(moTpi6He MOBTOpHE
BUBYEHHS)

HopMu akaaeMiyHOI eTHKHM i IOJIITUKA KYpCYy

CTyzeHT NoBUHEH JoTpuMyBaTUca «KoJlekcy eTUKU akaieMiYHUX B3aEMOBITHOCUH Ta A0OPOYECHOCTI
HTY «XIIl»: BUABAATH AUCUUILIIHOBAHICTh, BUXOBAHICTBh, J06PO3UUYJINBICTD, YECHICTB, BiANIOBIAA/BHICTb.
KoHouikTHI cuTyarliil NIOBUHHI BiIKPUTO 06GroBOPIOBATHUCSA B HABYAJbHHUX I'PyIax 3 BUKJIAAA4ueM, a IPU
HEMOXJIMBOCTI BUpilleHHS KOHQJIIKTY — JOBOJAUTHCS A0 BijoMa clliBpoGiTHUKIB JUPEKIIi] IHCTUTYTY.
HopMaTrBHO-IpaBOBe 3a6e3NeyeHHsl BIPOBa>KeHHsI IPUHLUINIB akajeMiuHoi fo6poyecHocTi HTY
«XI1I» po3mimeHo Ha caiTi: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-dobrochesnist/
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