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General information

Summary

The Python for Internet of Things (IoT) course is designed for students who want to learn how to
program IoT devices using the Python language. Within the course, students will get acquainted with the
basic principles of IoT, the architecture of IoT systems, and learn the methods of connection, data
processing and control of [oT devices. The course covers topics from the basics of Python to complex
software solutions integrated with sensors, networks and cloud services.
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Course objectives and goals

The purpose of the educational discipline "Python for the Internet of Things (IoT)" is to provide students
with theoretical knowledge and practical skills in developing software for the Internet of Things using the
Python language.

Course objectives: To learn the basics of Python programming for controlling [oT devices. Familiarize
yourself with the basic principles and architecture of [oT systems. Provide hands-on experience in
creating loT applications using sensors, networks, and cloud services. Develop the ability to process and
analyze data collected from IoT devices.

Format of classes

Lectures, laboratory classes, consultations, self-study. Final control - exam.

Competencies

GC-2. Knowledge and understanding of the domain and understanding of the profession.

GC-5. Ability to search, process and analyze information.

PC-2. Ability to use information and communication technologies, modern methods and models of
information security and/or cyber security.

PC-9. Ability to perform professional activities based on the implemented information and/or cyber
security management system.

Learning outcomes

LO-1. Apply knowledge of state and foreign languages in order to ensure the effectiveness of professional
communication;

LO-2. Organize own professional activity, choose optimal methods and ways of solving complex
specialized tasks and practical problems in professional activity, evaluate their effectiveness;

LO-3. Use the results of independent search, analysis and synthesis of information from various sources
for the effective solution of specialized tasks of professional activity.

LO-4. Analyze, argue, make decisions when solving complex specialized tasks and practical problems in
professional activity, which are characterized by complexity and incomplete determination of conditions,
be responsible for the decisions made.

LO-5. Adapt under the conditions of frequent changes in the technologies of professional activity, to
predict the final result.

LO-6. Critically understand the main theories, principles, methods and concepts in education and
professional activity.

LO-7. Act on the basis of the legislative and regulatory framework of Ukraine and the requirements of
relevant standards, including international ones in the field of information and/or cyber security.

LO-8. Prepare proposals for regulatory acts on ensuring information and/or cyber security.

LO-9. Implement processes based on national and international standards for detection, identification,
analysis and response to information and/or cyber security incidents.

LO-10. Perform analysis and decomposition of information and telecommunication systems.

LO-11. Perform analysis of connections between information processes on remote computer systems.
LO-13. Analyze projects of information and telecommunication systems based on standardized
technologies and data transmission protocols.

LO-14. Solve the task of protecting programs and information processed in information and
telecommunication systems by hardware and software tools and evaluate the effectiveness of the quality
of the decisions made.

LO-15. Use modern hardware and software of information and communication technologies.

LO-17. Ensure the processes of security and functioning of information and telecommunication
(automated) systems based on practices, skills and knowledge, regarding structural (structural-logical)
schemes, network topology, modern architectures and models of security of electronic information
resources with a reflection of relationships and information flows, processes for internal and remote
components.

LO-18. Use software and software-hardware complexes for the security of information resources.
LO-19. Apply theories and methods of protection to ensure information security in information and
telecommunication systems.
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LO-20. Ensure the functioning of special software to protect information from destructive software
influences, destructive codes in information and telecommunication systems.

LO-21. Solve tasks of provision and support (including: review, testing, accountability) of the access
control system according to the stated security policy in information and telecommunication (automated)
systems.

LO-24. Solve the problems of managing access to information resources and processes in information and
telecommunication (automated) systems based on access management models (mandatory,
discretionary, role-based).

LO-25. Ensure the introduction of accountability of the access management system to electronic
information resources and processes in information and telecommunication (automated) systems using
event registration logs, their analysis and stated protection procedures.

LO-28. Analyze and evaluate the effectiveness and level of security of resources of various classes in
information and telecommunication (automated) systems during tests in accordance with the established
policy of information and/or cyber security.

LO-29. Evaluate the possibility of realization of potential threats of information processed in information
and telecommunication systems and the effectiveness of the use of complexes of protection means under
the conditions of realization of threats of various classes.

LO-31. Apply protection theories and methods to ensure the security of elements of information and
telecommunication systems.

LO-33. Solve the problems of ensuring the continuity of business processes of the organization on the
basis of risk management theory.

LO-34. Participate in the development and implementation of an information security and/or cyber
security strategy in accordance with the goals and objectives of the organization.

LO-35. Solve the tasks of providing and supporting complex information security systems, as well as
countering unauthorized access to information resources and processes in information and information-
telecommunication (automated) systems in accordance with the stated policy of information and/or
cyber security.

LO-41. Ensure the continuity of the event and incident logging process based on automated procedures.
LO-42. Implement processes of detection, identification, analysis and response to information and/or
cyber security incidents.

LO-43. Apply national and international regulatory acts in the field of information security and/or cyber
security to investigate incidents.

L0-44. Solve the problems of ensuring the continuity of the organization's business processes on the basis
of risk management theory and the stated information security management system, in accordance with
national and international requirements and standards.

LO-45. Apply early classes of information security and/or cyber security policies based on risk-based
access control to information assets.

LO-46. Analyze and minimize the risks of information processing in information and telecommunication
systems.

L0-53. Solve problems of software code analysis for the presence of possible threats.

LO-54. Be aware of the values of a civil (free democratic) society and the need for its sustainable
development, the rule of law, the rights and freedoms of a person and a citizen in Ukraine.

Student workload

The total volume of the course is 90 hours (3 ECTS credits): lectures - 24 hours, laboratory classes - 12
hours, self-study - 54 hours.

Course prerequisites

Security of Internet things, Basics of programming.

Features of the course, teaching and learning methods, and technologies

In the course of teaching the discipline, the teacher uses explanatory-illustrative (informational-
receptive) and reproductive teaching methods. Presentations, conversations, and master classes are used
as teaching methods aimed at activating and stimulating the educational and cognitive activities of
applicants.
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Program of the course

Topics of the lectures

Topic 1. Introduction to the Internet of Things (IoT) and Python.

IoT Basics: Architecture, Components, and Usage. The role of Python in the development of IoT solutions
Topic 2. Fundamentals of Python programming.

Python Overview: Data Types, Flow Control, Functions. Using Python libraries in IoT development.
Topic 3. Work with hardware.

Main platforms for lIoT: Raspberry Pi, Arduino. Connection and programming of sensors

Topic 4. Python modules for [oT.

Modules for working with sensors and peripheral devices (RPi.GPIO, Adafruit). Working with sensors
through Python.

Topic 5. Communication protocols for [oT.

Data transfer protocols: HTTP, MQTT, CoAP. Connecting IoT devices to Wi-Fi

Topic 6. Work with sensors and actuators.

Types of sensors: temperature, humidity, light, movement. Control of actuators through Python (relays,
motors)

Topic 7. Basics of working with the network in Python.

Overview of cloud platforms for IoT (AWS, Google Cloud, Azure). Sending data to the cloud

Topic 8. Integration of IoT devices with cloud services.

Optimization problems in machine learning. Gradient descent and optimization acceleration methods
(Newton's method, momentum)

Topic 9. Implementation of asynchronous tasks in Python.

Asynchronous programming (asyncio). Examples for effective loT data processing

Topic 10. Streaming data from IoT.

Organization of streaming data from IoT devices. Using WebSocket and other streaming protocols
Topic 11. Security in [oT.

Fundamentals of network protocol security for [oT. Data encryption and device authentication

Topic 12. IoT-projects on Python.

Overview of successful IoT projects. Planning and implementation of the [oT system.

Topics of the workshops

Not provided for in the curriculum.

Topics of the laboratory classes

Topic 1. Setting up a development environment for IoT in Python.
Topic 2. Fundamentals of Python programming for IoT.

Topic 3. Working with microcontrollers on Python.

Topic 4. Implementation of the HTTP protocol in Python.

Topic 5. Application of the MQTT protocol for [oT.

Topic 6. Implementation of asynchronous programming.

Topic 7. Control of actuators through Python.

Topic 8. Programming of real-time systems in Python.

Topic 9. Implementation of secure connection of IoT devices.
Topic 10. Monitoring and processing of [oT data through cloud services.
Topic 11. Implementing an [oT project on Python.

Self-study

A student's independent work is one of the forms of organization of learning, the main form of mastering
educational material in free time from classroom training. During independent work, students study
lecture material, do individual homework, prepare for tests, tests and exams. Students are also
recommended additional materials (videos, articles) for self-study and analysis.
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Non-formal education

Within the framework of non-formal education, according to the relevant Regulation
(http://surl.li/pxssv), the educational component or its individual topics may be taken into account in the
case of independent completion of professional courses/trainings, civic education, online education,
vocational training, etc.

In particular, certain topics of this component can be taken into account in case of successful completion
of the following CISCO courses:

Python 2, Exploring loT with Cisco Packet Tracer (5)
https://www.netacad.com/catalogs/learn?category=course.

Course materials and recommended reading

Basic literature:

1. Vasiliev 0.M., Programming in the Python language. - Ternopil: Textbook - Bohdan, 2019. URL:
https://books.google.com.ua/books/about/%D0%9F%D1%80%D0%BE%D0%B3%D1%80%D0
%B0%D0%BC%D1%83%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F %D0%BC%D0%BE%D0%B2%
D0%BE%D1%8E Py .html?id=11hcEAAAQBA]&redir esc=y

2. Kostyuchenko A.O., Fundamentals of programming in the Python language: a study guide. - Chernihiv,
FOP Balykin S.M. 2020. URL:
https://epub.chnpu.edu.ua/jspui/bitstream/123456789/5584 /1 /%D0%9E%D1%81%D0%BD%D0%B
E%D0%B2%D0%B8%20%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D1%83%
D0%B2%D0%B0%D0%BD%D0%BD%D1%8F%20%D0%BC%D0%BE%D0%B2%D0%BE%D1%8E%20
Python.pdf.

3. David Mertz, Functional Programming in Python. - O’Reilly Media,2015. URL:
https://pepa.holla.cz/wp-content/uploads/2016/10/functional-programming-python.pdf

Additional literature:

4. Introduction to IoT (Cisco Networking Academy) // EnekTpoHHui pecypc. Pexxum gocrtyny:
https://www.netacad.com.

5. 10T Fundamentals Big Data & Analytics (Cisco Networking Academy) //EnekTpoHHu# pecypc. Pexxum
Joctyny: https://www.netacad.com.

6. Python data analysis library // EnekTpoHHuii pecypc. Pexxum goctyny: https://pandas.pydata.org
7.Z. Shelby, K.Hartke, and C. Bormann, The Constrained Application Protocol (CoAP). RFC 7252, 2014.
[Online]. Available: http://www.rfc-editor.org/info/rfc7252. Accessed on: June 1, 2018

Assessment and grading

Criteria for assessment of student Grading scale
performance, and the final score structure Total National ECTS
Points are awarded according to the following ratio: points
e laboratory work: 30% of the semester grade; 90-100  Excellent A
e independent work: 10% of the semester grade; 82-89 Good B
e control work: 20% of the semester grade; 75-81 Good C
e exam: 40% of the semester grade. 64-74 Satisfactory D
60-63 Satisfactory E
35-59 Unsatisfactory FX
(requires additional
learning)
1-34 Unsatisfactory (requires F

repetition of the course)
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Norms of academic integrity and course policy

The student must adhere to the Code of Ethics of Academic Relations and Integrity of NTU "KhPI": to
demonstrate discipline, good manners, kindness, honesty, and responsibility. Conflict situations should be
openly discussed in academic groups with a lecturer, and if it is impossible to resolve the conflict, they
should be brought to the attention of the Institute's management.

Regulatory and legal documents related to the implementation of the principles of academic integrity at
NTU "KhPI" are available on the website: http://blogs.kpi.kharkov.ua/v2/nv/akademichna-
dobrochesnist/

Approval

Approved by Head of the department
28.08.2024 > O Serhii YEVSEIEV

Guarantor of the educational
program
28.08.2024 S Serhii YEVSEIEV
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