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Abstract

The article presents an analysis that showed the lack of scientific and methodological apparatus,
universal devices or automated software packages to ensure the prompt implementation of
traffic analysis and information transfer to automated systems or relevant specialists.

A new developed method is proposed to ensure the prompt implementation of traffic analysis
and information about situations that are suspicious and require further detailed analysis by
automated systems or relevant specialists.

The developed method allows to carry out operative (real-time) informing of responsible
specialists, or transfer of necessary data to the automated complex, about deviation of character
of traffic from network elements (separate telephone numbers, number capacities, trunk groups,
etc.) which is fixed in primary data. Deviations, the nature of traffic from the elements of
network parameters are measured from the usual traffic of the telephone network relative to
these elements.

This method has a methodology that takes into account practical recommendations for constant
coefficients, calculations. These coefficients are selected by calculation and empirical. This
reduces the response of the system using the developed technique to the deviation of the

communication parameters.
Keywords

traffic deviation,
communication.

coefficient,

1. Introduction

According to the latest research by the World
Association for the Control of Telecommunication
Network Violations (CFCA), in 2017 the losses
from violations in the telecommunications industry
amounted to 74.4-90 billion. This is approximately
57% more than the figure obtained in CFCA
studies three years ago [l]. Violations on
telecommunications networks are actions of
subscribers, telecommunications operators or third
parties that are aimed at  obtaining
telecommunications services at a lower rate or
without payment. CFCA experts count about 200
types of violations on telecommunications

EMAIL: alaptev64@ukr.net (A. 1); lukova@ukr.net (A. 2);
salaptiev@gmail.com (A. 3); savitan@ukrnet (A. 4)
tetianal 986@ukr.net (A.5); serhii.yevseiev@hneu.net (A. 6)
ORCID: 0000-0002-4194-402X (A. 1); 0000-0003-3224-4061 (A.
2); 0000-0002-7291-1829 (A. 3); 0000-0002-3014-131X (A.
4);0000-0002-5223-9078 (A. 5); 0000-0003-1647-6444 (A. 6)

model,

telecommunication networks, primary data,

networks. The most common violations by
subscribers are third-party connection to the
subscriber line in order to receive free telematics
services «900», the implementation of long-term
international  calls, the organization of
unauthorized negotiation points [2, 3]. It is a
violation on the part of third parties to use
hardware and software to obtain international
traffic from the Internet and complete it on a public
telecommunications network under the guise of.
local, which leads to interference in the work of
communications, substitution of call information.
On the part of operators, the most common is the
unauthorized, without relevant agreements,
termination of incoming long-distance and
international traffic to the public network under the
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guise of local. Abuses lead to loss of revenue,
subscriber complaints and  disruption of
telecommunications networks.

The fight against abuse on telecommunications
networks is largely based on the analysis of data on
services and data contained in payment systems
with subscribers and operators [4, 5-7]. Detection
of suspicious actions of subscribers and their
analysis is the main principle of modern systems of
protection against violations (Fraud Management
System, FMS). The key criteria for FMS efficiency
are speed of operation, flexibility of debugging
algorithms that provide incident detection and
analysis, and the availability of standardized
interfaces for integration with billing platforms and
the Customer Relationship Management System
(CRM).

1.1 Literature analysis and problem
statement

A significant number of publications are
devoted to the task of ensuring the prompt
implementation of the analysis of communication
traffic.

Thus, in [8] considers the analysis of
communication traffic with different technical
parameters, which unites only one thing - they can
only show and (at best) store panoramas of signals
in the communication network. They do not solve
the problem of communication traffic analysis at
all.

The article [9,10] presents the results of the
study of SS7 network security. The Signaling
System 7 standard is used to exchange service
information between network devices in
telecommunications networks. At the time this
standard was being developed, only fixed line
operators had access to the SS7 network, so
security was not a priority. Today, the signaling
network is no longer as isolated, so an attacker,
who in one way or another gained access to it, has
the opportunity to exploit security vulnerabilities
in order to listen to voice calls, read SMS, steal
money from accounts, bypass billing systems or
affect the operation of the mobile network.
However, no real protection is offered.

In [11-14] the development of mobile
communication over the last decade is considered.
It is noted that there has been huge progress in the
field of wireless communications and especially in
the field of 4G cellular networks. However, it will
take several years to fully switch to 4G systems,

and work has already begun on 5G technologies
and their problems. Network security issues are not
addressed.

In [15,16] it is said that the effective work of
employees is one of the main conditions for the
company's success. Uncontrolled access of
employees to the Internet can be a serious obstacle
to this. Without proper control, an average of up to
a third of working time can be spent visiting non-
work-related resources. That is why it is important
to set up Internet traffic control and use a traffic
counter. Protection and proper control over mobile
telephone communication has not been properly
considered and described [17].

Thus, the most critical for the operator are:
violation of the routing of long-distance and
international calls, detection of subscriber numbers
on outgoing local traffic, activity of operators on
incoming local traffic, similar to the operation of
gateways to complete incoming long-distance and
international traffic, detection of changes in
activity of subscriber numbers, which may be
evidence of third-party connection to the
subscriber line or actions of the subscriber that
potentially lead to complaints, non-payment for
services and debt write-off. Automated analysis of
data on services must be operational.

From the analysis of modern literature it can be
concluded that there are almost no universal
devices or automated software to ensure the rapid
implementation of traffic analysis and information
transmission by automated systems or relevant
specialists. Therefore, the topic of developing a
method designed to ensure the rapid
implementation of traffic analysis and information
about situations that are suspicious and require
further detailed analysis by automated systems or
relevant specialists, the method of informing
responsible professionals is relevant and very
important.

Thus, the development of a method designed to
ensure the prompt implementation of traffic
analysis and information about situations that are
suspicious and require further detailed analysis by
automated systems or relevant specialists, the
method of informing responsible professionals is
very relevant.

2. The material and methods

The operation of violation detection
mechanisms is based on the processing of records
of network-registered CDR events (Call Detail
Record). The anti-fraud system looks for non-



compliance with certain conditions or non-
compliance with a given pattern, the characteristics
of the subscriber's behavior. When the detection
module finds one of the anomalies, it generates a
warning message.

Typical conditional checks for FMS systems
include:

1. Non-existent numbering (calling party
number «A)

2. Verification of authorization, temporary
blocking of number «A»

3. Correspondence to the set template

4. Checking the «black and white lists»

5. Frequently repeated subscriber numbers «A»
or «B»

6. Check the connection duration

7. Verification of suspicious calls from «A»
subscribers for inclusion in the list of «B»
subscribers who most often receive calls from
abroad.

8. Changes in the intensity of signal and
information load.

The search for a given template is based on
traffic patterns that are created for each
telecommunications operator. The difference
between the existing signal and information traffic
and the template indicates a possible violation. An
additional use of templates is to compile a profile
of the subscriber (telecommunications operator) of
the attacker and search for compliance with such a
profile among existing subscribers
(telecommunications operators). Profiles can
contain such characteristics as:

* activity during the day;

* activity in the evening;

* activity at night;

* volumes of outgoing traffic to mobile phones;

* volumes of outgoing traffic to fixed local
numbers (including frequently used numbers);

* volumes of outgoing traffic to fixed numbers
in other cities (including frequently used numbers);

* volumes of outgoing traffic to fixed numbers
in other countries (including frequently used
numbers);

* number range of the operator;

* average number of connections over time;

* average amount of traffic over time;

* average connection duration;

* number of unique numbers;

* characteristic directions.

The most critical for the Customer in terms of
reducing revenue loss are: violation of the routing
of long-distance and international calls, detection
of subscriber numbers on outgoing local traffic,
activity of operators on incoming local traffic,

similar to the operation of gateways to complete
incoming long-distance and international traffic in
the activity of subscriber numbers, which may be
evidence of third-party connection to the
subscriber line or actions of the subscriber that
potentially lead to complaints, non-payment for
services and debt write-off. Automated analysis of
data on services must be operational. Thus, at this
stage it is important to develop a method designed
to analyze traffic and inform about situations that
are suspicious and require further detailed analysis
by automated systems or relevant specialists.

The main tasks in developing the method will
be:

1. Debugging the elements of the
telecommunications network. Automatic or with
the participation of the operator

2. Providing automatic analysis, data
classification, search for deviations of behavior of
elements of a telecommunication network from a
usual profile.

3. Creation of an detection algorithm based on
the features of violations that create a dynamic
over time impact on the network, causing
anomalous phenomena.

4. Development of a graphical display of
changes in quantitative characteristics over a
period of time.

5. Estimation of conformity of parameters of
anomalies (non-existent number, big duration of a
call, etc.) to the values characteristic of this type.

6. Assessment of anomalies on the degree of
probability of violation to determine the priority of
response.

7. Development of information on the detection
of deviations and events.

8. Development of a user-friendly operator
interface.

Block detection scheme, which is based on the
characteristics of violations, it is possible to
present in Figure 1.

10
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Figure.1: Block diagram of detection of estimates
of profile anomalies for detection of violations

To assess the quantitative characteristics of the
object and the dynamics of changes over time, it is
proposed to use the method of exponential
averages with different smoothing coefficients:

Qe = (1 — k)Q¢_nt + kqat, (1)

where:

Q is the exponential average value;

q - new dimension;

k is the smoothing coefficient;

At - interval between measurements;

The formula uses a constant interval of
measurements. The profile correction for each call
is complex, because in this case the smoothing
factor is a complex exponential function of the
measurement interval. However, the features of the
parameters allow the use of simpler formulas.

The optimal number of average values and
values of smoothing coefficients for each
parameter can be obtained experimentally. To
begin with, it is assumed to use for each parameter
three values with coefficients k = 0.3; 0.05 and
0.005 with a focus on the daily interval of
measurements.

For all the parameters and coefficients used
below, the values that can be used in the
development are

presented, but when obtaining practical results,
these values can be changed by the operator. In

addition, the use of some profile parameters and
anomaly calculations may be impossible or
impractical, and others may need to be added.

Traffic will be estimated as the average daily
number of seconds of connections:

At (2)
=(1-% +kT,
0 =( 86400)Qt_m
if Ar <86400
And
86400 (3)
0=01-K0,_,, +kT —,
At
if At >86400

where:

T is the duration of connections in seconds;

At - time between the ends (beginnings) of the
previous and new call in seconds.

The following types of traffic are provided for
analysis:

- local outgoing

- long distance outgoing

- international outgoing

- input

We suggest estimating the intensity of the call
flow as the average daily number of connection
attempts:

At
Qe = (1 =k )Q¢—ar + kT, Ar<86400 (4)

And

5
0 =>01-kQ, , + kT@,if At > 86400 (5)
t

where:

T is the duration of connections in seconds;

At - time by the ends (beginnings) of the
previous and new call in seconds.

It is estimated the intensity of the flow of calls:

- incoming

- outgoing

- effective.

The distribution of traffic by time type is
estimated as the average daily number of seconds
of connections for working time.

- working hours - 1st-5th day of the week from
8-30 to 17-30;

- non-working hours - 1st-5th day of the week
from 0-00 to 8-30 and from 17-30 to 24-00;

- 6th-7th day of the week from 0-00 to 24-00.

11



The distribution of traffic by time of day will be
estimated as the average daily number of seconds
of connections during the day.

- daytime from 7-00 to 24-00;

- night time from 0-00 to 7-00.

Signal traffic is estimated as the average
number of bytes of signal information per call:

Qt =(1_k)Qt—At +kB’ (6)

where:

B is the number of bytes of signal information
in the call.

The instability of stable network parameters of
the object is estimated by their change from call to
call. One characteristic can be used for all
parameters.

For each call:

Q=LO,  +2h, (7)

where:

hi - increment levels for parameters whose
values differ in previous and subsequent calls;

L is a factor that takes into account outdated
information L = 0.9.

Other parameter values (if present in the CDR):

- access (ISDN, non ISDN) h = 10;

- category of the subscriber calling h =5;

- the presence or absence of signaling
interaction when establishing a connection h = 8;

- invalid localization of the calling subscriber
(correspondence of the address to the admissible
template) h = 200;

- invalid subscriber category that causes h =
100.

It is necessary to provide for the possibility of
expanding and changing similar parameters in the
future, as well as the use of different characteristics
for different groups of parameters.

Additional coefficients:

- is a constant additional factor that allows you
to reduce or increase the sensitivity to anomalies in
the assessment. Can only be changed by the
operator;

- is a temporary additional factor that reduces
or increases the sensitivity to anomalies in the
assessment. [t can be changed only by the operator,
but then automatically strive for a normal value.

After each call, a temporary additional factor is
determined by:

Kzt = (1 - k)Kzt—At + sznorm (8)

where:

At - time between the ends (beginnings) of the
previous and next calls in seconds;

K2norm is the normal value;

k is the smoothing coefficient, k = 0,05.

Normal values for additional coefficients:
Klnorm = 100, K2norm = 100.

We will evaluate the anomalous behavior of the
object by the following method:

The anomaly in the behavior of the object is
assessed by the overall rating, as the average of the
identified anomaly, taking into account additional
coefficients.

(ZA)*K1*K2 (9)
"(XC)*Kl kKD

norm norm

K1 - constant additional coefficient;

K2 - temporary additional coefficient.

When creating an object, the field T starts the
time of the beginning of the observation, in the
field K2 - a reduced value to stabilize the
characteristics, in other fields - the default values.

To determine the anomalies, use the following
method:

When determining anomalies, the coefficients
and parameters common to all objects are used:

C - weighting factor, taking into account the
impact of each anomaly on the overall rating;

m is a parameter that compensates for the high
uncertainty in the profiles of low-traffic objects.

Traffic (A1, A2, A3, A4d):

4(0.3) = C(0.3)* L0 ~90.05)
0(0.05) +m (10)
(0.05) — 0(0.005)

_ 0
A(0.05) = C(0.05) 0005+ m

To determine the anomalies you need to set the
traffic parameters, set the common for all objects
coefficients and parameters of table 1 and table 2:

Table 1
Given the weights of anomalies

C4(0.3) C1(0.05) C,(0.3) C,(0.05)

1 3 20 60
Table 2.
The specified parameters for determining
anomalies
mia ma ms ma

200 100 80 200
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The connection duration will be calculated as
follows:

|©ran(0-3) ~ ki (d, 1) * 08(0.3) 01, (0.05) — ky (d) * O8(0.05)]
18
48(0.3) = C8(0.3)* Oru(0.3)+myyyy 01 (0.05) +my,y,

Outgoing traffic: k1(d, h), k2(d) - coefficients that take into
account the error of exponential averaging (d - day
O = +0, +Osmy,,, =my+my +m;  (11)  of the week, h - hour);
The coefficients that take into account the error
Outgoing calls of exponential averaging are given in table 4 and
table 5.
(1, (0.3)+1,)*(©5(009) +my) _ [+ (12)
A5(0.3) = C5(0.3)*||(05(0.3) + my) *(0y,,,(0.05) + my,,, ) Table 4
| Error coefficients of exponential averaging
d=1,2,3
100009 + my,, ) * (050005 +mg) [T (13) h |\kidh)| h | ki(d,h)| h | ki(dh)
A5(0.05) = C5(0.05)*| |(05(0.05) + mg) * (0r,,,(0.005) + m, )
‘ 0 [1.470 | O 1.151 | 0 |0.992
1 1489 | 1 1.165 1 | 1.004
Incoming calls
2 | 1.507 | 2 1.180 | 2 | 1.017
[(04(0.3) + m,) * (06(0.05) + my) 14
A6(0_3)Cém)*[(Q6(0_3)+m6)*(Q4(0A05)+mA) 1} (14) 3 11527 | 3 1.195 | 3 | 1.030
4 |1.546 | 4 1.210 | 4 | 1.043
46(0.05)=C6(0.05)*[|(Q4(0'05)+'"4)*(QG(O‘OOS)+”'°)71H (15) > 1:565 > 1226 > 1056
Q6009 m)* (00009 +m) 6 |[1.585| 6 1241 | 6 |1.069
To determine the duration of the connection, 7 | 1.605 7 1.257 7 | 1.083
you need to specify the traffic parameters, 8 1.626 | 8 1273 | 8 |1.097
according to the developed method, the
coefficients common to all objects and the 9 |1.529 | 9 1216 | 9 | 1.056
parameters are given in table 3: 10 |1.444 | 10 1164 | 10 | 1.018
Table 3
Connection duration settings are set 11 1 1.369 | 11 L117 | 11 ]0.984
(Cs) ( Cs : (06) ( Ce : (ms) (ma : 12 [1.302 | 12 1.075 | 12 |0.952
0.3) | (0.05 0.3 0.05 0.3 0.05
3 10 3 10 5 5 13 [1.242 | 13 1.036 | 13 | 0.923
14 [1.188 | 14 1.100 | 14 | 0.895
According to the developed method, we will
determine the effectiveness: IS5 1139 ] 15 0967 | 15 | 0.870
Total calls:
] Table 5
|07(03) +045%my,, _ 07(0.05)+045*my, || (16) Error coefficients of exponential averaging
4700.3)=C7(03)*||  Oyu(0.3)+myy Ovan(0.05)+ my, d 1 2 3 4
k»(d) 1.031 1.008 0.988 0.970
|07(0.05) +0.45% my,,,  07(0.005)+0.45% m,, ] (17)
A7(005)C7(005)*|: Oyu(0.05) +my,, Oya(0.005) +my A8(0 05):C8(0 05)* |QM(005)—k:(d)*Q8(005)7QM(0005)—Q8(0005)| (19)
' ' 0y (0.08) 0y, (0.005)+m,,

Where C7 (0.3) =3 and C10 (0.05) =10

The section by time type will be performed as
follows:

Total traffic:

where C8(0.3)=5 and C8(0.05)=15
The distribution of time of day we calculate by
the expression:



|0,(03) k(1) * 09(03) ~ 0,,(0.05)-0%0.09)|| (20)
49(03)=C9(0.3)*

Oran(0.3)+ my, 0 (0.05) +my, ‘

|0,,,(0.05)-09(0.05) _ 0,,,(0.05) - 09(0.005)|
0p(0.05) + my,, 0;,,(0.005) +m,, ‘

(21)

49(0.05) = C9(0‘05){

where:

k3(h) - coefficient that takes into account the
error of exponential averaging (h - hour);
Table 6
The error rate of exponential averaging

h 0 1 2 3
ks(h) | 0.9709 | 0.9832 | 0.9956 | 1.0082

h 8 9 10 11
ks(h) | 1.0347 | 1.0288 1.0230 | 1.0173

h 14 15 16 17
ks(h) 1.0012 0.9960 | 0.9910 | 0.9861

For the developed technique C9 (0.3) = 8; C9
(0.05) =24.
We will define signal traffic by expressions:

010003) 0100005 ] (22)
A410(0.3) = C10(0.3) *| [0, (0.3) + my,; Oy, (0.05) +m,,

[ 010(0.05) __01000.005 || (23)
A410(0.05) = C10(0.05) * |Q,vﬂ// (0.05)+my,; Oy (0.005)+my,,

Coefficient C10 (0.3) = 20, coefficient C10
(0.05) =60

The stability of the network parameter will be
determined by the expression

A=W (24)

Not all objects can be further processed, but
only objects with the highest overall anomaly
rating. It is enough to process about 1% of the total.

The assessment of the probability of violation,
in contrast to existing methods, will be determined
taking into account additional factors. In addition
to the high level of anomaly of the object profile,
additional factors that increase the possibility of
detecting fraud in the assessment are:

- correlation of events of anomalous objects -
coincidence of unique addresses in records of calls
of objects for the last time (2-3 days);

- compliance of the profile of the object of the
known case of violation, the coincidence of
specific for this known case information about the
call (direction, addressing) recently;

- inconsistency of the object profile with the
typical subscriber accounting profile. (It is possible
only if there is access to the subscriber accounting
database, not necessarily in the early stages of
development, but it is necessary to provide for such
a possibility in the future).

Determining the probability of violation

A (25)
P = W(_ W(Pknown )Psuhbaxe)
A+a

where:
A
A+a
by the anomaly of behavior;
a - anomaly at 50% probability. The value of a
can be obtained experimentally.
First you can use: a = 20;

- the probability of violation, determined

A:Apr +ZAL’Ur.pV. (26)

where:

Acor.pr - anomaly of the object, which has a
correlation in the calls (when checking it is
necessary to exclude coincidence at popular
addresses: special services, serial modem pools,
etc.), if the correlation is not defined - Acor.pr=0;

Psubbase - the probability of fraud, which is
estimated by the inconsistency of the object profile
to the typical profile in accordance with the
subscriber accounting.

Pknown - the probability of a known type of
violation (determined for each known type). The
method of determining the probability of a known
type of violation can also be based on the
correspondence of characteristic anomalies in the
profile of the observed object and the profile of the
violating object at the time of detection, as well as
correlations in calls by addresses

or prefixes. More precisely, the method can be
determined only after the accumulation of a
sufficient number of experimental results.

The assessment of the degree of risk of fraud
according to the developed methodology will be
calculated as follows.

Assessment of the degree of danger is necessary
for cases that require priority intervention. They
can be considered as the effect of the probability of
violation on loss or unearned income:
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AQ(0.3) =/ 9(0.3) - 0(0.05) | (27)
AQ(0.05) = 0(0.05) — 0(0.005) | (28)

AQ1(03)+k, *A02(0.3)+ k, *AQ3(0.3)+

D =P +L*(AQ1(0.05)+k, *AQ2(0.05) (29)
+h, #A03(0.05))
where k,,k; — coefficients that take into

account the average difference in tariffs;
They will take the values k, =15, k; =250, L=3.

Recommendations for the practical application
of the developed methodology.

The peculiarity of the operation and the
distinction of the developed methodology will be
the following:

1. Feature when creating profiles of objects:

- For each group of connecting lines and for
each direction of the channel, describes the list of
valid addresses of the source party, the list of
uncontrolled addresses of the source party, lists of
objects that have more than one address in the
corresponding list of addresses.

- If a record of object profile information is not
found during call processing, it must be generated
automatically.

2. Specific profile formation:

If there is a loss in the System of call
information for any period, to prevent failures in
the formation of information about the profiles of
objects, you must check all objects again, using
zero values of traffic at the beginning of the period
and restore information in profiles at the end.

For ease of use, the user interfaces and methods
of working with them must be identical to the
System as a whole. But in addition you need to
consider the following:

1. The subsystem must contain means of
actively informing users about events that need
attention, by generating screen messages in the
client part of the system, including at the start of
the client part, if the event occurred and was not
covered before.

2. Provide the ability to graphically display the
characteristics of the profile of objects.

3. Provide for the possibility of organizing
additional checks, with a slight change in the rules
used in the analysis using the rule editor.

Areas of further research.

Further research should be aimed at improving
the software for automated software, in order to
enable automated recognition and operational

implementation of traffic analysis for further
detailed analysis of automated systems.

3. Conclusions

The analysis showed the absence of scientific
and methodological apparatus, universal devices or
automated software packages to ensure the rapid
implementation of traffic analysis and information
transfer to automated systems or relevant
specialists. Therefore, a method has been
developed to ensure the prompt implementation of
traffic analysis and information about situations
that are suspicious and require further detailed
analysis by automated systems or relevant
specialists.

The developed method allows to carry out
operative (real-time) informing of responsible
specialists, or transfer of necessary data to the
automated complex, about deviation of character
of traffic from network elements (separate
telephone numbers, number capacities, trunk
groups, etc.) which is fixed in primary data.
Deviations, the nature of traffic from the elements
of network parameters are measured from the usual
traffic of the telephone network relative to these
elements.

The given technique takes into account
practical recommendations concerning constant
coefficients, calculations. These coefficients are
selected by calculation and empirical. This reduces
the response of the System using the developed
method to the deviation of the communication
parameters by 9% compared to existing methods.
This is a perfectly acceptable result.
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Abstract

In this paper, the concept was considered and the practical implementation of one of the security
threats to Wi-Fi networks - the Evil Twin attack. It is shown that the implementation of the
attack is possible due to the allowed by the 802.11 standard location of several access points
with the same service set identifier (SSID) and MAC address in the same area. With the help
of several tools that are freely available, it is shown what steps an intruder performs to attack.
During the experiment, abnormalities in the behavior of beacon frames at the time of the Evil
Twin attack were detected. Based on the results obtained, it can be concluded that the
monitoring of beacon frames can be used to develop systems for detecting and preventing

intrusions into the WLAN.
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attack, evil twin, received signal strength, spoofing, rogue access point, wireless network

1. Introduction

With the widespread use of Wi-Fi technology,
the challenge is to ensure a high level of security
for such networks. Wireless networks use radio
broadcasting and are therefore extremely
vulnerable to possible attacks and unauthorized
access. The disadvantages of the IEEE 802.11
protocols encourage criminals to commit
cybercrime. Among all the threats to WLAN
security, one of the most serious is the Rogue
Access Point (RAP). One of the attacks that uses
RAP is the Evil Twin attack, which exploits the
same SSID and BSSID (basic SSID) as the nearby
legitimate access point (LAP). Evil Twin access
point is used for espionage and attacks. After
connecting an unsuspecting client to the Evil
Twin access point, an attacker can eavesdrop on
his messages, receive confidential information,
redirect to malicious websites, etc.

Therefore, the investigation of attacks using
rogue access points, especially Evil Twin, is an
urgent task and is necessary for further
improvement of the protection methods against
unauthorized interference in wireless networks.

EMAIL: romankor@zntu.edu.ua (A. 1); kuzak@ukr.net (A. 2)
ORCID: 0000-0001-5501-4600 (A. 1); 0000-0001-5238-8957 (A.
2)

2. Evil Twin Attack

The paper considers a scenario in which an
unauthorized access point and a legitimate access
point are together in the same area and have the
same SSID and BSSID because the attacker
installs a Evil Twin rogue access point by cloning
the MAC address and SSID of the existing LAP.

The Evil Twin attack can be performed in two
ways.

1. The attacker launches the Evil Twin and

increases the signal strength of the access point

(AP). Thus, whenever a client tries to

communicate with the LAP, he will connect to

the RAP.

2. An attacker targets clients that are already

connected to the LAP. In a situation when

Protected Management Frames (PMF) are not

used, the attacker forcibly disconnects the

client from the LAP, performing a

deauthentication attack [1], [2] and waits for

the client to reconnect, but by now to RAP, as

shown in Fig. 1.
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Legitimate AP
Client ()
SSID: Test_attack
BSSID: 34:CE:00:5D:03:7A
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Data o
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Probe R uest
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AuthenticalionR uest
: Association Request
: wﬂsﬁ/

Data

SSID: Test_attack
BSSID: 34:CE:00:5D:03:7A

Attacker Rogue AP
Figure 1: Evil Twin attack scheme

The attack process consists of the following
stages.

1. An attacker carries out a reconnaissance
attack. At this stage, the attacker puts the
network adapter in monitoring mode and scans
the air in search of information about AP to be
forged (SSID, MAC address, channel).
2.  An attacker configures RAP with the
same SSID and BSSID as the LAP by
performing a spoofing attack.
3. An attacker increases the power level of
the network adapter transmitter so that the
RAP signal level exceeds the LAP signal level
at the point of reception by the client.
4.  An attacker launches an Evil Twin access
point and sends beacon frames. The procedure
for setting up a software-implemented RAP is
as follows:
e installation of DHCP-server (the work
uses ISC-DHCP-server with open-source code
[3]) and configuration of the configuration file
/etc/dhcp/dhepd.conf DHCP-server. The file
indicates the network parameters (range of IP
addresses, lease time, subnet mask, DNS
server) that will be provided to clients;
e activation of RAP Evil Twin with similar
SSID, BSSID, channel of the legitimate access
point (used the program airbase-ng package
Aircrack-ng);
o setting up a computer to work as a router
to redirect the victim's traffic to a network card
with Internet access. For this purpose, the

ifconfig and iptables programs built into the
Linux kernel were used.
5. Inthe event that it is necessary to forcibly
disconnect clients from the LAP, the attacker
performs a deauthentication attack. After a
successful attack, the attacker expects the
client to connect to RAP.
6. The client device broadcasts a Probe-
request (AP connection request), attempting to
reconnect to the same SSID immediately to
ensure a seamless connection.
7.  Each of the access points that are located
in the client's field of vision and satisfies the
parameters in the Probe request frame, sends a
Probe-response  frame  containing the
synchronizing information. Because the Evil
Twin has a higher signal level, the client
connects to a rogue access point.
8. Transition to the authentication and
association phase to establish a connection and
restore Internet access.
9. Data transfer via Evil Twin access point.
Through this process, the attacker can access
the data that the victim transmits to the network.
An experiment was performed to confirm the
concept of the attack, as a result of which the client
was connected to the "Evil Twin". To carry out
and implement the “Evil Twin” attack, dual-band
Wi-Fi adapters Alfa AWUSO036ACH of 802.11ac
standard on the Realtek RTL8812AU chipset,
Linux operating system, software package for
auditing wireless networks Aircrack-ng [4], and
Wireshark [5] were used to capture and analyze
network traffic.

3. Analysis of results

During the attack, beacon frames had been
monitored. It is known that the access point
periodically sends beacon frames to indicate its
presence in the network. Beacon frames are
control frames and are transmitted in unencrypted
form, so the attacker easily forges them, posing as
LAP [6]. The interval, with which the beacon
frames are sent, is determined by the access point,
declared to the other nodes in the frame field
"beacon interval" and expressed in special Time
Units (TU), TU = 1024 ps. In the general case, the
typical value of the beacon frame interval is
100TU (102.4 ms).

Monitoring was performed using a network
analyzer Wireshark, setting up filtering by MAC-
address of the AP and a certain type of frames (in



this case, beacon frames). The observation period
was 100ms.

Before the attack, one frame was observed
every 100ms, and after the launch of the Evil Twin
attack, the number of beacon frames coming from
the same BSSID has increased to two. However,
it should be noted that sometimes the access point
may miss the transmission of the beacon frame if
the network is congested or tasks with a higher
priority are performed. Simultaneously, the RSSI
values of the beacon frames (from the radiotap
header) were registered. There were significant
fluctuations in RSSI during the attack.
Accordingly, it is possible to distinguish two
groups of beacon frames with the same SSID and
BSSID, which differ significantly in level (in this
experiment, one at -49dBm, the other at -28dBm).

4. Conclusion

Practical experiments have shown that Wi-Fi
networks have a fundamental security problem - it
is allowed by the 802.11 standard to have multiple
access points with the same SSID and BSSID in
the same area, that is the reason for the violation
of the integrity of the network and the possible
interception of information as a result of the Evil
Twin attack.

The obtained experimental results indicate
anomalies of beacon frames during the attack.
First, the number of beacon frames from the
attacked access point is growing. Second, when
there is no attack, the RSSI values from the LAP
show small fluctuations. But, during the attack,
substantial fluctuations of the RSSI values of the
beacon frames for the same MAC address were
registered. This is due to either different physical
locations of RAP and LAP, or an increase in the
power level of the transmitter by an attacker.

Therefore, further research and efforts should
be focused on improving existing and developing
new methods of RAP detection, in particular Evil
Twin, which will improve protection against
unauthorized intervention in wireless networks.

5. References

[1] Korolkov R.Y., Kutsak S.V. The features of
a deauthentication attack implementation in
networks 802.11. Ukrainian Information
Security Research Journal, vol. 21, no. 3, pp.
175-181. https://doi.org/10.18372/2410-
7840.21.13953

[2]

[3]

[4]

[5]

[6]

Kristiyanto, Y., Ernastuti Ernastuti (2020).
Analysis of Deauthentication Attack on
IEEE 802.11 Connectivity Based on IoT
Technology Using External Penetration
Test. CommIT (Communication and
Information Technology) Journal, 14(1), 45—
51.
https://doi.org/10.21512/commit.v14i1.6337
ISC DHCP SERVER [Online]. — Available:
http://www.isc.org/downloads/dhcp/
[Accessed: April 5, 2021].
Aircrack-ng.  [Online]. -
https://www.aircrack-
ng.org/doku.php?id=Main [Accessed: April

Available:

5,2021].
Wireshark. [Online]. -  Available:
http://www.wireshark.org [Accessed: April
5,2021].

P. Shrivastava, M. S. Jamal and K. Kataoka
EvilScout: Detection and Mitigation of Evil
Twin Attack in SDN Enabled WiFi, in IEEE
Transactions on Network and Service
Management, vol. 17, no. 1, pp. 89-102,
March 2020,
https://doi.org/10.1109/TNSM.2020.297277
4

19


https://www.researchgate.net/profile/Ernastuti-Ernastuti

Using the Sum of Real Type Functions to Encrypt Messages

Viktor V. Avramenko’, Mykyta O. Bondarenko?

2 Sumy State University, Rymskogo-Korsakova st. 2., Sumy, 40007, Ukraine

Abstract

This paper presents a symmetric key cryptosystem using the sum of real type functions which
allows to increase the cryptographic strength. Both transmitter and receiver choose Key
Functions with the same argument, the interval for setting the argument, and the step for
changing it. The symbol of the transmitted message is encrypted in an array where each
element is the sum of Key Functions with random amplitudes. This sum includes those Key
Functions for which the corresponding bit is one. Decryption uses disproportion functions. The
system is suitable for encrypting both discrete and continuous messages.
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1. Introduction

Widely used cryptosystems are based on the
set of integers. They implement symmetric and
asymmetric encryption algorithms. In symmetric
systems, the same key is used for both encryption
and decryption. The most famous symmetric
systems are AES [1] and GOST 28147-89 [2, 3].
To hack such a system, an enumeration of
possible keys is required. The brute-force
complexity is O(2¥), where k is the key length in
bits. For symmetric systems, if the
communication channel is open, there is a
problem of secure key transmission. This problem
does not exist for asymmetric open key systems.
In these systems, the most widely used algorithms
are RSA and El-Gamal [4, 5]. The RSA algorithm
is based on the computational complexity of the
integer factorization problem. FEl-Gamal's
algorithm is based on the difficulty of computing
the discrete logarithm, especially over a group of
points of an elliptic curve [6]. For breaking
asymmetric cryptosystems, there are
cryptanalysis methods which are faster than full
search. This circumstance makes it necessary to
use longer keys compared to keys in symmetric
systems, but it’s not promising due to the
intensive development of the quantum computers
[7], which will significantly affect the
cryptographic strength of existing cryptosystems
[8]. The ordinal brute force has complexity O(2"),
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meanwhile Grover's quantum algorithm [9]
reduces it to O(2%?) [9].

Implementing quantum algorithms will also
reduce the robustness of asymmetric systems. The
RSA system wuses the super polynomial
computational complexity of the factorization of
natural numbers. At the same time, there is a
quantum algorithm whose complexity is
polynomial O(n®) [10]. It means the cryptographic
strength of asymmetric systems can be reduced as
a result of the implementation of Shor's quantum
algorithm for computing the discrete logarithm. In
[11], Shor's algorithm is given for the group of
points of an elliptic curve over the field GF(p)
with complexity O(n®). Implementing quantum
algorithms will also reduce the robustness of
asymmetric systems. A method for increasing the
crypto resistance of the system under these
conditions is proposed in [12]. Along with the
search for ways to hack cryptosystems, methods
for detecting signals of means of secretly
obtaining information are also being developed
[13].

The above analysis shows that one should look
for other ways to create cryptosystems. In
particular, to complicate the selection of keys
using the simple enumeration method, one should
switch from using integers to real ones. It is
known [14] the set of real numbers has a higher
cardinality compared to the set of natural
numbers, so one can expect the cryptographic
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strength of a cryptosystem based on real numbers
will be higher. The possibilities of creating
cryptosystems using one or more functions of a
real variable as keys are considered in [15-18].

So, in [15], characters from the ASCII code
table are encrypted by the sum of 10 functions of
a real variable, which are keys. Each key-function
is preceded by a coefficient, which, depending on
the character being encrypted, is equal to zero or
one. The amplitudes of these functions are random
for each new symbol. The resulting sum of the
values of the functions is transmitted over the
communication channel. On the receiving side,
fragments of key functions are recognized, which
are represented in the received encrypted signal.
This allows you to decrypt the symbol transmitted
at the current time using the disproportion
functions [19-22].

In [16, 17], a variant is proposed when
symbols for transferring binary codes are encoded
with the help of three key functions of a real
variable. "1", "0", "space", "new line" are
encoded. Any other character is recognized as a
new line. For unauthorized access to the
intercepted message, you need to select the type
and parameters of the key functions.

In [15-17], the disproportion functions over the
first-order derivative were used. In this case, it is
necessary to apply numerical methods for
calculating the current values of the first
derivatives. The need for these calculations led to
the fact that the ciphertext significantly exceeded
the length of the encrypted message.

A completely different encryption principle
was proposed in [18]. One function of the real
variable is used as the key. The disproportion
function of the numerical representation of the
encrypted process is calculated with respect to the
key function. The obtained values of the
disproportion function are an encrypted message
and are transmitted over the communication
channel. To avoid calculating the derivatives, the
integral disproportions of the first order is used
[23].

The cryptosystems [15-18] in the process of
computer modeling have shown high
cryptographic strength when trying to guess the
parameters of keys functions, even if their form is
known. To further complicate the work of
cryptanalysts, the task is to develop a
cryptosystem that could combine the advantages
of the systems considered in [15-17] and the
system [18]. So, it’s necessary to develop the
algorithms for encryption and decryption of
analog and discrete messages, using several

functions of a real variable as keys without the
necessity to calculate derivatives.

2. Mathematical formulation of the
problem

The message that is encrypted is a sequence of
T numeric character codes from the ASCII table
(or numeric values of the pixel brightness
components in the case of a graphic image
transmission). Each of them is encrypted using
one-dimensional arrays of length N values. These
arrays are obtained using one and the same step h
of changing the argument of m Key Functions of
the real variable. In this case, the value y(j, 1) of
the matrix y(T, N) has the form:

m

., . 1
V0.0 =D ki fy®, W
q=1
where:
j is the number of the character in the transmitted
message;

fy(i) = f4(ih), i=1,2,...N>m), (q=1, 2, ... m)
- an array of values of the q-th Key Function;
kg - coefficients that are generated during
encryption of the j-th element and can be either
equal to zero or represent random numbers which
are unknown to the recipient.

Key Functions can be either continuous or
discrete. These functions should be the same for
the transmitting and receiving sides and have the
same numbering. Also, the step h of changing the
argument of the Key Functions should be the
same. An encrypted message in the form of a
matrix y(T,N) is transmitted over an open
communication channel. The task is to decrypt the
message using the matrix received at the receiving
end. To solve it, the integral disproportion of the
first order is used [23].

3. Disproportion functions

One of the first publications in which
disproportion functions were proposed was [19].
In particular, the disproportion with respect to the
n-th-order derivative of the function y(x) with
respect to x is described by the expression:

@d™y =Y 1.4 ()
x x™  n! dx"’

Here the @ symbol is chosen to denote the
operation of calculating disproportion. The
symbol "d" stands for "derivative". The order is
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indicated in parentheses. The left part (2) reads "et

d n y with respect to x". The order n > 1 is an

integer. If for any value of x, the function y(x) has

the form y = kx", then disproportion (2) is equal to

zero regardless of the value of the coefficient k.
For the case whenn =1,

1 y dy (3)
dVy =222
@d, "y x dx’

For defining the functions parametrically,
when, x = ¢(t), y = y(t), where t is a parameter,
disproportion (3) is described by the expression

po dy /4t (4)
7 ,
o (¢) @ /4

@dfpl()t)w(t) =

For y(t) = ko(t) disproportion (4) is equal to
zero in the entire area of existence x = (t),
regardless of the value of k. In [19], the case was
considered when

y(x) = kifi(x) + kpfo(x) + (5)
+ kmfn (),
where fi(x), fi(x), fn(x) are known

functions; ki, ks, ... km are coefficients whose
values are unknown.

It is shown that the disproportion functions
allow calculating the values of the unknown
coefficients in (5) from the data obtained for the
current value of the argument. This opportunity is
used to create cryptosystems [15-17].

In practice, often the first derivative of the
function does not exist or is equal to zero on some
interval. This excludes the possibility of using
disproportions over the first-order derivative (2-
4). In this case, it is advisable to use the integral
disproportion of the first order [23]. This
disproportion of the function y(x) with respect to
f(x) has the form:

[ry@dx  y@ )
5 fedx f@

where h - is the preset time interval. In the discrete
representation of signals, this is a time
quantization step.

In this case, y(x) and f(x) are represented by
one-dimensional arrays. If the approximate values
of the integrals in (6) are calculated using the
trapezoid formula, then for the one and the same
step h for y(x) and f(x), disproportion (6) takes the
following form (7):

. _Yi-1rtYi Vi (7)
SRR Ol ey

@Iy () =

4. Encrypting and decrypting

messages

The transmitting and receiving sides must have
the same system of m Key Functions of the real
variable, their numbering, the interval of changing
the argument and step h of its change. The number
of elements N of the one-dimensional array
corresponding to the encrypted character must
also be set. These can be both characters from the
ASCII table, and components of pixel brightness
when transmitting color graphic images. Each of
them is represented by an integer. The required
number of Key Functions depends on the
maximum value of this number. For example, to
encrypt characters from the ASCII table, m = 8
Key Functions are required. They can be either
continuous or discrete. If the Key Functions are
continuous, it is necessary to calculate N elements
of one-dimensional arrays of their values,
changing the argument from the initial Xmi, to the
final xmax value with a step h. When encrypting
characters from the ASCII table or the pixel
brightness, their numerical representations differ
by one. In these cases, the step h of changing the
argument must be equal to one.

An m-bit binary code corresponds to each
encrypted character. Each bit in this code is
associated with a specific number of the Key
Function. If the bit is zero, the value of the
corresponding Key Function is also zero. If the bit
is equal to one, then a random value of the
amplitude of the corresponding Key Function is
played. The character to be encrypted is
represented by the sum (1).

4.1. Encrypting messages

1. The following is a character encryption
algorithm:

2. Calculate arrays of N > m values of Key
Functions: fy(x),q=1,2... m.

3. Enter the encrypted j-th character and
calculate its cipher in the form of values of the
one-dimensional array y(j, i), i = 1, 2... N
according to (1).

4. Repeat this point for all characters of the
message of length T.

5. A sequence of T arrays is an encrypted
message transmitted over an open communication
channel.
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4.2. Decrypting messages

Pre-compute the arrays fy(i) = fy(ih),
(q=1,2,..m), (i=1,2,..N>m), of Key
Functions and to receive T one-dimensional
arrays y(j ,1),j=1,2, ... T,i=1, 2, ... N over the
communication channel. Further, in order to
simplify the description of the decryption process,
an example is given when only three functions are
used in the cryptosystem - the keys: fi(x), f2(x),
f3(x). In this case m = 3. Accordingly, the j-th
character of the message is encrypted as

Y, 0) = kyjfi (@) + kpj f2(0) + ks3jf3(0), (8)
i=12..N>3,

The process consists of m = 3 levels in
accordance with the number of Key Functions.

First level: It is necessary to calculate the array
of disproportions (7) y(j,i) with respect to any of
the Key Functions , for example, fi(i):

For G, 1) = @1y () = (9)
yG,i-D+yG.0 yG0)
G-+ £ fi@
where1=2, 3...N.

Also calculate the disproportions (7) of the
remaining key functions with respect to fi(i):

Fa (1) = @150 £:Giy 1) (10)

_ fr(j' [ — 1) +fr(j' i) _ fr(j' i)

AGE-D+ £30) i@
where r =2, 3.

Considering that the disproportion of the
function relative to itself is zero, we get:

Fo1(,0) = ko jFo1G, D) + k3jF3.(G, ), (11

Second level: It is necessary to select any
disproportion from right-hand of (11), for
example F»i(j, 1). It is used to calculate next
disproportions:

F0121(f: )= @Iézll)(j,i)F()l(j, ) (12)
_Fo1( i =D +Fn(G)  Fou(D)

CFn(, i D + Fpu () Fn (i)
F3121G, 1) = @I Fa1 G, 1) (13)

— F31(j' i— 1) + F31(j: i) _ F31(i' i)
For(, i— D)+ F1 (1) Fpr (D)

Taking into account that the disproportion of
F21(j, 1) with respect to F21(j, 1) is equal to zero, we
get:

Fo121(,1) = K3;F3121(, 1), (14)

Third level: The disproportion of Foi2i1(j, 1)
with respect to Fsi2i(j,i) is calculated in the
following way

Fo121312:(, 1) = @115;1)21(j,i)F0121(1': H (15
_ Fo121(, i = 1) + Fo121 G, 1)
F3121(1'5 i- 1) + F3121G, D)
_ Fo121(, D) —0
F3121 (0 '

It is equal to zero because, as can be seen from
(14), there is a proportional relationship between
Foi21(j, 1) and F3121(j, 1). This fact allows
calculating from (14) ksj and ko, ki for the j-th
message symbol.

ka: = Fo121U, D) (16)
3 F3121(i) ’
o = Fo1(J, ) — k3j F31(j, 1) (17)
a4 2 0) '
o _YUD —kaife D —ksifs(D  (18)
Y [A0) '

Depending on which of these coefficients are
nonzero and which are equal to zero, the j-th
message symbol is decrypted. In practice, it must
be taken into account that there are calculation
errors.

Therefore, it is necessary to compare the
disproportion (15) calculated at the last level in
modulus not strictly with zero, but with an
approximate number €. For example, it could be
e=10". In this case, if | For213121(j, 1) | <= ¢, then it
should be assumed that it is zero.

The value of ¢ is determined during testing of
the cryptosystem. Theoretically, this
disproportion is equal to zero foralli=2, 3, ... N,
but, taking into account the calculation errors, it is
recommended to do calculations using formulas
(16-18) for i, at which the modulus of
disproportion (15) is minimal.

4.3. An example of encrypting and
decrypting characters from an ASCII
table

Eight Key Functions are used (m =8):

1. fi(x) =1000 sin((o; - B1)x) cos(wpix)

2. £5(x) = 1000 exp(0.10,x) sin(wp2x)
cos((oz + B2)x)

3. f3(x) = 1000 exp(-asx) sin(wpsx)

4.  fu(x) =1000 cos((oix - B1)x) sin(wpix)
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5. f5(x) = 1000 exp(0.1sin(azx)) sin(w
cos(Px)) cos((a+P2) x)
6. fs(x) = 1000 sin(-cos(asx)) cos(w
sin(Psx))
7. fi(x) = 1000 sin(wx + o) exp(-pix*)
8. fs(x) = 1000 cos(wyx?)
where o1 =1, a2=0.12, a3=0.5, $;=0.1,
B2=1.5,P3=0.7,y=0.5, w =400 are constants.
A sequence of numbers corresponding to the
transmitted characters from the ASCII code table
is encrypted. Each character is encoded by a sum
of Key Functions
y(x) = k1 f1(0) + ko () + kafs(x)  (19)
+ kyfa () + ksfs(X)
+ kefo(X) + k7 f7(x)
+ kgfg(x),

where:

x = ih — argument;

h =1 — step of changing the argument.

1 —is the ordinal number of the element of the
one-dimensional array for each of the Key
Functions, as well as the array yo, yi, ..., YN-1,
which is the character cipher;

N — a number of elements of each one-
dimensional array. Based on the requirement of
N > m, the amount of array elements N = 16.

Table 1 shows the transmitted characters in the
upper horizontal line. The corresponding ciphers
are given in the form of arrays arranged vertically.
The decrypted characters are located horizontally
on the bottom line.

It is obvious that the received message matches
the transmitted one. It should be noted that the
ciphers (arrays) of the adjacent symbols 't* are
completely different.

The codes of the other adjacent identical
symbols in the message are given in Table 2. The
above results indicate that the ciphers of the
adjacent identical symbols in the message differ
from each other. This circumstance greatly
complicates the "hacking" of the cryptosystem. In
order to "crack" the message, it is required to
select the form of eight Key Functions and the
values of their parameters.

Table 1
Encrypted and decrypted characters “Hello”
m— o m m o

0 -323.36050 -1096.0141 -872.47149 37.134528 -112.93721
1 257.702939 167.391848 1051.01033 532.400561 427.740614
2 57.298613 175.907791 -408.37541 -216.26334 -116.65218
3 -165.32821 126.358160 -324.75198 -162.19800 -197.22270
4 -186.82906 -394.77504 -929.02530 -439.94548 -449.01146
5 -163.70378 -392.33753 -1059.2853 -385.85981 -170.75848
6 37.446166 299.880685 370.310135 74.675455 44.746439
7 -110.70494 426.787248 -218.90900 -238.68403 -314.75860
8 -2.714026 -59.278796 115.564604 -2.371129 -165.23427
9 9.436954 152.916970 116.697501 -23.361501 281.220083
10 42.465400 -412.02347 -203.82595 84.424717 150.029168

11 -24.295297 615.002251 349.117675 -42.371452 -231.55086
12 101.570285 95.754178 543.764259 227.452661  -122.68102
13 195.422364 132.219196 855.514365 432.359247  754.345004
14 -11.067358 -507.14921 -252.27430 -29.696351 228.457327
15 214.445079 264.682389 659.731238 467.369970  -63.039751

Table 2
Encrypted and decrypted characters ‘A’

y Y Y oY Y Y
0 -597.135343 -762.540347 -609.489179 -1245.052456 -917.400855
1 9.473961 -6.667141 -2.760240 -37.310266 -17.407304
2 274.695430 368.229254 291.933312 625.796927 451.736269
3 15.193014 87.216540 60.428145 237.898008 138.849052
4 -123.497929 -217.377766 -165.579209 -438.953490 -291.370618
5 -58.830278 -107.584825  -81.548078 -221.367775 -145.669069
6 -8.280530 -11.911812 -9.337867 -21.332769 -14.999968
7 199.488556 342.700766 261.876769 683.403833 456.291669
8 -76.316724 -131.227388 -100.265637 -261.818697 -174.769533
9 -60.158608 103.377062 78.993047 -206.183725 137.653657
10 -125.104506 -215.011307 -164.292499 -428.868345 -286.313719
11 214.641127 368.892513 281.874942 735.803375 491.224813
12 -14.047252 24.142272 18.447384 -48.154847 -32.148341
13 6.530344 11.223364 8.575899 22.386440 14.945262
14 -223.052958 -383.349601 -292.921754 -764.640006 -510.476209
15 169.891087 291.983039 223.107534 582.397666 388.810617

Below is an example that illustrates the
resistance of the system obtaining keys, even if
somehow it was possible to find out the forms of
Key Functions. Suppose that the above sequence
of characters is encrypted using functions (7), and
decrypted using the same kind of functions, but
the constant w was guessed incorrectly. Instead of
w =400 was used w = 399.999 during decryption.
In this case, the disproportion at the last eighth
level in absolute value exceeds the permissible
deviation € from zero. That is, decryption is
impossible. Only if w = 399.9999, the message
may be decrypted. This result shows that even
such a slight deviation of one of the parameters of
the Key Functions does not allow decryption of
the transmitted character.

5. Requirements for Key Functions

1. The Key Functions must be of real type.

2. They can’t be constant and must not take
zero values.

3. When using the key function, there
should be no situation where division by a number
close to zero occurs, which leads to an
unacceptable calculation error. For this purpose, it
is recommended to test the cryptosystem for the
entire alphabet of characters that will be used in
messages.

4.  Check that the sum of two or more key
functions does not coincide with any other of the
key functions.

5. It is recommended to include all
parameters in the expression for each key
function. In this case, a change in the value of any
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parameter leads to a change in all key functions,
but not one or several of them only.

6. Before sending an encrypted message,
first check what the decrypted message looks like
in order to avoid errors that may occur as a result
of not taking into account the previous points.

6. Conclusions

A cryptosystem with symmetric keys is
proposed. These keys are real variable functions
that satisfy the above constraints. They can be
either continuous or discrete. The number of
functions is equal to the number of binary digits
used to encrypt a character, for example, in an
ASCII table. Each of the functions corresponds to
a certain binary digit. The symbol of the
transmitted message is encrypted with a one-
dimensional array. The elements of this array
represent the sum of Key Functions with random
amplitudes. This sum includes those Key
Functions, for which the corresponding binary
digit is equal to one.

Decryption is performed using disproportion
functions. The possibility of encryption and
decryption of text information is shown. The
given examples show the complexity the guessing
Key Functions and the cryptographic strength of
the proposed cryptosystem. So, for example, a
real-type constant, which equals 400 during
encryption, to break the system by brute-force,
you need to select with an accuracy of 10, but
there can be any number of such constants. It is
very difficult to find all the constants of the real
type at the same time with high precision and thus
hack the system, even with well-known formulas
of functions - keys.

It should also be noted that the codes of the
same adjacent symbols are not repeated, which
can be seen from Table 2. This also increases the
cryptographic strength of the system.
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Abstract

The article developed a software application for recognizing sarcasm in English
communication. NLP technology is used to implement machine learning. Python programming
language. Comparisons with known algorithms and models are made. The advantage in the
simplicity of the method implementation and the speed of recognition, which corresponds to

live communication, is proved.

Keywords
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1. Introduction

Human language is extremely complex and
contains a significant number of linguistic
constructions.  Language recognition and
translation is a well-developed area of machine
learning. However, living human language
contains such elements as humor, irony, pun,
aphorism, sacredness, which are not always
correctly recognized by native speakers, and
recognizing them with the help of intelligent
information technology becomes quite a difficult
task. At the same time, virtual translators must, in
a reasonable amount of time (preferably in real
time), recognize a person's living language and
communicate its content and emotional and
logical implication to the user. Today, the
universal language of communication is English.
Sarcasm is the most complex language
construction, because in a sentence with sarcasm
one logical construction is confirmed, and the
opposite is understood [1]. Thus, recognizing
sarcasm in communication is quite a challenge.

2. Analysis  of
methods

problem-solving

At present, there are a sufficient number of
electronic translators designed to facilitate the

EMAIL: serhii.trystan@nure.ua (A. 1); mog28@ukr.net (A. 2);
mv.naumenko@ukr.net (A. 3)
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communication  process. Living language
recognition is based on electronic dictionaries and
Data Science (DS) technologies [2]. In DS such
direction as Nature - Language Processing (NLP)
is allocated. This area studies the problems of
computer analysis and synthesis of natural
language. For artificial intelligence, analysis
means understanding language, and synthesis
means generating intelligent text [3]. Solving the
problems associated with the analysis and
synthesis of language structures will mean
creating a more convenient form of interaction
between computer and human, as well as ensuring
communication through electronic translators.

Examples of using NLP are such services and
applications as Siri (assistant for operating
systems from Apple: i0S, watchOS, macOS,
HomePod and tvOS) [4], Cortana (virtual
assistant in Windows) [5], Gmail Spam Filter
(analysis service) and selection of mail with
spam) [6]. It should be noted that there are
currently a sufficient number of applications that
implement NLP.

However, simple solutions are needed that will
quickly recognize sarcasm in living language in
communication. The theoretical basis of the work
was works [7], [8], works on applied statistical
analysis [9] and applied analysis of text data in
Python [10].
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3. Main part
3.1. Problem statement and
substantiation of tools for its solution

The task to be solved in the article is the
automatic recognition of sarcasm in live English
communication.

The main tools for solving this problem are:

1. statistical and mathematical methods of big
data processing [7], [8], [9], [10];

2. dataset for model learning [11];

3. Python programming language 3.8.1 [12];

4. Jupyter notebook development
environment;

5. a set of libraries (sklearn, re, pandas,
numpy, nltk (natural language toolkit),
matplotlib).

article_link

3.2. Dataset choosing and bring it to
normal

The date set was chosen on Kaggle.com. The
required data set is called “News Headlines
Dataset For Sarcasm Detection. High quality
dataset for the task of Sarcasm Detection” [11].
This dataset contains news headlines that are
collected from two sites: TheOnion and HuffPost.
Each record consists of three attributes, and itself:

1. is_sarcastic (1, if the entry is sarcastic,
and 0 if not sarcastic);

2. headline (the title of the page);

3. article_link (link to the page from which
the title was taken).

In Figure 1 shows the structure of this dataset.

headline is_sarcastic

2 hifps:/flecal theonion.com/mom-starfing-fo-fea...
3 hifps:/ipolifics. theenion.com/boehner-jusi-wan...
4 hitpsifvow huffinglonpost.comfentryjk-rowlin....

hitps: /v hufiingtonpost. comfentry/versace-b...

https-ffvnw huffingtonpost.com/entry/roseanne-...

former versace store clerk sues over secret 'b...
the "roseanne’ revival catches up fo our thom...
mem starting fo fear son's web series closest ..
boehner just wants wife fo listen, not come up...

j-k. rowling wishes snape happy birthday in th...

25704  hitps:iiwww huffingtenpost comientry/american-...
28705  hitps/'vwwww huffingtonpost. comfentry/americas-...
26708  hitps:2iwwew huffinglonpost. com/entry/reparatio. ..
28707 https-ffvvaw. huffingtonpost.comientry/israeli-b. ..

26703  hitps:/hwww. hufingtonpest.com/entry/gourmet-g. ..

26709 rows = 3 columns

Figure 1: “Sarcasm_Headlines_Dataset” structure

As can be seen from fig. 1, the first steps in
creating an information technology for sarcasm
recognition - is to bring the column "headline" to

israeli ban targefing boycolt supporiers raise..

american polifics in meral free-fall
america'’s best 20 hikes

reparations and chama

o o o o o

gourmet gifis for the foodie 2014

normal, which consists of bringing all the letters
to lowercase, removing dots and spaces.

In Figure 2 shows the script for bringing the
“headline” column to normal.

In [7]: ds = pd.read_json('Sarcasm_Headlines Dataset.json', lines = True)

headline re sub = [] |
for i in ds['headline’]:

headline_re_sub.append(re.sub('["a-zA-Z]", ' ',i))
ds[ ‘headline’] = headline re sub

Figure 2: Bring the column "headline" to normal

3.3. Stemming words

The next stage of the method is word
stemming. In the field of natural language
processing, there are cases when two or more
words have a common root. Stemming reduces all

counter word forms to one, normal vocabulary
form.

There are two main steaming algorithms:
Porter's algorithm and Lancaster's algorithm [9].
The developed script uses Porter's algorithm
because it is less aggressive to word forms.
Lancaster's algorithm is quite aggressive, because
it strictly "cuts" the word and makes it very

28



confusing, which is impractical in recognizing
such a complex linguistic phenomenon as

: | headline_re_sub =[]
for i in ds['headline']:
headline_re_sub.append(re.sub(’
ps = PorterStemmer()

ds['headline'] = headline_re_sub

features = ds["headline']
labels = ds['is_sarcastic’]

features = features.apply(lambda x:

features = features.apply(lambda x : '

tv = Tfidfvectorizer(max_features =

features = list(features)
features = tv.fit_transform{feature
features

: array([[@., @.,
[@., @.,
fe.. o.,

..y 8., B., 0.
cers Ba, B,
ey 8., B,

sE®
[
@

@

[@.. o.,
[@., .,
[8., .,

ey Ba, B,
e .,
ceey Ba, B,

eE®
[

@ e

Figure 3: Using Porter's algorithm for word stemmi

3.4. Convert text to numbers

The next step of the method is to convert the
text into a meaningful representation of numbers,

In [28]: | headline_re_sub =[]
for i in ds[headline’]:
headline_re_sub.append{re.su

ds[ "headline"'] = headline_re_sub

features = ds['headline’]
labels = ds['is_sarcastic’]

ps = PorterStemmer()
features = features.apply({lambda
features = features.apply{lambda

features

former versac store cle

sarcasm. In Figure 3 shows the use of the Portrait
algorithm with respect to the “headline” column.

[ra-za-]", * ".i)

x.split())
*.join([ps.stem(word) for word in x]))

5000)

s).toarray()

D
ngin a dataset

which will be used in machine learning algorithms
for prediction. In Figure 4 shows the use of the

TfidfVectorizer function, which was taken from
the sklearn.feature extraction.text library.

b("[*a-z-21", " "))

x: x.split())
x : " '.join([ps.stem{word) for word in x]))

rk sue over secret blac...

]

1 the roseann reviv catch up to our thorni polit..
2 mom start to fear son s web seri closest thing..
3 boehner just want wife to listen not come up w..
4 j k rowl wish snape happi birthday in the most..

america

26784
26785
26705
28787 isra ban target boycott
26788

n polit in moral free fall
america s best hike

repar and obama

support rais alarm abroad
gourmet gift for the foodi

Name: headline, Length: 26782, dtype: object

Figure 4: Using the “TfidfVectorizer” function

After all the steps to bring the data to values
that can be used in computer training, we need to
determine the model of machine learning.

3.5. Choosing a machine learning
model

The logistic regression is chosen as the basic
model of machine learning. Logistic regression is
a machine learning classification algorithm that is
used to predict the probability of a categorical
dependent variable. In logistic regression, the

dependent variable is a binary variable containing
data encoded as 1 (yes, success) or 0 (no, failure).
Since our problem is a binary classification
problem (1 - sarcasm, 0 - not sarcasm), logistic
regression is a relevant model [9]. In Figure 5
presents a graph of logistic regression.
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Figure 5: Logistic Regression Plot

3.6. Machine learning

Before training the model, divide the dataset
into training and test samples with the following
model = LogisticRegression()

model.fit(X_train, Y_train)
cv = 1@

parameters: 30 percent of the entire sample will
go to the test data set, and the other 70 to the
training (Figure 6).

X train, x_test, Y_train, y test = train test_split(features, labels, test size = .30, random state = None)

Figure 6: Division of the dataset into training and
test samples

The accuracy of the model is checked using
cross-validation (re-sampling procedure). The
decision to choose this method is based on its
simplicity and obtaining a less biased or less
optimistic assessment of the quality of the model
than other methods. In

Figure 7 shows the accuracy of the model that
was verified by cross-validation.

res = cross_val_score(estimator = model, X = X_train, y = Y_train, cv = cv)

print("The average quality of the model, when conducting ",cv," experiments: ",round(np.mean(res),2))
print("Values in the training sample: ", round(model.score(X_train, Y_train),2))

print("values in the test sample: ", round(model.score(x_test, y test),2))

The average quality of the model, when conducting 1@

Values in the training sample: ©.88
Values in the test sample: ©.83

Figure 7: Model accuracy

Another metric for evaluating the quality of the
model is the ROC curve (one of the most popular
quality functionalities in binary classification
problems) [9]. In Figure 8 shows the ROC - curve
obtained in the work.

-
084

33 .
06 4 .

2 ool /
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oo 0z 04 06 08 10
specificity

Figure 8: ROC curve

After carrying out stages designing model of
machine learning it is necessary to carry out the
test.

3.7. Model testing

experiments: @.83

In Figure 9 shows an example of testing the
model on the phrase: "Oh, have I touched that tiny
ego of yours?".

Information technology has rightly determined
that this sentence is sarcasm.

sent = input{str())
sent = re.sub({'["a-zA-Z]', '
text = []
text.append(sent)
data = tv.transform(text).toarray()
pred = model.predict(data)
if(int(pred[@])==1):
print("Sarcasm™)
else:
print("NOT Sarcasm™)

', sent)

Oh, have I touched that tiny ego of yours?
Sarcasm

Figure 9: Model testing

It is also necessary to compare the results with
known algorithms and implementations. This
comparison is shown in

Table 1.
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Table 1
Comparison of the obtained results
Model KNearest Logistic Naive Bayes| LinearSVC RandomForest
Neighbors Regression Classifier
Prediction 68.3% 84.04% 75.09% 78.08% 79.64%
(0,8 sec) (0,12 sec) (0,10 sec) (0,11 sec) (0,11 sec)

Thus, we can conclude about the effectiveness
of the developed method and the possibility of its
application for the recognition of sarcasm in live
communication on English.

4. Conclusions

1. Recognition of linguistic constructions of
natural language is a difficult task on the border
of such scientific areas as Al, ML, philology.

2. Recognizing sarcasm in living language is
one of the most difficult tasks, because a person
masks sarcasm.

3. Recognition of sarcasm should be done
quickly (commensurate with the pace of
communication), so decisions should be simple
and effective.

4. The obtained solution has a degree of
recognition of 0.83, but in contrast to more
powerful solutions, it is quite fast.

5. The article presents the results of the study
of ML and NLP in terms of solving the problem
of identification and classification of sarcasm.
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Abstract

The article investigates the dynamic models of the information protection system in social
networks taking into account the clustering coefficient, and also analyzes the stability of the
protection system. In graph theory, the clustering factor is a measure of the degree to which
nodes in a graph tend to group together. The available data suggest that in most real networks,
and in particular in social networks, nodes tend to form closely related groups with a relatively
high density of connections; this probability is greater than the average probability of a random
connection between two nodes.

There are two variants of this term: global and local. The global version was created for a
general idea of network clustering, while the local one describes the nesting of individual nodes.
There is a practical interest in studying the behavior of the system of protection of social
networks from the value of the clustering factor. Dynamic systems of information protection in
social networks in the mathematical sense of this term are considered. A dynamic system is
understood as any object or process for which the concept of state as a set of some quantities at
a given moment of time is unambiguously defined and a given law is described that describes
the change (evolution) of the initial state over time. This law allows the initial state to predict
the future state of a dynamic system. It is called the law of evolution.

The study is based on the nonlinearity of the social network protection system. To solve the
system of nonlinear equations used: the method of exceptions, the joint solution of the
corresponding homogeneous characteristic equation. Since the differential of the protection
function has a positive value in some data domains (the requirement of Lyapunov's theorem for
this domain is not fulfilled), an additional study of the stability of the protection system within
the operating parameters is required. Phase portraits of the data protection system in MatLab /
Multisim are determined, which indicate the stability of the protection system in the operating
range of parameters even at the maximum value of influences.

Keywords

dynamic models, information protection system, social networks, clustering coefficient,
nonlinearity, exception method, homogeneous characteristic equation, function differential,
system stability, phase portrait

1. Introduction

Descriptions of dynamical systems for various
problems depending on the law of evolution are
also various: with the help of differential
equations, discrete mappings, graph theory,
Markov chain theory, and so on. The choice of
one of the methods of description determines the
specific form of the mathematical model of the
corresponding dynamic system [3].

EMAIL: savitan@ukr.net; 12z@ukr.net; macko2006@ukr.net;
ivan.havryliuk@gmail.com
Vitalii Savchenko ORCID: 0000-0002-3014-131X

The mathematical model of a dynamic system
is considered to be given if the parameters
(coordinates) of the system are introduced, which
unambiguously determine its state, and the law of
evolution is specified. Depending on the degree of
approximation to the same system, different
mathematical models can be matched.

Theoretical study of the dynamic behavior of a
real object requires the creation of its
mathematical model. In many cases, the
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procedure for developing a model is to compile
mathematical equations based on physical laws.
Usually these laws are formulated in the language
of differential equations. As a result, the
coordinates of the state of the system and its
parameters are interconnected, which allows us to
begin to solve differential equations under
different initial conditions and parameters.

2. Related works

In the article [1] the definition of the clustering
coefficient in the case of (binary and weighted)
directional networks is extended and the expected
value for random graphs is calculated. In [2], it is
noted that the properties of the small world of
neighboring connections are higher than in
comparative random networks. If a node has one
or no neighbors, in such cases the local clustering
is traditionally set to zero, and this value affects
the global clustering factor. It is proposed to
include the coefficient 6 for isolated nodes in
order to estimate the clustering coefficient, except
in cases from the determination of Watts and
Strogats. In [3] a method of determining trust and
protection of personal data in social networks was
developed. In article [4-6] the clustering
coefficients for social networks, including power
ones, are considered. In [7], a comparison of
different generalizations of the clustering
coefficient and local efficiency for weighted
undirected graphs is made. In the article [8] the
analysis of the clustering coefficient on the social
network twitter is carried out. In [9], an analysis
of the clustering coefficient through triads of
connections was performed. In the article [10] the
dependence between the clustering coefficient
and the average path length in a social network is
investigated. In [11,13] the use of clustering
methods of social networks for personalization of
educational content is investigated. The article
[12,15] discusses the behavior of the clustering
coefficient for complex networks. In [14], it was
concluded that based on the results of the
experiment, it can be concluded that among the
clustering algorithms there is no universal
algorithm that would be significantly ahead of
others on all data sets. The leaders of
benchmarking are the algorithms Spinglass and
Walktrap. From the considered analysis of the
works, it can be concluded that currently the
protection of wusers in social networks is
considered primarily as a technical problem that
does not take into account the structural

parameters of the network and its topological
features. This emphasizes the relevance of the
topic of work regarding the construction of a
protection system based on structural parameters,
taking into account network clustering.

3. Formulation of the research task

It is necessary to investigate the dynamic
system of information protection in the social
network (SN) from the clustering factor. Carry out
modeling of a nonlinear protection system taking
into account the clustering factor in SN.
Investigate the stability of the protection system
in the SN.

4. Main part

4.1. Nonlinear solution of the
protection system in the SN,
taking into account the action of
a specific parameter - the
clustering factor

Analysis of graphical dependences of a linear
system [3] indicates the nonlinearity of the
system. Therefore, in the system of equations (1)
we introduce nonlinear components (2):

dl

E:szz+écv+cl< )74

dzZ vl (1)
—= ()1 (C ;5 +C ;1)

where: ZCvl — the total number of connections

velV
in the network, N — the number of vertices in the
network.

60

40 -

20

o

d(SumCilN%)

20 b

_40 -

-60

1 1.1 1.2 1.3 1.4 1.5 1.6 1.7 1.8 1.9 2
(SumCi/N?)

Figure 1: Differential of the clustering coefficient
function
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where: L,,L,, etc.

operators. We consider the nonlinearity of the

system to be weak, which allows us to find a

solution for each equation of the system (2) by the

method of successive approximation, putting:
I=1+1,+1,..

K,,K,, etc. some linear

4000
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o
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Figure 2: Differential of protection function

Since the differential of the protection function
has a positive value in some data domains (the
requirement of Lyapunov's theorem for this
domain is not fulfilled), an additional study of the
stability of the protection system within the
operating parameters is required

=7, +Z,+7Z,+..
Let at

9 _o,and dz=0, % _0
d

I=1,Sinwt,Z =ZSin wt

dl =0,

We obtain a system of equations:

di -

Z:Z pZHC+Cg)I-Ly (102 Sin” ar )-

~13(Ig Sin® or)-..

dz 'l 22
_:_(VEV2 )_[(Cd2-|—Cd1)—K2(ZO Sln wt)_

dt N (3)
~K3(Z¢° Sin’ ot )-..

Let's rewrite the system and present it as
follows:

o0
£2a2+,811— Y L, 1§ sin® or,
dt k=2
o0
d_Z:ﬂ21+;/— > Kng Sink wt, (4)
dt k=2

where:

ZCVI

_ _ _ _ vel/
a=Z2,.p=C +Cg. b ‘_(Cd2+cd1)’7‘_ T

Next, use the exception method:

4 Bl > K, 7K sink
= +y - sin* ot =
dt 2 k=2 k=0

1 [e¢)
[ = — d—Z—7+ > Kngsink ot | =
ﬁz dt k=2

d 1 (dZZ

1 k o k-1
— = +—> (kK. Z, sin" wtcoswt 5
R > (kK Z) )J (5)
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Figure3: Graphs by dependence (4)

Substitute all the found expressions (5) in the
first equation of system (4):
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Figure 4: Graphs by dependence (5)
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Figure 5: Graphs by dependence (7)

o
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Now we find a common solution of the
corresponding homogeneous equation:

- ﬂIZ' —afyZ =0 (8)

The characteristic equation has the form:

—pBA—aB,=0. Consider the case of the
positive discriminant of this equation:

ﬂli\’ﬂlz +4ap,

2
D:,B1 +4aﬂ2 >0311,2:

3 (9)
From:
ﬂl+Jﬂ12 +4ap, B _Jﬂlz +4ap,
Z,t)=ce 2 +c,e 2

joint solution of a homogeneous equation.
To find the general solution of the
inhomogeneous equation we use the method of

variation of arbitrary constants:
profBidap,, o ey
+c,(t)e 2

ZOOH (t) = Cl (t)e 2

where: ¢/(¢),c,(¢) are from the system:
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where:

N(@)= —%i{kKLZEL sin et cosca‘] -
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(11)
From equations (10, 11) we obtain:
B iap;, pAp P,
o@e 2 =—c,()e 2 =
2
ﬂl‘!lﬁl;‘mﬂz , 7,/)’1+!lﬁ12+4aﬁ2 .
= 5 (t)e = N(1)
2 B-{BF +4ap (12)
+
2
or:
ﬂl—llﬂlz +4ap, .
Ge T B +4ap, =-N©) (13)

where will we get:

| -4 +![ﬂﬁ +hap, z
cz(z)z——jN(z)e T (14)

\/ﬂf +4ap,
()= 1 [N@e
VB +4ap,

Given (13,14,15) we have:
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> ar (19)
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Figure 6: Graphs by dependence (16)

3.2. Define the phase portrait of the
data protection system

Initial equation:

itz @ L2 g
T_'Blﬂ_a’%z:_g x KK, Zysin” " otcosot | -
dt k=2

5 5 17
i+ By L Kng sinf ot - py L Lklg sinf ot 7)
k=2 k=2

The solution will be implemented in the
program MatLab / Multisim. Let's make the
scheme (Fig. 7).

The phase portrait is presented in the form of
an ellipse, which indicates the stability of the
personal data protection system.

The results of the program are presented in
Fig. 8, 9.
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5. Analysis of the obtained results

In contrast to previous research by scientists, it
has been proven that the SN protection system is
stable even from external maximum influences
and a specific parameter of the -clustering
coefficient in the operating range of parameters.

6. Conclusions

For the first time in the article the dynamic
model of the information protection system in
social networks is investigated taking into account
the clustering coefficient, and also the analysis of
the stability of the protection system is carried out.
A nonlinear equation of information protection is
obtained. It is shown that the protection index
changes depending on the clustering coefficient.
Phase portraits of the protection system are
obtained, which indicate the resistance of the
system to external influences and the clustering
coefficient in SN.
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Abstract

Today in database management systems there is an acute problem of searching for data in large
data sets. To solve this problem, we propose a modified search tree and its improvement using
a fractal index search tree with a multilevel structure. Each level in such a structure is a separate
fractal tree. Algorithms for data processing in DBMS RAM by modified methods are described.
These methods can be used to search for the same data from different tables. Increased the
minimum filling of the node, which reduces the height of the tree. The symmetry of the fractal
tree helps to execute the query quickly and, as a result, reduce the number of requests to the
disk subsystem. Also, due to the self-similarity property, the most frequently used indexes will
be loaded into the DBMS RAM much faster after selection. This will speed up the process of
finding the information you need for the request. Loading data indexes into RAM based on
statistics on the frequency of use of indices and index size weights will reduce the number of
indexes that are loaded into RAM, in contrast to the classic loading where the loading of indexes
occurs during their use and after filling the memory, it is deleted. Another big advantage is that
indexes that are almost never used will not be loaded into RAM. The proposed approach with
fractal trees also has an important scaling property, as fractal trees are divided into a large
number of smaller trees, which is especially true in the era of multicore modern computer
systems. To study the effectiveness of the use of indexes based on a modified fractal search tree
in the database and select the best system for hosting the database server, we measured the
speed of information retrieval in tables for the Windows 10 operating system. During the
experiments it was shown that the search speed on the modified trees in comparison with the
modified fractal search tree is reduced by 12%.

Keywords
database, data search, B + -trees, modified trees, fractal trees, indexes

query language to organize access to part of the
database, data granulation, data integrity
management, compression to reduce database
size, indexing to speed up query processing.
However, the integration of different databases
into the production process at enterprises and

1. Introduction

In today's world we can see a rapid increase in
information, which complicates the process of its
storage and management. Therefore, for its
organization and quick search using databases

(DB), which are organized according to the
concept that describes the characteristics of this
data. In modern information systems for high-
quality work with databases use DBMS database
management systems that provide the ability to
create, store, update and search for the necessary
information. DBMSs also provide a number of
useful services: schema to control data semantics,
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other institutions has a number of shortcomings
associated with the organization of their
management and monitoring of events in
databases [1-5].

In modern databases, an important element is
the search for data in tables that contain many
rows and columns and are not always ordered.
Therefore, to implement a quick search, indexes
are created that are formed from the values of one
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or more columns and pointers to the
corresponding rows. Indexes allow you to avoid
sequential or step-by-step browsing of the file in
search of the desired data. They are ordered, each
element of the index contains the name of the
searched object and a pointer-identifier of its
location. The more indexes, the better the
performance of database queries, but a very large
number of indexes does not guarantee high
performance [5-10].

Many databases use different trees and their
modifications to build such indexes. However, if
the tree has an insufficient number of nodes and
their fullness, the data search time increases [11-
13]. The disadvantages may also be the use of
identical indexes for different tables and sending
to the RAM of indexes that are rarely used [14-
15].

The base trees in index construction and data
retrieval are B-trees, namely their type B + trees.
These trees easily implement the independence of
the program from the structure of the information
record, have the ability to sequential access and
all key data are contained only in the sheets. The
main disadvantages of such trees are the
compactness of filling and the number of levels of
trees [16-18].

You can also select K-trees, which contain all
the characteristics of the B + tree, but have a better
strategy of splitting and merging nodes. Also,
these trees have more elements at the root of the
node and the fullness of the node is %. All this
saves hard disk space and increases the speed of
access to information [19-20].

However, the index structures used in modern
databases have some limitations due to the long
process of restructuring the index structure in the
case of adding or removing new data.
Accordingly, this leads to a slow process of
searching for information in a database with large
data sets.

The aim of the article is to improve the process
of processing indexes in databases using fractal
trees and speed up query execution.

2. Modified search tree

The existing mechanisms of data modification
in the tables have a certain feature - the change of
keys in the corresponding nodes of the tree is
performed with the subsequent restructuring of
the index. This significantly affects the speed of
writing information to the database and,
accordingly, is an important factor in increasing

the number of queries to the database. You also
need to store only the most frequently used
indexes, then, accordingly, the access time to the
data storage location will be reduced. Therefore,
the existing methods need to be improved, which
will allow to find the necessary information faster
[21-22].

In the + tree we will improve as follows:

e increase the minimum filling of the node,
which will reduce the height of the tree;

e change the rule of separating the nodes of
the tree - splitting the node with its two
neighbors into four new nodes;

e change the rule of connecting tree nodes -
connecting four nodes into three new
nodes;

e in the tree leaf we will store records of
links to the same fields in different tables,
which will increase the time of receipt of
links to data in the tree and speed up the
search.

We describe the search for data using indexes.
Indexes are loaded into the RAM of the database
after receiving the request. Next, a list of data is
formed, which contains the necessary
information, and the found data is sent to RAM.
However, in the classical algorithm for loading
indexes in the RAM are indexes that are almost
not used, and, accordingly, take place until they
are replaced by other indexes. Therefore, it is
necessary to improve the procedure for processing
indexes in the RAM of the database (Picture 1) by:

e reducing the specific storage in the RAM
of indexes that are little used;

e processing little-used indexes by reading
them from disk.

Collection of
statistics on

Change of
indices for

the new
period

the use of
indices

Figure 1: Algorithm for loading indexes in the
DBMS RAM by hashing

Here is an algorithm for loading indexes into
memory based on the index hashing method:
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e DBMS loads indexes into RAM according
to the classical algorithm and collects
statistics on the number of used indices
during At;

e after collecting statistics, the DBMS loads
into RAM only those data that were used
most often during the time period At;

e if there is no data in the RAM during the
query, the search is performed by reading
nodes from the disk index space of the
database;

e ifthe time At has expired, then in RAM are
loaded those indexes that are used most
often and have not been loaded before.

This algorithm is implemented in two stages:

1. statistics are collected on the number of
used indices for the corresponding period
At;

2. the indices that were most often used in the
previous time interval At are loaded into
RAM.

We have a formula for calculating time:

Af = Qi kW)t (1)

(B, Wik’
where k; — the number of used i-th index, k — the
number of indexes used, W, — the weighting
factor of the i-th index, t — time of statistics
collection.

Loading data indexes into RAM (figure 1)
based on statistics on the frequency of use of
indices and index size weights leads to a decrease
in the number of indexes that are loaded into
RAM, in contrast to the classic loading, where the
loading of indexes occurs during their use, and
after filling the memory, it is deleted. Another big
advantage is that indexes that are almost never
used will not be loaded into RAM.

3. A modified method of searching
for queries using fractal trees

Recently, fractals are increasingly being
used in various areas of our lives. Fractals can be
used to model and describe various phenomena in
the fields of radio engineering and electronics,
digital information processing, and computer
graphics [23-28].

The concept of «fractal» was proposed by the
French-American mathematician Benoit

Mandelbrot. In 1977, he published Fractal
Geometry of Nature, describing repetitive
drawings from everyday life. According to him,
many geometric shapes consist of smaller shapes,
which when enlarged accurately repeat a large
shape. After research, he also found that fractals
have chaotic behavior, fractional infinite
dimension and can be described mathematically
using simple algorithms.

Fractal in a more general sense means an
irregular, self-similar structure, set, subsets and
elements of which are similar to the set itself.
Fractals can be deterministic or stochastic. They
can also be classified according to self-similarity.
There are three types of self-similarity in fractals:
exact self-similarity (looks the same at different
magnifications); almost self-similarity (fractal
looks approximately (but not exactly) self-similar
at different magnifications); statistical self-
similarity (fractal has numerical or statistical
measures that persist with magnification).
Examples of fractals are the Cantor set, the
Lyapunov fractal, the Serpinsky triangle, the
Serpinsky carpet, the Menger sponge, the
Apollonia grid, the dragon curve, and the Koch
curve. Also recently, attention is paid to fractal
trees: from each branch depart smaller, similar to
it, from them - even smaller (figure 2). By a
separate branch of mathematical methods can
describe the properties of the whole tree.

(VY

Figure 2: An example of constructing a fractal tree

To construct the structure of the indices will be
used Pythagorean fractal tree - a flat fractal,
consisting of interconnected right triangles of
squares built on the legs and hypotenuse
(figure 3).
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Figure 3: Pythagorean tree

The Pythagorean tree with N levels is a trunk
and two Pythagorean trees with N-1 levels depart
from it symmetrically, so that the length of their
trunks is 2 times less and the angle between them
is 90 degrees (figure 4).

The Pythagorean tree is divided into subtree
blocks, where each tree is a full-fledged fractal
tree. We present this subtree in the form of a new
horizontal level, which complements the vertical
structure of the original tree. If the new horizontal
level is too large, then in order to fit into one block
of the disk, it is divided into two blocks and
indexed in the third horizontal level.

Figure 4: Pythagorean tree for 6 levels

These indexes can be easily used for large
databases. The structure of such indexes is
presented in the form of arrays with a length equal
to powers of number 2. This structure is easily
scalable for a large number of keys, and is not
sensitive to the content of the entered queries.

The main advantage of using fractal trees is
that the resulting structure is symmetrical and

internally balanced. Symmetry helps to execute
the request quickly and, as a result, there will be
much fewer requests to the disk subsystem. Also,
due to the self-similarity property, the most
frequently used indexes will be loaded into the
DBMS RAM much faster after selection. This
will speed up the process of finding the
information you need for the request.

The index uses a new multi-level approach -
additional levels of the tree allow you to search in
the data block that contains the information on
request. Each request accesses the same number
of levels, which provides balanced access to the
index and disk subsystem.

Updating, inserting and deleting indexes
can be done very efficiently. The update is
performed as a sequential deletion of the old key,
followed by the insertion of a new key value.
Inserting a key into a fractal tree involves adding
one new node or adding an edge to an existing
node. Inserting requires changes to only one block
at level 1. First, look for a block to update - if the
block is crowded, it must be divided, and this
leads to the creation of a new node in level 2.
Separation of blocks is very rare and does not
affect performance.

To study the effectiveness of indexes based on
a modified fractal search tree in the database and
choose the best system for hosting the database
server, we measured the speed of information
retrieval in tables for Windows 10. Experiments
show that the search speed of modified trees
compared to modified fractal search tree is
reduced by 12% (Picture 5).

The average error of the result for the modified
search tree 1s 0.91%, and for the modified fractal
search tree is 0.89%. Therefore, the experiments
are performed correctly and provide the results
with a given accuracy.
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Figure 5: Comparison of query search speed for
modified tree and modified fractal tree

4. Conclusions

New methods of index processing in
databases for speeding up information processing
are offered. The developed modified methods
differ from the known methods of processing
queries in databases in that they can be used for a
large amount of information. Loading data indices
into RAM based on statistics on the frequency of
use of indices and index size weights leads to a
decrease in the number of indexes that are loaded
into RAM. A modification of the data processing
algorithm in RAM has been performed, which has
made it possible to exclude indexes that are rarely
used in memory. The resulting structure is
balanced and optimized for storage in the disk
subsystem, reduces the number of I / O operations
to a minimum. The method of constructing
indexes based on a modified fractal tree allows to
increase the data search speed by 12% compared
to the modified method of index search based on
a classic B + tree. The proposed approach also has
an important property of scaling, as fractal trees
are divided into a large number of smaller trees,
which is especially true in the era of multicore
modern computer systems.

Prospects for further research are seen in
the creation of new methods for processing

queries in distributed databases based on index
hashing using fractal trees.
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Abstract

The article deals with the problem of detecting low and slow distributed DDoS attacks.
Detecting such DDoS attacks is challenging because slow attacks do not significantly increase
traffic. The authors suggest that detecting slow DDoS attacks will be effective based on
analyzing and predicting host response latency in the network. The article proposes an original
method for detecting such attacks, based on statistics of host interaction and predicting the
individual trajectory of the traffic parameter behavior. The host response time delay is taken as
a traffic parameter. An algorithm for calculating the individual trajectory of the time delay is
proposed. The possibilities of using this method are shown based on the simulation of RUDY
attacks on HTTP services. The parameters of the forecast accuracy are investigated depending

on the accumulated information on the response delays.

Keywords

Slow and low DDoS attacks, slow attack detection, network response prediction, latency,

individual trajectory.

1. Introduction

Recently, DDoS attacks are rapidly increasing
in scale, frequency and technical complexity. For
organizations that rely on Internet resources and
applications for their activities (for example, for
e-commerce enterprises), the consequences of
DDoS attacks can be devastating. Inaccessible
websites and servers can cast a shadow on a
company's reputation and customers turn to
competitors' resources [1].

One type of DDOS attack is slow denial of
service attacks. Their feature is that denial of
service is achieved in a hidden way using a small
amount of traffic and does not require bandwidth
filling. The attacker opens many endless
connections and, when a certain threshold is
exceeded, causes a denial of service in the victim's
network. It uses transport (TCP) or application
(HTTP) protocols. Detection and
countermeasures must be built based on the
characteristics of the attack.
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Countering such attacks should include two
main measures: 1) diagnose the attack at the
earliest stages; 2) separate malicious traffic from
normal traffic. By understanding which user
requests are the result of a DDoS attack, you can
configure appropriate settings for firewalls,
routers, or implement other security measures.

1.1. Problem Statement

Methods for detecting slow DDoS attacks fall
into two categories:

1. Signature methods, which are based on the
construction of a model of "abnormal behavior"
[2]. This model builds signatures of "abnormal"
traffic behavior (a huge number of simultaneously
arriving SYN + ACK packets, an inadequately
long packet lifetime, too long a packet route
"length", and so on). The model is most effective
against attacks that fill the network bandwidth, or
on local networks, where you can make a list of
source addresses whose packets are guaranteed to
be "normal". But such a model is ineffective
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against low-intensity DDoS, when it is difficult to
reliably distinguish ordinary user requests from
“malicious” ones.

2. Based on anomalies. This method is the
opposite of signature. A general model of
"normal" behavior is built, then the incoming
traffic is compared with it, and if the differences
exceed an acceptable threshold, an "alarm" is
triggered. Research is conducted in the areas of
statistical ~ (parametric and nonparametric)
methods, as well as data mining and neural
networks. The last two approaches are being
actively developed to detect low-intensity attacks.
Disadvantages of the model: a large number of
errors of the first kind due to the individuality of
networks and traffic; long-term calculation of data
on "normal" behavior; sensitive to the choice of
statistical distributions.

In any case, the problem of early detection of
low or slow DDoS attacks remains relevant. The
sooner the traffic parameters are found to be
inconsistent with their normal values, the faster it
will be possible to take measures to neutralize the
attack. In this case, it is necessary to add
parameter prediction modules to the existing
detection systems.

1.2. Related Works Overview

There is a huge number of publications on the
detection of slow DDoS attacks.

Reference [3] proposes an architecture that
mitigates low and slow DDoS attacks by
leveraging the capabilities of a software-defined
infrastructure. At the same time, this approach
requires a significant amount of computing
resources, which will be involved in diagnostics.

The article [4] proposes a methodology for
detecting LDDoS attacks based on the
characteristics of malicious TCP streams by
classifying them by decision trees. The studies are
conducted using a combination of two datasets,
one generated from a simulated network and the
other from a publicly available CIC DoS dataset.
Since this approach includes elements of artificial
intelligence, a significant amount of statistics is
required to train the system.

In [5], the authors tried to measure the impact
of different variants of pulsating distributed
denial-of-service attacks on the self-similar nature
of network traffic and see if changing the H index
can be used to distinguish them from a normal
network. This approach is quite effective in the
case of traffic self-similarity elements. Otherwise,

detecting low and slow DoS attacks is very
difficult.

Paper [6] proposes Canopy, a novel approach
to detecting LSDDoS attacks by using machine
learning techniques to extract meaning from
observed TCP state transition patterns. At the
same time, as in other models based on artificial
intelligence, the detection system requires a large
sample of training and significant resources for
processing the results.

The work [7] compares machine learning
methods for recognizing slow DDoS attacks:
multilayer perceptron (MLP), backpropagation
neural network, K-Nearest Neighbors (K-NN),
Support Vector Machine (SVM) and polynomial
naive Bayesian (MNB) algorithm. As in the
previous cases, the application of the methods
requires a large number of patterns for
recognition.

In [8-9], a new classification method and
model is proposed to protect against slow HTTP
attacks in the cloud. The solution detects slow
HTTP header attacks (Slowloris), slow HTTP
body attacks (RUDY), or slow HTTP read attacks.
At the same time, such approaches do not
guarantee effective detection of attacks at the
early stages of their development.

The papers [10-11] show a system that can
detect and mitigate attacks in the network
infrastructure. The main identification parameters
in both models are the packet transmission rate
and the uniform distance between packets, which
does not allow to forestall the actions of intruders.
Reference [12] discusses sampling data to create
different class distributions to counteract the
effects of highly imbalanced slow HTTP DoS
datasets. At the same time, a significant number
of samples (the authors use 1.89 million copies of
attacks) in reality is quite difficult to achieve. The
study [13] developed a metric-based system for
detecting traditional slow attacks, which can be
effective with limited resources, based on the
study of similarities and the introduction of the
Euclidean metric. This approach is only effective
enough for a large number of such slow attack
patterns, and for a large variety of such an
approach is unlikely to be effective.

The most practical for implementation is the
method proposed in [14], which determines the
quality parameters of TCP connections, typical
for slow HTTP attacks. This allows you to
estimate the likelihood and time of the web server
going into overload mode. However, such attack
detection is based on observation statistics and
uses predictions. The article [15] proposes an
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algorithm for detecting slow DDoS attacks based
on traffic patterns depending on the server load
state. This does not consider the decision-making
process. In [16], various scenarios are considered
and a hybrid neural network for detecting DDoS
attacks is proposed. However, the method and
general technique for detecting low intensity
DDoS attacks are not considered. In [17], the
authors consider interval forecasting based on a
probabilistic neural network with a dynamic
update of the smoothing parameter. But the
problem of the dynamics of the model remains
unresolved.

Thus, most of the works devoted to countering
slow DDoS attacks are based on statistical
models, do not address the issues of predicting
host behavior, and therefore are not effective
enough to detect attacks at early stages.

The aim of this work is to form a system for
detecting slow DDoS attacks based on predicting
traffic elements in the network. To successfully
solve the identified problem, it is necessary to
build a model and technology for predicting the
behavior of traffic parameters taking into account
the history of host interaction in the network, as
well as to propose a technology for recognizing
slow DDoS attacks.

2. Development of a method for
detecting slow DDOS attacks
based on predicting of traffic
parameters

2.1. Determining the traffic
parameter for detecting a slow
DDoS attack

The most expedient for detecting slow DDoS
attacks is the architecture proposed in [18]. Such
an IDS should consist of four modules: 1) traffic
collection module; 2) module for calculating
traffic parameters; 3) forecasting module; 4)
module for classifying attacks (Fig. 1).

The system works as follows:

1. For some time, the Traffic Collection
Module records the main traffic parameters
required for further calculations: IP addresses of
the sender and recipient; TCP window size;
package arrival time.

Traffic Collection Module

J L

Traffic Parameters Calculation
Module

< L

Forecasting Module

< L

Attack Classification Module

Figure 1: IDS structure

2. In the module for -calculating traffic
parameters for each IP address, the average delay
between transmitted packets is calculated

= 1
T=—>(t;1—4
k—1 E( i+l % ) (1)
where:
t, —the i-th package arrival time;
t.,, —the it+1-th package arrival time;

k — the number of packets received during the
analyzed period.

The beginning and end of the session are recorded
by a built-in timer, after which the duration of
open connections is calculated.

3. The decision on the presence of a possible
slow HTTP attack is made in the attack
classification module based on the comparison of
the obtained indicators with the average statistical
values.

As it was shown in [18] the decision about the
presence of a slow DDoS attack should be made
based on the traffic parameters forecast, which
can be generated based on the study of statistics in
other systems. Thus, it is advisable to add a
situation forecast block to the considered action
algorithm.

2.2. Predicting the delay time
between transmitted packets

The interaction of computer systems in the
network forms an individual trajectory of changes
in traffic parameters for each pair of interaction.
Such trajectories have their own characteristics
both in the normal mode of operation and during
a slow DDoS attack. In order to start actions on
time to neutralize a slow DDoS attack, it is
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necessary to predict the time trajectory of traffic
parameters, which depends on the actions of the
interacting system.

Prediction of an individual traffic trajectory
has already been studied in [19], in which traffic
parameters were determined at long intervals
(week, month). The same approach was used to
predict slow DDoS attacks in [18]. At the same
time, in both cases, only direct indicators were
investigated: in [19] - the amount of information
per unit of time, in [18] - the average delay
between transmitted packets.

Slow DDoS attacks are characterized by the
fact that they are not characterized by significant
deviations in traffic indicators and therefore
different parameters must be used to detect them.

Along with direct indicators (the amount of
information and the average delay time), when
using the method of canonical decomposition of a
random process, the values of the correlation
function are also calculated for each of the
measurements, which makes the method more
effective for predicting weak disturbances.

To monitor the traffic parameters, as before in
[18], it is advisable to use the average time
interval of the delay between packets in the
session, which can be represented as a vector of

parameters X =(X;,X,,...Xy) [20]. Condition
fulfillment X €S, , where So this is the tolerance
area of the vector X. Random process X (¢)
reflects the change in delays between traffic
packets over time [21]. Process X (¢) statistically
defined in the range ¢>¢#, where ¢ is the
beginning of observations and #, >¢ [22].

The forecasting problem is posed as follows:
for the parameter x,, (¢) € Sy , which is observed in

the interval ¢ <t <zt , determine the release time
of a specific implementation x,,(z) beyond the
limits S, based on the definition of a posteriori
process X(t) [23].

The probability that a particular trajectory of a
parameter @ guaranteed to fall within the
acceptable range s > ¢, , if by then ¢, including his
condition was described as x,,(¢),n <r<t;, [24],
will be

PPs (s):P{X(S)eSO/xw (t)}
tl StStk,SZtk

(2)

To solve the forecasting problem, the process
under study must be represented by the formula

X(0)=m()+XV,8, (1), (3)

where m(t) —mean function of the process;

¢#,(t) — non-random (coordinate) time
functions;

Vv, — random,

", uncorrelated coefficients

M[VV]ZO,M[V‘,,V#]:O,\/?&,L[.

This representation, proposed in [18, 19],
allows it to be applied to any traffic parameter that
can be represented as a time series. Process X (t)

can be written as a random sequence
X(4)=X(i),i=1,1 in a discrete series of

observations ¢; [25]:

X(@)=m@) e XHhAOi=TT. (@
where V,, — randomVicloefﬁcient with parameters
MV, ]=0,m[¥. 7, ]=0,v#u; M[sz]zDv;
coordinate
¢, (v)=1, ¢,(i)=0 while v>i.

The formulas for variance and correlation
function can be written as

¢,(i) — non-random function,

D(i):ZI:Dv(/ﬁvz(i),i:L_l, (5)
v=l
inf (i./) —
D(i,j): Z Dv¢v (i)¢v (])’ i,j:l,]. (6)
v=1

Thus, the representation of random processes
of traffic parameters (2) allows solving the
problem of detecting a slow DDoS attack based
on predicting the delay between transmitted
packets.

2.3. Slow DDoS Attack detection
algorithm based on delay time
prediction

To detect slow DDoS attacks within the
framework of approach (1) - (6), the following
algorithm for predicting delays between
transmitted packets is proposed.

0. Start

1. X(t)« X(t),t=1,T — formation of an array of
process observations X (7).

2. x(u) < x(u), =1k — formation of an array of
control results.
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98]

. L <—Length[X (t)} — determining the number

of trajectories observed.
m(t) = Mean| X (t)] — calculating the mean of a

B

random function X (7).
5. c=Covariance[X (t):| — calculating the

covariance matrix for X (7).

(o)}

. d =Variance[ X (¢)] — calculating an array of
variances of a process X (¢).
. ¢ =Table[ 0,{T}{T}] — determining the initial

\1

value of the coordinate functions.
8.X(t)=X(t)-m(t),t= 1.7 — centering the source
data.

9.7 (¢)=X,(t)-m(t),e=1T; I =1L -
determination of initial values of random
coefficients.

10. ¢ = (21—]/ j=TT - definition of the first

coordinate function.
11. Fori=1toi=T
i1
12 dj=c;; =Y ¢fjd ; — variance override.
j=1
13. For j=1to j=T

i-1
14. & :di(ci’j —Zd1¢i,1¢j,l] — redefining
1 I=1
coordinate functions.
15. for j
16. fori
17. For i=2to i<T
18. For k=1 to k<i

19. ¢ =0 — redefining the coordinate
functions of a random process.

20. for k

21. fori

22. For i=2to i<T

23. For /=1to /=L
il
24. Vii=X1;— Y. Vis#r;— determination of

k=1
random coefficients.
25. for /
26. for i

27. ps <—Length[x(,u)] — size of the array of
control results.

28. M;= Table[ml- +(xq —my )¢ll{l = ﬁ}} -
determination of the initial
trajectory.

29. For h=2to h=p,

predicted

My +(xp =My ) i
=17

calculation of forecast control points.
31. forh

30. M, =Table

i
M+ 2 Vit
32 Xfyrecast = Table J=k+1 -

{k=1p,i=1T}

calculation of predicted trajectory.
33. End

The application of the algorithm makes it possible
to construct a forecast of the system response
delay time and determine the moment when this
parameter goes beyond the critical values. In the
event that latency is classified as a slow DDoS
attack, security measures must be taken. A slow
DDoS attack decision must be made for each
sender IP address based on a comparison of
predicted latency parameters with critical values
to determine when the parameter enters the
critical zone. This approach takes into account the
statistics of the behavior of the interacting hosts,
as well as the behavior of other hosts in similar
situations in the event of a slow DDoS attack.

3. Application of the algorithm for
detecting slow DDOS attacks
based on predicting the response
delay time

Slow DDOS attack detection simulations are
performed for the RUDY attack. RUDY is a
network server attack designed to crash a web
server by sending long requests. The attack is
carried out using a tool that scans the target
website and detects embedded web forms. Once
the forms have been detected, RUDY sends valid
HTTP POST requests with an abnormally long
content-length header field, and then begins
entering information, one byte per packet. This
type of attack is difficult to detect due to small
fluctuations in incoming traffic.

For clarity, only one case of an attack against
the background of normal traffic was taken, as
shown in Figure 2. The average delay between
transmitted packets is considered as the parameter
under study.

The prediction algorithm was applied to the
process shown in Figure 2, taking as the initial
observation values individual points in the time
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series that correspond to a partial trajectory (blue
line in Figure 2). Considering this line as a control
line, the first values of the time series were taken
as the initial observation data, corresponding to
t=1, 30, 60 s of observations.

Slow DDOS Attack
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Figure 2: Traffic patterns

Figure 3a shows the forecast results for =1 s.
Since there are few initial observational data, the
process is reproduced as a whole in terms of the
average value. In this case, the values of the
predicted traffic in the event of an attack will be
very different from the real ones (red curve).

Increasing the number of observations to
t=30s (Figure 3b) increases the reliability of
further prediction and at # = 60 s we can talk about

a fairly accurate prediction PP (5)>0,99. In

Figure 3b and 3¢ curves of other colors show how
forecasting will be carried out when receiving

data from other control points Ly 1t =Lkk<I,

preceding the moment 7, . That is, the probability

of error in choosing the correct trajectory depends
on the amount of raw data observed. It is logical
to assume that in this case the forecast accuracy
will be too dependent on the trajectory behavior
characteristics that lead to abnormal traffic, as
well as on the observed frequency of anomalies.
Thus, the method “selects” the required trajectory
depending on the entry point and the average
trajectory.

For this example, the important question is
how the forecasting accuracy depends on the
number of a priori observations. This issue has
already been considered in [18], where it was
shown that in 60..90 s the deviation of the
predicted trajectory from the control one
decreases to 5...0%. This confirms the adequacy
of the predictive model for identifying slow DDoS
attacks based on predicting network latency.
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Even more interesting is the question of the
behavior of the coordinate functions (Fig. 4).
These functions are recalculated at each stage of
calculating the predicted value and at the final
stage are constant for a certain statistical series.
They describe the relationship of the current
parameter at the time of observation with its
statistical data obtained during previous
observations. As can be seen from Figure 3 a)—c),
the coordinate functions respond to changes in the
trajectory over time somewhat more than the
average or forecast lines, which can be an
additional factor in forecasting.

4. Conclusions

1. Low and slow DDoS attacks are difficult
enough to detect due to minor changes in traffic
parameters. Existing methods for detecting slow
DDoS attacks require significant statistical
material for training artificial intelligence
systems. More promising, according to the
authors, are methods based on predicting traffic
parameters, in particular, the packet delay time in
the network.

2. Predicting the delay time of packets in the
network allows you to solve the problem of
detecting slow DDoS attacks based on an algorithm
for finding unknown future values for a time series
of traffic parameters. The proposed method is a
combination of artificial intelligence and statistical
analysis and wuses a self-learning algorithm
provided there are sufficient attack statistics. The
developed algorithm of the method makes it
possible to accurately determine the random
process at control points and to provide a minimum
of the mean square of the approximation error in
the intervals between these points.

3. Further research in the field of countering
slow DDoS attacks can be devoted to the issues of
forecasting at intervals that are not covered by
statistics or the operation of the method in the
absence of some observations or strong data noise.
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Abstract

Considering the uncertainty of the parameters affecting the conditions for the normal
functioning of the cyber protection object, it is proposed to create a support system for making
anti-crisis decisions by the experts of the situational center, which is an integral part of the
information security system of the cyber protection object. The basis of the information security
system of a cyber protection object shall be a classical control loop that ensures the collection,
processing and analysis of information, as well as modeling the development of information
danger at the cyber protection object and the development and implementation of anti-crisis
management to prevent the emergence of threats to information circulating during the
functioning of the cyber protection object, and also elimination or minimization of their
consequences.

In the study, the risk indicator for information circulating during the functioning of a cyber
protection object is the summation between the risk indicators of information disclosure and
information leakage, as well as the risk indicator for computer information circulating during
the functioning of the cyber protection object. The indicator of the risk of information leakage
includes indicators of the risk of information leakage through technical channels, information
leakage through communication channels, speech information leakage, as well as information
leakage, shown information. The risk indicator for computer information includes indicators of
the risk of loss and alteration of information, as well as obtaining unauthorized access to
information.

In the context of untimely, incomplete and suboptimal information concerning the condition of
information security of the cyber protection object, to solve the problem of multi-criteria
optimization for the formation of alternatives to anti-crisis decisions by the experts of the
situational center, in the study, firstly, the methods of obtaining initial information about the
advantages of the on traditional heuristic procedures of expert evaluation, and concerning
formal methods of comparator identification. It is shown that regardless of the method of
obtaining the initial information and the form of its presentation, the most adequate is the
interval assessment of the preferences of the decision maker. Secondly, a model of a
multicriteria scalar assessment of the usefulness of feasible alternative solutions has been
synthesized. The presented results represent the scientific basis for the development of a support
system for making anti-crisis decisions in critical situations by experts of the situational center
to ensure the appropriate level of information security of the cyber protection object.

Keywords
cyber protection object, information security system, situational center, anti-crisis decision
support system, multi-criteria, uncertainty of initial information

1. Introduction all forms of ownership, in which national
information resources are processed and/or
used in the interests of state authorities, local
authorities, law enforcement bodies and
military formations formed in accordance with

Cyber protection objects (CPO) in the state
are the following: 1) communication systems of
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the law; 2) objects of critical information
infrastructure; 3) communication systems that
are used to meet public needs and/or implement
legal relations in the areas of electronic
government, electronic government services,
electronic commerce, electronic document
management [1-3].

The creation of an effective information
security system of the CPO requires the
inclusion of a subsystem of situational centers,
rigidly interconnected at the information and
performance levels for making appropriate anti-
crisis decisions in solving various functional
monitoring tasks, preventing the emergence of
threats to information circulating during
functioning of the CPO, as well as eliminating
or minimizing their consequences [4].

One of the topical directions to create a
subsystem of situational centers in the
information security system of the CPO is the
development of a justification methodology,
under the uncertainty of initial information for
experts of the system of situational centers,
optimal anti-crisis solutions to prevent the
emergence of threats to information circulating
in the process of functioning of the CPO, as
well as to eliminate or minimize their
consequences.

An obligatory stage in the functioning of the
system of situational centers is decision
making. At the same time, not only incorrect,
but also ineffective decisions lead to losses or
irrational use of financial, time, labor, energy
and other resources when managing the
processes of prevention and elimination of
emergency situations. In this regard, the
problem of developing a scientifically
grounded methodology to make effective
decisions is one of the urgent scientific
problems.

According to V.M. Hlushkov, the necessary
conditions for the effectiveness of decisions are
their timeliness, completeness and optimality.
The listed requirements are contradictory and
their satisfaction is connected with serious
difficulties.

Provision the completeness (complexity) of
decisions requires the fullest possible
consideration of internal and external factors
affecting decision-making, a deep analysis of
their interrelationships, which leads to increase
in the dimension of the decision-making
problem, its multicriteria. In turn, this leads to
increase in the uncertainty of the initial data,
which is due to the incompleteness of

knowledge about the relationship of factors
and, as a consequence, its inaccurate
description, the impossibility or inaccuracy of
measuring some factors, random external and
internal  influences, etc. An additional
complication is in the fact that uncertainties are
heterogeneous and can be represented as
random variables, fuzzy sets or simply interval
values.

Thus, an increase in the efficiency of
decisions made is connected with the need to
solve multicriteria optimization problems in
conditions of uncertainty.

The traditional, widespread approach to
solving such problems, based on their heuristic
simplification, determinization as a means of
removing uncertainty, becomes less and less
effective as the tasks become more complex
and the significance of solutions increases.

In these conditions, it is extremely important
to develop formal, normative methods and
models for a comprehensive solution to the
problem of decision-making in conditions of
multi-criteria and uncertainty.

In this direction, principal, fundamental
results have been obtained [5—10], however, the
only solution to the problem is far from
completion and the continuation of research in
this direction is undoubtedly relevant both in
theoretical and applied aspects for the
development of a substantiation methodology,
under conditions of uncertainty in the input
information for experts of the system of
situational centers, optimal anti-crisis solutions
to ensure the required level of safety for
functioning of the CPO.

2. Peculiar properties of the
situation center performance as
a component of the support
system for anti-crisis decision-
making at the cyber protection
objects

The situational center while operating in the
information security system of the CPO shall, in
accordance with the data in Fig. 1, ensure the
collection, processing and analysis of
information, as well as modeling the
development of information threat to the CPO
and the development and implementation of
anti-crisis management to prevent the
emergence of threats to information circulating
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during functioning of the CPO, as well as to
eliminate or minimize their consequences.

Functioning which is shown in Fig. 1,
schemes in the conditions of completeness of
the initial information and the presence of one
partial criterion for assessing the set of feasible
solutions does not present difficulties in
substantiating optimal anti-crisis solutions. On
the other hand, modern problematic situations
are characterized by incompleteness of

knowledge (uncertainty) of the initial data and
many particular evaluation criteria. Thus, the
traditional approach based on the decomposition
of the problem into two socalled independent
problems — multiobjective optimization in
deterministic, that is, without concidering
uncertainty, formulation and decision-making
under uncertainty for a scalar objective function
in modern conditions, does not meet the
requirements of practice under accuracy and
efficiency.

Many particular criteria
for evaluating decisions
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Figure 1: Functional scheme of substantiation of optimal anti-crisis solutions to ensure the appropriate
level of security of the cyber protection object, under uncertainty of input information for experts of

the situational center

This is due to the fact that the problem of
multicriteria optimization is incorrect, because it
allows to determine the solution only with
precision in the field of compromise solutions, and
its regularization to determine a single solution
based on generalized multifactor scalar estimation,
it is based on poorly structured, subjective expert

assessments, the determination of which leads to
large errors. On the other hand, methods of
decision-making under the uncertainty under
scalar estimate and the expected effect, without
considering its multicriteria, are also not adequate.
Therefore, there is the need to develop a
methodology for comprehensive solutions to the
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problem of decision-making, considering the
multi-criteria and incomplete uncertainty of the
original data.

3. Risk assessment of threats to
information circulating during the
cyber defense object functioning

Based on the basic postulates of the risk-
oriented approach, the risk indicator for the
information circulating in the process of
functioning of the CPO shall be represented as

[11]:

RE = ZRéZ{,, : (1)

where Rg%l — is a risk indicator for information
circulating during functioning of the CPO, which
is characterized by the disclosure of information;

Ré’l’{;)z is a risk indicator for the information

circulating in the process of functioning of the
CPO which is characterized by information
leakage; Ré';,f(;3 — is a risk indicator for computer
information circulating during the functioning.

The components of risk for the information
circulating in the process of functioning of the
CPO are presented in Fig. 2. The risk components
for the information circulating in the process of
functioning of the CPO are calculated by the
formula:

Inf. = Inf. Inf.
RCPO PCPO, j UCPO,‘,j ’ (2)

where PCI;{)},_,- — is assessment of the probability

of exceeding the normative indicator for the j-th
aspect of the i-th process of danger for the
information circulating in the process of

functioning of the CPO; U é’,’,f(;i_j — is assessment

of the damage from exceeding the normative
indicator of the impact of the j-th aspect of the i-
th process of danger for the information
circulating in the process of functioning of the
CPO.

At the same influence on the information
circulating in the process of functioning of the

CPO, several processes of danger, it is necessary
to consider a possibility of display of synergetic
effect. In this case, the probability of exceeding
the norm for two common aspects of the danger to
the information circulating in the process of
functioning of the CPO shall be calculated as:

Inf. Inf. Inf. Inf. Inf.
PCPO; = PCPO, bi + PCPO; 2 PCPO; 1 PCPO; 2" (3)

The assessment of the damage from exceeding
the normative indicator is calculated as the
amount of damage, the type of threat components
for the information circulating in the process of

functioning of the CPO. Total expected loss U2
is determined by the formula:

Ulds = ZUé’L’;, ;o (4)

where U2 — is the mathematical expectation of

the general economic damage of the CPO from
processes of danger for the information
circulating in the process of functioning of the

cPo; UL,

of damage of the CPO concerning the risk of the
j-th aspect of the i-th process of danger for the
information circulating in the process of
functioning of the CPO.

Based on the material presented in the form of
expressions (1)—(4) concerning the distribution of
the risk-based approach to assessing the
vulnerability of the CPO and based on the basic
tenets of systems theory and synergetics, the level
of the CPO protection in the probabilistic
manifestation of various aspects of information
threat of economic efficiency of functioning of
system of information security of cyber protection
object — Fgiscpo, shall be written as an equation:

— is the mathematical expectation

Zli= W(U cror F. SISCPO) (5)

The expression (5) is presented in the form of

a general functionality, the solution to which is

possible while conducting the audit by experts of

the situation center under security in the probable

manifestation of various aspects of the

information threat process of a particular cyber
protection object.
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| MAIN TYPES OF THREATS FOR INFORMATION CIRCULATING IN THE PROCESS OF CYBER PROTECTION

DISCLOSURE OF INFORMATION
INFORMATION LEAKAGE

—| Information leakage under the technical channels

— Information leakage under the electromagnetic channel

I Information leakage under the electrical channel

Information leakage under the parametric channel (interception of information by “high-frequency irradiation” of technical means of acceptance,
processing and storage of information)

— Information leakage under the vibration channel (analysis of the correspondence between the printed symbol and its acoustic image)

—| Information leakage through communication channels

Information leakage due to electromagnetic radiation of communication transmitters, modulated by an information signal (wiretapping of
radiotelephones, cell phones, radio relay communication lines)

—1 Information leakage due to connection to communication lines

Leakage of information through an induction communication channel, namely the effect of the appearance of an electromagnetic field around a
high-frequency cable during the passage of information signals

Leakage of information through parasitic communication channels, namely parasitic capacitive, inductive and resistive connections and guidance of
closely spaced information transmission lines

—| Leakage of speech information

I Leakage of information through the acoustic channel, where the propagation medium is air

— Leakage along the vibroacoustic channel, where the medium of propagation is enclosing building structures

— Leakage under the parametric channel (the result of the influence of the acoustic field on the circuit elements, which leads to the modulation of high-

—{Leakage under the acoustoelectric channel (conversion of acoustic signals into electrical)

L Leakage under the optoelectronic (laser) channel (laser irradiation of vibrating surfaces)

—| Leakage of information shown

Leakage of information by observation of objects (optical devices and television cameras are used for observation during the day; night vision devices,
thermal imagers, television cameras are used for night observation)

| |Leakage of information by shooting objects (television and photographic means are used for shooting objects; portable camouflage cameras and TV
cameras combined with video recording devices are used for shooting objects at close range per day)

Information leakage by capturing documents (capturing documents using portable cameras)

—| THREATS FOR COMPUTER INFORMATION

Loss of information

Alteration of information

Unauthorized access to information

— Unauthorized access to information by viewing information (on computer screens, on printers, etc.)

—— Unauthorized access to information by copying programs and data

Unauthorized access to information by changing the flow of messages (including the use of bookmarks that change the transmitted information, while
| |on the screen it remains unchanged)

Unauthorized access to information by changing the configuration of computer tools (changing the cabling, changing the configuration of computers
and peripherals during maintenance, downloading a third-party operating system to access information, installing an additional port for an external
device, etc.)

— Unauthorized access to information by changing the location of computer facilities and/or mode of service and operating conditions

Unauthorized access to information by unauthorized modification of control procedures (for example, when verifying the authenticity of an electronic
signature if it is performed by software)

Unauthorized access to information by forging and/or adding objects that are not legal, but have the basic properties of legal objects (for example,
adding fake records to a file)

—{Unauthorized access to information by adding fake processes and/or substituting genuine data processing processes with fake ones

|__|Unauthorized access to information by physically destroying hardware or interrupting the operation of computers in various ways in order to partially|
or completely destroy stored information

Figure 2: The main types of threats to the information circulating during the functioning of the cyber
protection object [11]

functioning the cyber protection
4. Peculiar properties of decision object
support by experts of the
situational center under In general [12-14], the admissible set of
uncertainty of the input solutions contains subsets of consistent X* and

information at emergence of contradictory (compromise) X € solutions. A
. . feature of the latter is the impossibility of
threats to the information

improving any particular criterion k;(x),
circulating in the process of j=1,n without deteriorating the quality of at



least one particular criterion. In this case, by

definition, an effective solution x"necessarily
belongs to the area of compromise. This means
that the problem of multiobjective optimization

x.=argextr<kj(x)>, Vj=1,_n, (6)
x&Xx

has no solution, i.e. is incorrect according to
Adamar, since in the general case it does not
provide the definition of the only optimal solution

from the set of compromises X €.

Thus, the problem of multiobjective
optimization arises. The main idea of the methods
for solving a multicriteria decision-making
problem (MDMP) is to develop a certain
regularizing procedure that allows choosing a
single solution from the area of compromises

X€. There are two possible approaches to the
implementation of such a task: heuristic, when the
decision-maker (DM) makes a choice based on
their experience, and formal, based on some
formal rules (compromise schemes).

The main methods of regularizing the
problem of multicriteria optimization are the
principle of the main criterion, functional-cost
analysis and the principle of sequential
optimization. Each of the listed optimality
principles has its own area of correct application
and is used in engineering practice, but the most
general and universal approach is based on the
formation on a set of particular criteria
K=K,UK, ={1<,-(x)}, i=1,n of a generalized
scalar estimate (criterion), which is often called a
utility function of the form

()= ()= Fl 5, ) =T, )

where A;

; — 1s the isomorphism coefficients that

bring heterogeneous particular criteria K j(x) to

isomorphic form.

The theoretical basis for the formation of
multicriteria scalar estimates is the utility theory,
which assumes the existence of a quantitative
assessment of the preference of decisions. It
means that

x;,Xx,€X, x;>-x3,70 P(x;)>P(x;),(8)

where P(x;), P(x,) — are the utility functions.

In the general case, the converse is also true.
Thus, utility is a quantitative measure of the
“quality” of decisions, therefore

X’ =argmax P(x). (9)
xaX

In this regard, the problem arises of
substantiating the rule (metric), according to
which the utility function is formed in the space
of particular criteria k;(x) .

It is crucial that there is no objective metric,
and the principle of ranking decisions reflects the
subjective preferences of a particular decision
maker.

Consider the systemological grounds for
choosing the metric of the utility function.

The synthesis of any mathematical model,
including the synthesis of the utility function,
presupposes the need to solve two interrelated
problems: structural and parametric identification.
The first of them provides for: identification of
significant factors that affect the output of the
model; structure definition, i.e. the kind of
operator that determines the connection between
the input and output data of the model.

The solution to the problem of parametric
identification is to determine the specific
quantitative values of the model parameters.

The problem of structural identification of a
model is connected with the heuristic advance and
verification of a hypothesis. In the case under
consideration, the form of the decision utility
function x is determined by particular
characteristics (criteria) k;(x ).

The next step in solving the problem is to
identify the type of operator F . There are most
widely known two forms of the utility function:
additive and multiplicative.

Additive utility function. Fishbern made a
great contribution to substantiating this
hypothesis. He determined the necessary and
sufficient conditions for the adequacy of the
additive utility function for many cases. In the
case of n factors, the condition for the additivity
of the utility function according to Fishbern can
be formulated as follows: the factors x;,x>,...Xx,
are additively independent if the preference of
lotteries on x;,X,,...x, depend only on their

marginal probability distributions.
Using this definition, we can formulate the
main result of the theory of additive utility:
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P(x)=Y k(). (10)

im]

The multiplicative form of the utility function
has the following form

P(x)=[TAki(x). (11)

im]

The analysis showed that the multiplicative
form does not allow considering the information
about the weight coefficients. The disadvantage of
the additive form is that it does not allow
considering the nonlinearity and interconnection
of particular criteria.

Therefore, in the general case, a more
universal structure of the utility function is
needed, which would allow considering both the
additive form and nonlinear effects.

As such a universal form, the Kolmohorov-
Habor polynomial can be used, which in the
general case has the form:

P(Y)=2 +ﬁﬂixi +ﬁzﬂ‘ijxixi +

im] im] i<

+ﬁzzlijkx1xjxk +....,

im] jSi k<

(12)

For the purposes of evaluating utility, it shall
be modified by putting 4y =0, as a result, it will
take the form

P(Y)=il,k, +ﬁﬁlljktkj +.... (13)

im] jm] jum]

Moreover, in most practical situations, it is
sufficient to consider only the members of the
second order.

The Kolmohorov-Habor polynomial contains
the fragments of the additive and multiplicative
functions and is linear in parameters. Considering
that, by expanding the space of variables by
introducing additional variables such as

ZZk,—kj = 7; , we obtain an additive function of
jm] jum]
the following form

L
P(x)=2 Az, (14)

I=1

Based on the above mentioned, we will
consider the additive form in more detail, using
model (10) for clarity. All particular criteria, by
definition, have different dimensions, intervals
and measurement scales, i.e. are not comparable
to each other.

Consequently, formula (9) is valid only if 4;
considers the importance of particular criteria and,
at the same time, are the isomorphism
coefficients, i.e. lead heterogeneous k;(x) to a
single dimension and range of change. However,
in the general case, it is difficult to determine the
values of such isomorphism coefficients. This
circumstance can be overcome by presenting the
additive utility function in the following form:

P(x)=Yaki(x),  (15)

im]

where a; — is the relative dimensionless weight
coefficients for which the constraints are satisfied

0Sa; <1, Ya;=1I, (16)

im]

and k/(x) — normalized, i.e. partial criteria

reduced to isomorphic form. The criteria are
normalized according to the formula

X
k,-H(x)=(M) ., (7)

HT HX
KT — i}

where k;(x) — is the value of a particular

criterion; kM7, kX — respectively, the best and
worst value of the particular criterion, which he
takes on the area of admissible solutions x € X .

Depending on the type of extremum
(direction of dominance)

'maxk,-(x), if ki(x)—> max
kHjI x@X

i =y . . . (18)
ngk,‘(x), if ki(x)—> min

'mi;(zk,-(x), if ki(x)—>> max
RY |

=1 . . (19)
W.a)?ck,-(x), if ki(x)=> min
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The estimation model (15) is constructive
only if the weighting coefficients a; of particular
criteria are set by point quantitative values. As it
was mentioned above, decision makers are the
carriers of this information, which means that
some procedures for obtaining it are necessary,
ie. solving the problem of parametric
identification of the model. For various reasons,
to obtain accurate quantitative information about
the values q, is not always possible, therefore, in

the general case, the evaluation of the usefulness
of decisions has to be carried out under conditions
of a greater or lesser degree of uncertainty about
the mutual importance of particular criteria. In
general, the general model for determining the
utility of a solution x € X has a form

P(x)=GlJ(a;),ki(x)), i=T,n, (20)

where J(a;) — is the information about the

values of the coefficients of relative importance.

Extreme situations are ones when:

1) the weight coefficients a; are specified in
the form of exact point quantitative values;

2) information about the preference of
particular criteria is completely absent.

Typically, between these extremes, there are
many situations with varying degrees of
uncertainty in the assignment of weighting
factors.

Based on the presented approach, the problem
of synthesizing a model for calculating the
interval phased value of a scalar multifactorial
assessment of the effectiveness (utility) of
feasible solutions is solved in this study.

It is assumed that the model for calculating
the utility function in the general case is a certain
fragment of the Kolmohorov-Habor polynomial,
linear in parameters, but nonlinear in variables
(partial criteria). This means that in the extended
space of variables, the utility function model
P(x) can be viewed as an additive function of

the form
P(x)=Ya;k! (x) (21)
im]
where a_,-— is dimensionless weight coefficients

n
that meet the requirements 0<a; £1, Za,- =1;

im]

kY (x)are normalized, that is, reduced to

same metric and
CC_” Sign

dimensionless form, the
dominance direction, partial criteria; the
means interval uncertainty.

An analysis of the features of the problem of
multicriteria scalar estimates showed that fuzzy
sets are a widespread form of representing
uncertainties in model (21). Under the accepted
assumptions, the parametric identification of the
model of the multicriteria optimization problem
(21) consists in determining the interval values of

the parameters a_i and particular criteria k; (x),

their fuzzification and calculating the interval
phased value of the solution utility function
P(x).

Since the problem of multivariate estimation
is an intellectual procedure and there are experts
who are carriers of the input information, the
problem of parametric identification of model
parameters (21) is solved directly by the methods
of expert assessment or by the method of
comparative identification.

The method of comparative identification of
the additive model for scalar evaluation of the
utility of alternatives is as follows. The input
information is the relation of a strict or non-strict
order, determined by experts on a set of
admissible alternatives

X717 X2~ X3~X4 > eeney (22)

where ~,~ are the signs of advantage and

equivalence correspond. According to the theory
of utility for (22), the following relations hold:

P(x;)>P(x;)=P(x3)>P(x;4)>.... (23)

Based on (23), one can compose a system of
equations of the form
P(x;)-P(x;)S0,
P(x;)=P(x;)=0,
P(x,)—P(x;)S0.

(24)

By substituting the utility function (21) into
(24), we obtain a system of a; irregularities that
are linear with respect to the parameters, which
determine the area of their possible values. The
method of linear programming on the selected

min

area determines the interval values [a;""“, a;"" ]
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of the parameters. In this case, regardless of the
method, interval estimates of the parameters are
determined a; =/a">, a/"" [;¥Wi=1,n, and the
size of the intervals depends on the scatter of the
subjective individual labels of experts.

The interval uncertainty of the model
variables (particular criteria) is determined by
non-factors. Their analysis and accounting allows
you to determine the range of possible values of
each of them.

The next stage in identifying the model (21)
consists in its fuzzification, that is, in the choice
of the type and parameters of the membership
function of the interval parameters and changes.

The weight coefficients a; are interval fuzzy

numbers, and the value of particular criteria can
be specified both numerically, in the form of
fuzzy numbers, and qualitatively, in the form of
linguistic terms.

5. Conclusions

1. It is shown that the basis of the information
security system of a cyber protection object shall
be a classical control loop that provides collection,
processing and analysis of information, as well as
modeling the development of information danger
at a cyber protection object and the development
and implementation of anti-crisis management to
prevent the emergence of threats to information
circulating in the process of functioning of the
cyber protection object, as well as the elimination
or minimization of their consequences.

2. The indicator of risk for information
circulating during functioning of the cyber
protection object is the sum between the
indicators of risk of information disclosure and
information leakage, as well as the indicator of
risk for computer information circulating during
functioning of the cyber protection object.

The indicator of the risk of information
leakage includes indicators of the risk of
information leakage through technical channels,
information leakage through communication
channels, speech information leakage, as well as
information leakage, shown information.

The risk indicator for computer information
includes indicators of the risk of loss and
alteration of information, as well as obtaining
unauthorized access to information.

3. It is shown that while conducting the audit
by the experts of the situational center under
security in  conditions of  probabilistic
manifestation of various aspects of the

information threat process of a cyber protection
object, the procedure for making management
decisions is complicated by the fact that the
necessary conditions for the effectiveness of
decisions are their timeliness, completeness and
optimality. Therefore, increasing the efficiency of
the decisions made is associated with the need to
solve the problem of multi-criteria optimization
under the wuncertainty, which requires the
development of formal, normative methods and
models for a comprehensive solution to the
problem of decision-making under the multi-
criteria and uncertainty in managing the processes
of preventing the occurrence of threats to
information circulating during functioning of the
cyber protection object, as well as elimination or
minimization of their consequences.

4. In order to solve the problem of multicriteria
optimization under the uncertainty, in the study,
firstly, it is formalized the methods for obtaining
initial information about the advantages of a
decision-maker, based on Dboth traditional
heuristic procedures for expert evaluation and
formal methods of comparative identification. It
is shown that regardless of the method of
obtaining the initial information and the form of
its presentation, the most adequate is the interval
assessment of the preferences of the decision-
maker. Secondly, a model of a multicriteria scalar
assessment of the wusefulness of feasible
alternative solutions has been synthesized.

5. The presented results represent the scientific
basis for the development of a support system for
making anti-crisis decisions in critical situations
by experts of the situational center to ensure the
appropriate level of information security of the
cyber protection object.
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Abstract

In order to reveal regularities in sequences of series lengths, it is necessary to justify an
informative attribute possessing the following properties:

1) is informative for the lengths of the binary series, taking into account the adaptation to the
peculiarities of the formation of arrays of the binary mask of the differential frame.

Here, it is required to provide a potential opportunity for reducing redundancy for arbitrary
content of the bit plane;

2) do not require significant computational costs for estimating and detecting regularities that do
not exceed order O(n) ;

3) to ensure that there are sharp structural differences for the binary indicators of the stationary
and dynamic components of the differential frame represented.

The compression ratio of the differential-represented frame's binary mask varies from 3 to 21
depending on the correlation coefficient between adjacent frames. The most preferable method
for constructing the compact representation technology of the binary masks of frames
represented in a differential form is the approach.

It will be developed an approach for reducing redundancy in arrays of a binary mask of a
differential frame based on the requirements advanced.

In order to take into account the proposed requirements, it is proposed to use the approach for
code representation of the sequence of binary mask series lengths. Which is based on the
discovery of regularities in the alphabet's power Q. The data source alphabet is a set of values
that message elements can accept. Then the power QQ of the message source alphabet is the
number of different elements in the alphabet. One of the simpliest and at the same time effective
codes that take account of restrictions on the alphabet's power are Bodo codes. The Bodo code
corresponds to the first two requirements.

Keywords
Binary series, binary mask, differential frame, redundancy, indicator, component, Bodo code,
compact representation.

1. Introduction

A simple Bodo element-by-element code
provides information about:

- the size of the computer memory;

- the maximum value ), of the series length

in the arrays of the differential frame's binary
mask [1,2].

EMAIL: timochko.alex@gmail.com (A. 1); bpgpma@ukr.net (A.
2); 1 vv83@ukr.net (A. 3)

ORCID: 0000-0002-4154-7876 (A. 1); 0000-0003-3216-1864 (A.
2); 0000-0003-0771-2660 (A. 3)

If a lengths sequence of binary series is given,
e, ®@={n..., r®} then a simple Bodo code is
formed from three stages:

Stage 1. The maximum value of the length of

the binary series is sought, for which the formula
is used:

nax = |2, ). w

Stage 2. The determination of the number of
bits L(r), which is required to represent the
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maximum value of the binary series 7,55 length,

which is given by the relation:

L(r)= [log2 Fmax 1+1- (2)
Step 3. The value L(r) is writing at the

beginning of the code representation and is the
service information, which is indicating the code's
description boundaries of the neighboring image
elements [3-7]. After that, for every length of the
binary series, a bit L(r) is assigned to the code

representation [8-10]. The total number of bits
L(r)z, which is required to represent all the

lengths of a binary series is given by the
expression:

L(r)s =D+ L(r). (3)

Bodo's simple block code consists in
representing in each code word several elements
of the original image fragment. For example, this
situation occurs when several elements of the
encoded sequence are represented in one
computer word (one external memory register).

2. Research of a compact
representation of a differential-
represented frame's stationary
component's binary mask array

The Bodo method is mono-alphabetic. In this
case, all elements of the processed sequence
belong to the same alphabet. Such sequences are
called mono-alphabetic [11-13].

However, the Bodo code does not meet the
third requirement. This is due to the fact that the
differential-represented frame's binary mask,
under conditions of removal by a stationary
camera, has a significant heterogeneity of the
structural content. Under the heterogeneity of the
structural content is understood that the stationary
component can occupy a considerable space, cut
by small elements of the dynamic component. In
this case, the lengths 7(0) formed for the zero

sequences will prevail over the length relative to
the lengths »(1) of the individual element

sequences [14-17]. For such situation, the use of a
power code in one alphabet will lead to the
formation of code redundancy. Indeed, in
accordance to the power code of one alphabet for
all series lengths, regardless of their origin, code
sequences of the same length L(r) are formed. In

this case, the total number of bits L(r)y per

representation of the entire sequence of binary
series lengths will be equal to:

D
L(”)z = lélL(r)i

Here are
L(r); - the number of bits per representation

of the i-th element of the sequences of the mask's
binary series lengths;

@ - the number of the binary series lengths,
which are formed for the binary mask array of the
differential frame.

At the same time, due to the heterogeneity of
the structural content, the actual number of binary
bits necessary to represent the entire sequence of

binary series L(r)y. lengths will be much less

than the value L(r)s, ie:

L(r)s, <<<L(r)y

This leads to the presence of code redundancy:

R=L(r)y —L(r)'z
This situation is due to the fact, that for the
code representation of the units' series lengths, a
significantly smaller number of bits is required in
comparison with the code representation of the
zeros' series lengths, ie:

L(r(1)) <<< L(r(0))
Here are
L(r(1)) - the number of bits for the code

representation of the zeros series lengths;
L(r(0))- the number of bits for the code

representation of the units' series lengths.

In order to eliminate the code redundancys, it is
proposed to use two alphabets for the sequence ©
of binary series lengths [18]. The first alphabet
Q is defined for the zeros series lengths,

respectively the second alphabet Q, is defined for

the lengths of the one sseries. This approach
allows to take into account the presence of a sharp
heterogeneity in the structural content of the
binary mask array. Accordingly, the generation of
a power code for such sequences will be realized
using a two-alphabet scheme [19].

The essence of the scheme is that:

1. The lengths of the zeros and ones series are
formed, which are based on the array of the binary
mask.
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2. The entire sequence of binary series lengths
is divided into two sub-sequences.

The first sub-sequence is formed on the basis
of the zeros' series lengths:

0¥ - OO |

The second sub-sequence is formed on the
basis of the units' series lengths:

o) - (0)pr g}

Then the total number of bits per
representation of the subsequences of the zeros'
series lengths will be:

L(r(0))y =Py log 5 r(0)max » (4)

And the total number of bits per sub-sequence
representation of the units' series lengths will be:

L(r(M)y =P log 5 r(Dmax - (5)
3. For each subsequence, own alphabet is
forming, respectively, Ql and QO.

4. The power code is constructed in
accordance with the constructed alphabets [20].

The power code is constructed according to the
scheme, which is considered above, is called a
two-halftone code. In other words, a two-
alphabetic power code is a power code generated
for two-alphabetic sequences.

Here, the sizes of the binary regions are taken
into account as a result of identifying the binary
series lengths. It will be shown, that for a two-
index power code relative to the binary series
lengths of the differential frame's binary mask, the
condition holds, i.e. provides a degree of
compression:

_ My My
CDO log 5 7(0)max + (Dl log 5 (D) max

M

)
2 1
i=1

OTITNG!
10g2(7”(0)max (D max )
Here are
2, -the number of the zeros' lengths for the

binary mask of the differential-represented frame;
D - the number of units' series lengths for the

binary mask of the differential-represented frame.

Example. Let's calculate the number of digits
L(r)2 in order to represent the entire sequence of

series lengths for the binary mask of the
differential-represented frame Q due to a one-rate
power code.

First, let's define the maximum value of the
binary series length 7, 1n a sequence of binary

series lengths

e = {rl =19 =Ly =4y =5 =L =3 =3},
which is based on expression n= 19; L(r)1 =5
bits; ry=1; L(r), = 1bit; ry=4; L(r)3=2
bits; rg=5; L(r), =3 bits; rs=1; L(r)5 =1
bit; g =3 L(r)g =2 bits; r; =35 L(r); =2

bits.
The maximum binary mask series length of a
differential-represented frame 7y, =19 . Then,

on the basis of expression (2), the number of bits
required to represent the maximum binary mask
series length is equal to L(r) =5 bits.

The number of the binary series lengths is
formed for the differential frame's binary mask's
array @ = 7. Then, on the basis of the expression
(3) the total number of bits on the representation
of the binary series lengths sequence will be equal

toa L(r)y =5-7=35 bits.

At the same time, 36 digits are required for the
code representation of the original image
fragment (the image fragment is classified as
highly saturated with details having different
dynamic components) [21]. Consequently, by
applying a single-alphabetic power code for all
sequences of series lengths, the binary mask size
of the differential-represented frame will be
reduced by 3%.

At the same time, 36 bits are required for the
code representation of the original image
fragment (the image fragment is classified as
highly saturated with details having different
dynamic components). Therefore, due to the use
of a double-alphabetic power code for the
subsequences of the lengths of zeros and ones
series. The differential-represented frame's binary
mask volume will decrease by 20%. Also, due to
the double-alphabetic power code, the volume of
the differential-represented frame's binary mask is
relative to the single-alphabet code will decrease
by 17%.

65



3. Conclusions

1. As the correlation coefficient between
adjacent frames increases, the compression ratio
of the differential-represented frame's binary
mask increases.

2. The compression ratio of the differential-
represented frame's binary mask varies from 3 to
21 depending on the correlation coefficient
between adjacent frames.

3. Estimation of the bit representation's
information content of the differential-
represented frame's binary mask on the basis of
accounting for the nonequilibrium of the bases of
the lengths of the binary series does not require an
increase in the complexity of the software-
hardware implementation.

4. Due to the double-alphabetic power code,
the differential-represented frame's binary mask is
relative to the single-alphabet code will decrease
by 17%.
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Abstract

The article solves the problem of protecting decimal numbers used in systems of information
transmission, processing and storage from unauthorized access with simultaneous correction of
single errors in them and detection of error bursts. To protect the decimal number, each of its
digits is first converted to a binary-decimal digit, and then, using a special table, into a binary-
coded permutation. After that, the digits of the decimal number themselves are mixed. The
paper gives estimates of the level of secrecy of decimal numbers encoded in this way. Since
each digit of a decimal number can contain one of 10 digits, 10 permutations are required to
encode them. To obtain them, at least 4 elements 0, 1, 2, 3 are required. They form 24
permutations, of which 14 are redundant. Specially selected 10 binary-coded permutations out
of 24 form a binary-coded permutation code with a minimum code distance equal to 4. This
allows correction of any single error and detection of double errors on the set of permutations.

Keywords

Information protection, numerical codes, secrecy, permutations, errors, noise immunity

1. Introduction

In practice, binary-decimal codes have become
widespread, with the help of which information
from various sensors is extracted and transmitted,
for example, information about the amount of
consumed thermal and electrical energy, water
and other similar indications. Usually, each
binary-decimal digit taken from the sensor is
transmitted over a communication channel,
essentially a telecommunication system, which
includes a buffer memory with an encoder, a
communication line, an information display
device, and a receiver with a decoder [1]. The
communication line can be both wired and
mobile, using radio communication. In the latter
case, information can be transmitted directly to
moving objects, such as cars.

However, the transmitted information in some
cases must be protected from unauthorized access.
To do this, the binary-decimal digits of each
decimal number are uniformly mixed using the
appropriate tables. At the receiving end, these
tables allow to restore the original information.

EMAIL: 5352008@ukr.net (A. 1); alevgor@gmail.com (A. 2);
viktman2012@gmail.com (A. 3);
a.horishnyak@ias.sumdu.edu.ua (A. 4); kobyakova@ukr.net (A.
5); o.berezhna@ekt.sumdu.edu.ua (A. 6).

They are, in essence, cipher keys. Moreover, the
secrecy of the mixed each binary-decimal place
can be significantly increased by additional
mixing of the bits of binary-decimal numbers.

However, in addition to protecting against
unauthorized access, it is often required to further
increase the noise immunity of the transmitted
binary-decimal numbers.

Binary-decimal coding protects to a certain
extent the transmitted or stored decimal digits
from interference due to the redundancy of a
binary-decimal code containing sixteen four-bit
binary-decimal code words. However, the level of
protection against interference is still low,
although for a number of practical cases it may be
acceptable. Therefore, it became necessary to
increase it.

It was proposed to solve this problem in [1-4]
using binary-decimal error-correcting codes,
which are essentially decimal digits encoded with
error-resistant combinations. For this purpose in
[1] the coding of binary-decimal digits by
equilibrium code combinations was introduced,
which significantly increased the ability of the
telecommunications system to detect errors [1-4].
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To assess the noise immunity of such codes, it
was proposed to use formulas for the probabilities
of transition of code combinations into classes of
correct combinations, allowed erroneous
combinations that are not detected and forbidden
combinations that can be detected [5]. According
to the results of the analysis, it was concluded that
the use of equilibrium codes provides the
requirements of the reliability class I1 of the
international standard IEC 870-5-1-95 in the
whole range of failure levels of one bit of
information [1].

At the same time, the secrecy of information
was increased, since there was no reliable test for
unravelling their values, because statistics for
decimal digits presented in the form of
equilibrium code combinations does not help
well, unlike text information, for the decoding of
which the statistical probabilities of letters play an
essential role.

However, errors in the transmission of decimal
digits by equilibrium code combinations are
difficult to eliminate, and the implementation of
ARQ in mobile communications is sometimes
difficult. Therefore, the task arose of developing a
telecommunication system that would not only
detect errors, but also correct them, using
inseparable codes, in order to hide the true value
of decimal digits during transmission.

2. Problem statement

The task of this work is to increase the noise
immunity of transmitted binary-decimal digits,
accompanied by error correction, with sufficient
protection against unauthorized access.

For this, it is proposed to enhance the noise
immunity of binary-decimal information by using
inseparable codes on permutations, since, on the
one hand, they allow error detection and
correction, and on the other hand, they can hide
the true information deeper.

Permutations are widespread in mathematics.
Permutations are used in abstract algebra, and
they are also used to solve combinatorial
optimization problems, for example, the travelling
salesman problem [6-8].

In addition to solving mathematical problems,
permutations are used in practical problems of
protecting information from unauthorized access
[9-16]. The area of their possible application is
constantly  expanding. Along with this,
permutations successfully solve the problem of
anti-jamming coding, since by their nature they

contain redundant information, which makes it
relatively easy to find and, which is especially
important for small mobile devices, to eliminate
errors in messages transmitted with their help
[17,18]. In addition, the permutations make it
possible to combine solutions to the problems of
anti-jamming coding with effective protection of
information from unauthorized access.

3. Coding with permutations

Any finite sequence of distinct elements of
length n is a permutation. While any symbols can
be elements of permutations, most often numbers
are used as them. For example, a sequence of four
different digits 0123 would be a permutation of
length n =4. At the same time, a sequence of 1011
of length n = 4 would not be a permutation, since
it only consists of two different repeating
elements 0 and 1.

The set of n! permutations of length n forms a
permutation code. The difference n-log.n - log,n!
forms redundant information of this code, which
with increasing of n can reach a significant value,
determining the high noise immunity of codes on
permutations. In addition, permutations do not
have repeating elements and, therefore, obtaining
their statistics is difficult. It can be obtained, with
high effort, only on a Ilarge number of
permutations, which greatly complicates the
deciphering of information hidden in the
permutations.

In the tasks of anti-jamming coding and
information  protection the elements of
permutations are represented in binary form. Such
their representation will be called binary-coded.
The number of binary bits in binary-coded
permutations is defined as the whole logarithm of
the permutation elements number #:

m=[ log,n | (1)

10 different binary-coded permutations are
required to encode binary-decimal information.
Therefore, the minimum value of n that can
provide the required number of permutations will
be 4, since 4 x 3 x 2 =24 > 10. Of these 24
permutations, 10 permutations are used to encode
10 binary-decimal digits. Each of them encodes
one of the digits, for example, permutation 0123
is used to encode 0. The remaining 14 possible
permutations are redundant. One of the possible
variants of representation of binary-decimal digits
by permutations is shown in Table 1. Together,
binary-decimal digits in Table 1 form a binary-
decimal code (2-10 code).
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Table 1

Coding with permutations
No 2-10 code Permutations
0 0000 0123
1 0001 0132
2 0010 0213
3 0011 0231
4 0100 0312
5 0101 0321
6 0110 1023
7 0111 1032
8 1000 1203
9 1001 1230

3.1. Information secrecy

The number of encoding variants of binary-
decimal digits by permutations will be equal to the
number of combinations 10 out of 24, each of
which can be specified by the corresponding table,
like Table 1. Each of these variants, in turn, can
be represented by one of 10! permutations
encoding 10 digits, each of which can also be
represented in the form of a table. Each of these
tables can act as a cipher key, consisting of
10!-C'%4 permutations for one decimal place.

In addition, the decimal digits, the number of
which is equal to &, can also be shuffled in various
ways during their transmission. Accordingly, the
total number of permutation variants that can be
used to encrypt the decimal permutation code will
be equal to M = k!-10!- -C'%. If k, for example,
equals 10, then the number of variants of the
cipher M = 10!-10- -C'%4= 2.58-10". This is a
fairly large number of brute force options required
to break the cipher. It should be borne in mind that
the statistics of the numbers in the permutation
cipher is poorly expressed, which greatly
complicates its disclosure. The dependence of the
M value, which characterizes the complexity of
the proposed cipher disclosure, from the
parameter & is shown in Table 2 and in the graph
Figure 1.

Table 2

Number of permutations M
k M k M
1 7.11-10%2 5 8.54-10%
2 1.42-10% 6 5.12-10%
3 4.27-108 7 3.58-10%
4 1.70-10% 8 2.86-10Y

k M k M
9  2.58-10% 15  9.30-10%
10  2.58-10%° 16  1.48-10%
11 2.84-10%° 17 2.53-107
12 3.40-10% 18 4.55-10%
13 4.43-10% 19 8.65-10%
14  6.20-10% 20 1.73-10%

10”2 :
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Figure 1: Graph of M versus k

3.2. Evaluation of the noise
immunity of the «code on
permutations

In addition to secrecy, permutations can
significantly increase the noise immunity of the
binary-decimal code. This is due to the fact that
the Dbinary-coded representation of such
permutations according to formula (1) will
contain four digits of length m = 2. Permutations
P of length n = 4 and their binary-coded
representation BCP are presented in Table 3.

Table 3
Binary-coded permutations
P BCP P BCP

0123 00011011 2013 10000111
0132 00011110 2031 10001101
0213 00100111 2103 10010011
0231 00101101 2130 10011100
0312 00110110 2301 10110001
0321 00111001 2310 10110100
1023 01001011 3012 11000110
1032 01001110 3021 11001001
1203 01100011 3102 11010010
1230 01101100 3120 11011000
1302 01110010 3201 11100001
1320 01111000 3210 11100100
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Each permutation differs from others by at
least two elements, and therefore, the minimum
code distance in a binary code on permutations is
2. Such a code distance allows detecting in binary-
coded permutations all single errors, as well as all
errors of odd multiplicity 1, 3, 5, ...

Increasing the code distance will improve the
noise immunity of binary-coded permutations. To
achieve this, out of all 24 permutations of length
n=4, 10 allowed permutations should be selected,
as shown in Table 4, which differ from each other
by three elements, and thereby ensure the
minimum code distance between their binary
representations equal to 4. This allows not only
detecting double errors in binary-coded
permutations, but also correcting any single error
in them.

Table 4
Permutations with minimum code distance 4
P BCP P BCP

0123 00011011 2013 10000111
0231 00101101 2130 10011100
0312 00110110 2301 10110001
1203 01100011 3021 11001001
1320 01111000 3102 11010010

3.2.1. The fraction of detected errors

The noise immunity of a code on binary-coded
permutations can be estimated using a
characteristic called the fraction of detected errors
D [5, 18]. It shows the probability with which any
error translates the permutation into a forbidden
combination that can be detected. The D value is
defined as the ratio of the number of forbidden
combinations Z; to the total number of
combinations D = Zy/ n" =246 / 256 = 0.96.

4. Error detection

A transmission error can translate a binary-
coded permutation into either a forbidden
combination that is not a permutation, or into one
of the permutations. In the case where an error
converts a permutation to a non-permutation
combination, it can be easily detected as follows.

First, since all permutations contain the same
elements, arranged in a different order, the sum of
the binary numbers encoding these elements must
remain constant. It forms a checksum, the same
for all permutations, equal to

S=n(n-1)/2. (2)

It can be wused to detect erroneous
combinations, the checksum of which does not
coincide with the value determined by the formula
(2) [17]. For the considered code on permutations,
such a checksum is equal to S=4-(4-1)/2=6.

Example 1. On the receiving side, during
permutation transmitting, a sequence of elements
1231 was received, which is not a permutation.
Counting the sum of these elements gives the
result 1 + 2 + 3 + 1 = 7. This number does not
coincide with the checksum value obtained above
for the code on permutations S = 6. This means
that the resulting sequence is not a permutation
and contains an error.

Second, the appearance of two or more
identical elements in a permutation, during its
transmission or storage obviously transforms it
into a combination that is not a permutation. Then,
by comparing the elements of the transmitted
combinations on the receiving side, it is possible
to establish whether they are permutations or not.

Example 2. On the receiving side, a sequence
of elements 1231 was obtained. As a result of
comparing the first element of this sequence with
all other elements, it is found that it coincides with
the fourth element: 1 23 1. Therefore, the resulting
sequence is not a permutation and contains an
error.

4.1. Double error detection

In the case when a double error occurs during
the transmission of a binary-coded permutation, it
can translate into one of the 14 forbidden
permutations. The fact that the allowed
permutation can translate solely into the forbidden
permutation is explained by wusing for the
encoding of numerical information only
permutations with the minimum code distance 4.
Such an error can be detected on the receiving side
by comparing the received permutation with all
allowed permutations given in Table. 4. If a match
of the received permutation with one of the 10
allowed permutations is found, then the decision
1s made that it is correct; otherwise it is forbidden
and contains a double error.

Example 3. Permutation 0123 (00 01 10 11)
after the interference translated into permutation
1023 (01 00 10 11). Comparing this permutation
with all allowed permutations presented in Table
4, shows no coincidence with any of them and,
accordingly, indicates that it is forbidden.
Therefore, it contains a double error. Indeed, in
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the permutation 0123 0 transformed into to 1, and
1 into 0.

4.2. Error correction

Comparing a binary-coded permutation
containing an error in any element with all 10
allowed permutations allows a single error to be
corrected. All permutations except one will differ
from the erroneous sequence by more than one
element. Any permitted permutation that differs
from a permutation with an error in one element
will be considered its corrected value.

Example 4. On the receiving side, a sequence
of elements 1231 was received. By calculating the
checksum and comparing the elements with each
other, it is found that this sequence is not a
permutation, which means that it contains an
error. Since the minimum coding distance for
permutations of Table 4 is 4, it is possible to
correct a single error. To correct it, the erroneous
sequence 1231 is compared with all allowed
permutations in Table 4. As a result of this
comparison, it is found that among the allowed
permutations only one permutation 0231 differs
from the obtained sequence by one element. This
permutation is recorded as the correct value of the
received sequence: 1231 — 0231.

However, the use of specially selected
permutations for detecting double errors and
correcting single errors reduces the level of
secrecy of information, since the opponent can
start breaking the cipher just from the analysis of
these permutations. Therefore, it is necessary to
weigh what is more important for the transmission
of information, its noise immunity or secrecy, and
accordingly choose the method of protecting
decimal digits from interference.

4.3. Algorithm for detecting and
correcting errors

The error detection and correction algorithm
contains the following steps.

Step 1. In the received binary combination of
8 bits, the sum of its permutation elements, each
of which consists of 2 binary digits, is calculated.
If the calculated value equals 6, then it is
considered as one of 24 binary-coded
permutations, which may be correct or incorrect.

Step 2. The received permutation is compared
with 10 allowed binary-coded permutations
representing decimal digits. In the case when there

is allowed permutation that coincides with the
received permutation, then it is written as correct.
If it differs from all the allowed permutations by
the value of two or more elements, then it is
erroneous and can be corrected by ARQ.

Step 3. If the calculated value doesn’t equal 6,
then the received binary combination is an
erroneous sequence that is not a permutation. In
this case, some of its elements have the same
value. If the received sequence differs from one of
the 10 allowed permutations in only one element,
then this one permutation will be the corrected
permutation. In other case the error can only be
corrected by ARQ.

5. Conclusions

The inseparable code on permutations
proposed in the work for encoding digits allows
solving the problem of digital information
transmission secrecy, and at the same time ensures
its noise immunity. Wherein, the secrecy of
information can reach acceptable values for many
applications due to the special properties of the
permutations, which make it possible to hide the
statistics of the transmitted decimal digits.

Along with the secrecy the permutations can
effectively solve the problem of increasing the
noise immunity of the transmitted digits. They
allow detection of errors bursts and fix single
errors. It is also important that the considered
methods of detecting and correcting errors in
permutations, used to encode decimal digits, are
quite simple to implement.
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Abstract

The article considers the issue of assessing the combat potential of a strike unmanned aerial
vehicle. An analysis of existing methods for assessing the combat potential of manned aircraft
and found that they often use methods of expert assessment, which require a significant number
of experienced experts and are quite time consuming. The scientific and methodical apparatus
for calculations is given: probabilities of unmanned aerial vehicle damage for one departure
and for a certain number of departures; mathematical expectation (average number) of combat
sorties; mathematical expectation (average value) of the number of single targets hit in one
combat flight by an unmanned aerial vehicle; the maximum value of the mathematical
expectation (average value) of the relative number of single targets hit in one combat flight by
an unmanned aerial vehicle; mathematical expectation of the number of single targets hit by an
unmanned aerial vehicle; maximum mathematical value expectations of the number of single
targets hit by an unmanned aerial vehicle for the entire period of life; the coefficient of combat
potential of the unmanned aerial vehicle; the average combat potential of an unmanned aerial
vehicle. The construction of a mathematical model of combat potentials of strike unmanned
aerial vehicles based on a block-hierarchical approach is carried out. In this approach, the
mathematical model of the modeling object is not represented as a function of many variables,
but as a hierarchy of models of much smaller dimension. The basis for building a hierarchy of
models is the physical content of the modeling object and the patterns it reflects.

Keywords

group of manned and unmanned aerial vehicles, combat potentials of unmanned aerial vehicles,
indicators of combat effectiveness, unmanned aerial vehicle, methods of calculating combat potential.

combat support of manned aircraft, strike tasks of

1. Introduction

In the field of unmanned aerial vehicles, there
is a transition from the single use of unmanned
aerial vehicles (UAVs) to the group (mass) use in
cooperation with manned aircraft. In addition to
reconnaissance tasks and individual tasks of
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UAVs are becoming increasingly important [1-6].
This raises the questions of the assessment of the
combat potential (CP) of strike UAVs.

The problem is that the methods of estimating
of the CP of UAVs, which are similar to the
methods of estimating of the CP of manned
aircraft, have not found appropriate distribution.
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The known methods of estimating of the combat
potential of the manned aircraft are based mainly
on the methods of expert assessments [7, 8, 9, 10].
This is a quite time-consuming process and
requires the involvement of a significant number
of experts with experience in combat use of
aircraft. The application of such methods for a
large number of existing and perspective UAVs is
problematic and practically impossible to
implement. Therefore, there is a need to develop
approaches to the assessment of the CP of UAVs,
which do not require the use of expert assessment
methods.

Analysis of the recent researches and
publications

In [7] it was noted that in the late 50s of the last
century the military authorities had the need for a
simple and clear way to compare different types
of weapons to solve combat tasks and correctly
calculate the balance of forces of the parties in
operations. This was due to the fact that with the
increase in the variety of weapons and their
increasingly narrow specialization, it became
almost impossible to determine the ratio of forces
by the ratio of individual types of weapons. It was
assumed that different types of weapons could be
compared in terms of contribution to the end result
of hostilities, and therefore each of them could be
assigned a weight efficiency factor. Over time,
this factor has been defined as the combat
potential (CP) of the sample of armaments. CP of
the sample of armaments could be considered as a
criterion of the totality of samples of armaments
for its contribution to the achievement of the
objectives of an operation (hostilities).

Initially, the CP of armaments samples were
determined either empirically, based on statistics
obtained from past wars (armed conflicts) [7], or
by methods of expert evaluation.

In the 80s years of the last century the methods
of mathematical modeling of hostilities [8] began
to be used to determine the CP. The special studies
conducted on mathematical models of combat
operations have revealed that there is no constant
uniform measure of comparison of different types
of weapons. CP of a sample of armaments — is a
variable value and it is determined not only by its
characteristics, but also by its quantity, structure
of armaments of confronting groups, type of
operation, quality of management, combat and
other types of maintenance and by other
operational factors.

The construction of mathematical models of
aircraft CP, which take into account a fairly
complete list of aircraft characteristics and

conditions of their use, proved to be quite a
problematic task. An alternative solution of this
problem remains the methods of expert
assessments.

The purpose of the article is to determine the
approach to construction of a mathematical model
for calculating the combat potential of a strike
UAYV without the involvement of expert or other
“fuzzy” information.

2. Presentation of the main material

The difficulty of constructing analytical
mathematical models for calculating the CP of
aircraft functionally related to the characteristics
of aircraft, their weapons and parameters of
combat conditions, can be attributed to the non-
integrability of the vast majority of systems of
differential equations [11]. Including differential
equations that adequately describe the fighting.
Regressive mathematical models, which can be
built on the basis of mathematical modeling data
(numerical experiments) or expert survey data,
have significant shortcomings and limitations
[12]. They do not provide a full-fledged
replacement for analytical models. In this article,
the construction of a mathematical model of CP of
UAVs is based on a block-hierarchical
(decomposition) approach. In this approach, the
mathematical model of the modeling object (CP
of UAV) is not represented as a function of many
variables, but as a hierarchy of models of much
smaller dimensions. The basis for building a
hierarchy of models, as will be noted below, is the
physical content of the modeling object and the
patterns it reflects [13].

The concept of “combat potential of a sample
of weapons”, judging by its various definitions
[14], still remains controversial. Below, for
example, there are two different definitions of
“the combat potential of a sample of weapons”.

Combat potential of a sample of weapons is an
integral indicator that characterizes the maximum
set of tasks performed by the sample weapons and
military equipment (WME) for the intended
purpose in the implementation of the limit tactical
and technical characteristics (TTC) for the typical
operating time in typical design conditions [15,
16].

The combat potential of a sample of weapons
is an integral indicator that characterizes the
maximum amount of combat tasks that can
perform a sample of weapons for its functional
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purpose in the given (calculated) conditions of use
during its existence [17].

In the definition [17], the most significant
difference from the definition [15] is that the key
feature is not a vague feature — the characteristic
time, but the time of existence of the sample of
weapons before its defeat. In particular, if the
characteristic time is taken as a time interval that
is less than the lifetime of the sample, the combat
potential will be determined essentially by the fire
performance or firepower of the sample. But the
concept of “fire performance” reflects the
meaning of a different indicator than “combat
potential”, because it does not take into account
the ability of the weapon to survive in the face of
the enemy and continue to function.

As shown in [13], the overall purpose of the
operation of weapons at the highest level is
divided into two partial tasks — the failure of
enemy targets and maintaining the functioning of
their own means. This follows from the basic law
of armed fight. The indicator that describes the
first task can be “fire performance” or “firepower”
of the weapon. The indicator that describes the
second task — “survivability”. The other properties
of the weapon are the means to achieve the main
properties.

It is the indicator “combat potential of the
sample of weapons”, which combines the
indicators of “firepower” and “survivability”
should be used in conceptual research on the
formation of basic requirements for UAVs on a
complex criterion of “combat potential — cost”.

The model of combat operations of reusable
UAVs can be thought of as a series of repetitive
combat sorties in each of which it hits a number
of targets. Each subsequent flight can be
performed provided that the previous ones were
performed.

Suppose that in the process of performing a
combat sortie UAV is exposed to fire from the
enemy with an intensity of A, which leads to its
defeat in one sortie with probability P41 [18].
Assuming the Poisson nature of fire effects, this
probability is determined by:

Pyayy =1 —e Pt (1)
where P; — conditional probability of the
sample damage under one
exposure;
tes—  duration of the combat flight

The number of combat sorties that a UAV can
perform before its defeat is a random variable.
When performing n combat sorties UAV will be
struck with a probability of W,;:

Wp=1-(1-Pyays)" (2)
Mathematical expectation (the average
number) of combat sorties is determined by the
ratio of this probability to the probability of defeat

in one combat sortie:
1-(1- PUAVl)n
(3)

Pyav1

For multiple UAVs n>>11 n and is reduced to

the inverse probability Py 4y :
1

Pyav1

The mathematical expectation (average value)
of the number of single targets hit in one UAV
combat flight is determined by the number of
successful target attacks during the combat flight.
It is limited by the number of means of destruction
in combat charge. It is assumed that the
ammunition of the aircraft consists of the same
type of means of destruction, and launches on one
target is carried out by only one means of
destruction.  This  simplification is  not
fundamental and allows you to reduce the
recording of basic expressions in the article.
Expression for mathematical expectation (average
value) of the relative number of single targets hit

n=

= (4)

in one UAV combat flight:
M [N,’;T,.]
Ul _ . .mk
TNE =Py Prmi )
)

the number of single potential
NE. targets of the j-type, hit in the k-

PT;

! combat flight of the UAV by
means of the i-type;

M [ N}I’(TU] — mathematical expectation of the

number of single targets of the j-
type, struck in the k-combat
flight of the UAV by means of
the i-type;

Ppr,; — the probability of fulfilling the
conditions preceding the launch
(reset, etc.) of the means of
defeat of the i-type on the target
of the j-type: detection and
recognition of the target by
external means, long-range
guidance, target detection by
own means of UAVs, target
attack. Depending on the
problem to be solved and the
method of using the UAV, the
composition of the stages of
preparation for the launch of the
means of destruction may differ
from the above. For example, in
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the case of an autonomous
method of UAV application, the
stages of external targeting may
be absent, and target detection
and recognition may be carried
out by its own means;

PTijl — the probability of defeat by one
means of defeat of the i-type of
the j-type target;

mk — the number of means of defeat of
the i-type AV used in the k-
combat flight;

The maximum value of the mathematical
expectation (average value) of the relative number
of single targets hit in one combat flight of UAVs
is determined by the expression:

~

k
M [NPTij] Kk (6)
max —-——— = Ppry; * Pry, " Mup,
Tij
where ml’f,,Di the total number of means

of defeat of the i-type
aircraft, used in the k-
combat flight.

For the entire period of the UAV's life, ie
during n combat sorties, the mathematical
expectation of the number of single targets hit by
the UAV:

n
M [NTU] - Z M [N#ij] 7
k=1
The maximum value of the mathematical
expectation of the number of single targets hit
during the entire life of the UAV, ie during n
combat sorties by definition is the UAV CP as to
destruction by i-type means of the j-type targets:
n

CPyay,, = max Z M [Nk, |
k=1
=NTij ' PPTij ' PTijl ' mMDi n

(8)

or
7l
CPyay;, = max Z M [Nk, |
k=1 (9)
Ny Pop+ Pp il i
=Nr.. " Ppp..* Pr.. - ———Myp.
Ty " EPry; " BTy "5 MM,
where Myp, —  the average value of the number

of means of aircraft destruction
(combat kits) of i-type on
departures;

the average number of single
potential targets of the j-type,
affected by means of the i-type
on departures.

Ny, -

If the CP of UAV is already known, which can
be taken as a reference, it is more convenient to
use the CP coefficient instead of the CP. It is
determined by the ratio of the CP of UAV to the
reference CP of UAV. It is assumed that UAVs
are used in similar conditions. In this case,
expression (9) is simplified because the variables
Ny . are reduced:

)

PPTL'j PTlij _PUAV1 _mMDl-

KCPUAVij = pREF ' pREF pREF_ pREF (10)
PTL']' Tlij UAV1 MD;

The CP coefficient has a clear physical
meaning. It is reduced to the product of the ratios
of the indicators of effectiveness of the
destruction means, the number of means in the
ammunition and the inverse ratio of survivability.

Model (10) can be applied during researches at
the initial stages of UAV creation (external
design) when searching for a design compromise
between the combat potential and the cost of
UAVs.

To optimize (select) the options of technical
and design solutions of UAVs, it is necessary to
use the dependences of the generalized indicators
< PPTL.].,PTlij,PUAVl,rTlMDi > of the TTC of
UAVs. Such dependences should be considered as
components of mathematical models of CP.

KCPUAV” in (10) is an element of the matrix,

where the types of means by which the UAV will
hit the enemy's targets are indicated in the lines,
and the types of targets - in the columns.

The matrix (10) is similar to the matrix of
efficiency of application of different models of
weapons in different conditions. The use of the
data contained in the matrix (10) depends on the
objectives of research and the method of decision-
making based on them.

For example, in comparing Kcp, vy of

different UAVs, several different approaches can
be used to select the best option.

The simplest approach is to collapse the matrix
(10) into a scalar quantity. Then the average CP of
UAV is determined:

1 N M
Kepyaw = NN z a;* B Kepyav;; (11)
i=1j=1
where — the number of types of UAVs
N destruction;
M — number of types of targets.
a; — weight factor that determines
the relative frequency

(probability) of use of weapons
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of the
i =1
B; — weighting factor that
determines the relative part
(probability) of the targets of
the j-type that will be
affected, 29'4:1 B =1

Weight multipliers «;, ; are determined by
the typical composition of enemy targets and
weapons of strike UAVs [10].

With a more detailed approach, it is possible to
make comparisons when folding the matrix (10)
into a vector or without folding. In this case, the
problem is reduced to a comparison of a set of
criteria [18]. When folded into a vector column, it
is assumed that the weapon of the i-type is used
for all targets:

i-type,

M
— 1
Kepyav =37 Z Bj - Kcp uav,; (12)
j=1
When folded into a vector-line, it is assumed
that the entire weapon is used only for targets of
the j-type:

N
1
Kepyaw = N ) z a; - Kep UAVj (13)
i=1
Obviously, Kcp y ng reaches its maximum
value when using ammunition to hit targets of the

same type with maximum efficiency.

3. Conclusions

To select options for technical and design
solutions of unmanned aerial vehicles, it is
necessary to use the dependences of generalized
indicators: the probability of fulfilling the
conditions preceding the launch (reset) of a
certain type of destruction means for the
determined target, ie detection and recognition of
targets by external means, long-range guidance,
target detection by own means of a UAV, target
attack; the probability of defeat by one means of
defeat of a certain type of a certain type of a target;
the probability of a UAV damage in one flight; the
average value of the number of means of
destruction of unmanned aerial vehicles (combat
kits) of a certain type by departures from the
tactical and technical characteristics of the
unmanned aerial vehicle. Such dependences
should be considered as components of
mathematical models of CP.

The considered methodical approach to
development of mathematical model of combat

potential of strike UAVs allows to build
mathematical models for conducting researches of
military and economic efficiency of strike
unmanned aerial vehicles without involvement of
expert or other “fuzzy” information.
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Po3po6Ka i TectyBaHHA nporpamHoro 3abesneuyeHHa iHpopma-
LiMHO-BMMIipPIOBaZIbHOI cMCcTEMM HA 6a3i BipTyanbHMX KOMmn'toTe-
PHUX TPeHaXKepiB AK KoHuenuifa nigBMueHHA epeKTUBHOCTI HaB-
YaZibHOro npouecy

[Opiit Cxopin’, Onexcanap Illep6akos?, Ipuna Yimakosa’

123 Xapxiscoxuti nayionanonuii exonomivnuti yuieepcumem in. C. Kysneys, np. Hayxu, 9-A, Xapxis, 61166, Y-
paina

AHoTauin

VY craTTi B AKOCT1 KOHIIEMIIii BJOCKOHAJICHHS HAaBYaJIbHOTO MPOLIECY, MiIBUIICHHS ¢()eKTHBHO-
CT1 BUKOPUCTAHHS NEPCICKTUBHUX (HopM mpodeciiHOro HaBYaHHS BU3HAYCHO BIPOBA/KCHHS
B HABYAJILHUIA MIPOIIEC IMITAIIIHHUX BIPTYalIbHUX TPEHAXEPIB, MOOYA0BaHUX Ha 0a3i BipTyalib-
HUX BUMIipIOBAIBHUX IPHIALIB i BipTyasi3amii BUMipIoBaIbHUX poreciB. JocmimkenHs 6a3y-
€THhCS Ha MPOBEJACHOMY aHaJi31 TPaJUIIHHIX, METOJIB 1 3aC00iB BUMIpIOBaHb 1 TPOTIO3HIIIT B
SIKOCTI aJIbTEPHATHBHOT'O BHPIIICHHS MpoOJeMH, BipTyami3allii BUMIipIOBAJIBHOTO MPOIIECY.
IIpoBoaUTECS OLIHKA IepeBar Ta 00JacTi 3aCTOCYBaHHS BipTyalbHUX NpHiIaaiB. BigzHaua-
€TBHCS, 10 KPiM 3aCTOCYBaHHS BIAaCHE 32 IPU3HAYCHHAM, TOOTO B SIKOCTI BipTyaJbHHX 3ac00iB
BHAMIpPIOBAIBHOI TEXHIKH, TOCUTD IIEPCIICKTHBHAM € BUKOPUCTAHHS BipTYaIbHUX MPHIAIB IS
oOy/JJOBU Ha IX OCHOBI BipTyaJIbHUX TPEHAXEPIB, SIKi 3a0€3MeUy0Th MiJBUIICHHS HA0UHOCTI 1
SKOCTI HABYAaHHS, B IIEPIILY YEpry, Ha TaK 3BaHUX, PIJIAIOBUX HABYAIBHHUX JUCHUILTIHAX, 1110,
B CBOIO UEpry, CTBOPIOE TIEPEAYMOBH JIJIsl BKIIOUYCHHS iX B y)Ke iCHYro4i a0 CTBOpPEHHS Ha iX
OCHOBiI HOBMX CHCTEM JWCTAHLIKHHOTO HaB4YaHHs. JlocimkeHHs nepeadavae: MpoBeIeHHs aHa-
i3y, OCMHCIICHHS i y3aranbHEHHS JOCBiTy BUKOPHUCTAHHS CYy9aCHHX METOMIB 1 3ac00iB BUMi-
pIOBaHb, BU3HAYCHHS MEpeBar Ta HeOJIKIB TPAJAUIIHHUX MiJXOMIB 10 BUMIPIOBAILHOTO MPO-
Lecy; OOrpyHTYBaHHs BHOOPY BipTyasi3allii BUMIPIOBAIEHOTO MPOIECY, K HAHOLIBII e(heKTH-
BHOT'0 3200y BJJOCKOHAJICHHS IIPHJIAI0BOTO TTAPKY; TPOBEICHHS aHAIIi3y CTPYKTYPH 1 IiIXO0IiB
JI0 TIOOYJIOBU BIpTYaJbHHUX MPHJIAIB, OI[IHKY OOJIACTI iX 3aCTOCYBAaHHS; BUAIJICHHS BIpTYyalib-
HUX MPUIAAIB B IKOCTI 0a30BUX 715l TOOYAOBU Ha TX OCHOBI BipTyallbHUX TpeHaXepiB, sKi 3a-
0e3neuyroTh MiABUIIEHHS e()eKTUBHOCTI 1 HAOUHOCTI HABYAIBHOTO MPOIIECY Ta CTBOPIOIOTH Te-
PEIyMOBH ISl CTBOPECHHS 1 BJOCKOHAICHHS CHCTEM JUCTAHIIHHOTO HaBUAHHS.

Kniouosi cnosa
BipTyaunizaris, npuiaj, eQeKTUBHICTh, TPEHAKEP, METO/I, 3aci0, MapK, CHCTeMa, HaBYaHHS, J0-
CJIIJKCHHS1, KOHIIETIIisl, yIOCKOHAJICHHS, aHAIi3, BUOIp, HAOYHICTb.
Development and testing of software for an information-meas-
uring system based on virtual computer simulators as a concept

for increasing the efficiency of the educational process
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imitation virtual simulators, built on the basis of virtual measuring instruments and virtualiza-
tion of measuring processes, is defined. The study is based on the analysis of traditional meth-
ods and measuring instruments and a proposal as an alternative solution to the problem, virtu-
alization of the measuring process. An assessment of the advantages and scope of virtual in-
struments is being carried out. It is noted that in addition to the actual use for its intended pur-
pose, i.e. as virtual measuring instruments, it is quite promising to use virtual instruments for
building virtual simulators on their basis, which provide an increase in the visibility and quality
of training, primarily in the so-called instrumental educational disciplines, which, in turn, cre-
ates the preconditions for their inclusion into existing ones or creation on their basis of new
distance learning systems. The study assumes: analysis, comprehension and generalization of
the experience of using modern methods and measuring instruments, identification of the ad-
vantages and disadvantages of traditional approaches to the measurement process; substantia-
tion of the choice of virtualization of the measuring process as the most effective means of
improving the instrument park; analysis of the structure and approach-es to the construction of
virtual devices, assessment of the scope of their application; allocation of virtual devices as
basic ones for building virtual simulators on their basis, providing an increase in the efficiency
and visibility of the educational process and creating prerequisites for the creation and improve-

ment of distance learning systems.
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1. Bcryn

[IpoBenenwmii anami3 cyd4acHOTO CTaHy BHUMi-
PIOBAJIbHOI TEXHIKM, a TaKOoX TEHJICHIH 1l
MOJANBIIOTO PO3BUTKY, CBITUYUTH MPO TE, IO MO-
psin 3 po3pOOJICHHSAM 1 BIOCKOHAJIEHHSIM Tpaau-
HiHHUX 3aco0iB BUMIPIOBaHb BCE OLIBIIOrO
3HauYeHHS HaOyBae BiTHOCHO HOBHMH HAmNpsIMOK, a
came po3poOJIeHHS BipTyaIbHUX BHMipIOBaIbHIX
TIPUITAIIB.

Hpomy crpuse [1]: mo-nepie, CyTTEBUI Tpo-
rpec y po3BUTKY 3ac00iB came eIeKTPOHHO-004H-
CITIOBAJIFHOI TEXHIKH, B PE3YNbTATI SIKOTO TIEPCO-
HaJIbHI KOMIT'IOTEPU CTAJIM 3BUYHHUM 1 HaBITh He-
00XiJJTHUM 1HCTPYMEHTOM 1HXXEHEPiB, BUCHHX, BU-
KJaladiB; MO-Apyre, MapK BUMIPIOBAIBHUX
MPUJIA/IB Ty’K€ YacTO TMOTOBHIOETHCS 1 BiIHOB-
JIIOETHCS HE TAKUMHU IBUAKHUMHU TEMIIAMH, SIK TOTO
BUMaraloTh Cyd4acHi peanii; IO-TpeTe, IMOpy-
IIeHHA DPI3HOMAaHITHUX IHTErpaIiifHuX 3B'A3KiB
3HAYHO YCKJIaTHIOE MPOILeC pOo3pOOIeHHS, TAKOX
BUPOOHUIITBA Cy4acHHUX BUMIpIOBAIbHUX
TIPHITAIIB.

Bce 1e BUKIIMKae HEOOXiJHICTh MOIIYKY allb-
TEPHATHBHUX CHOCOOIB BIOCKOHAJCHHS MapKy
BUMIpPIOBaJIbHOI TEXHIKM, HAlpHKIaj, IUIISIXOM
pPO3pO0JICHHS 1 CTBOPEHHS BipTyaIbHUX BUMIPIO-
BaJIbHUX MTpHiIaiB. TakuM YMHOM, TOCTYNATbHAN
PO3BUTOK OOYHMCIIOBAIBHOI TEXHIKH, a TaKOX
KOMITFOTepH3aIlisl ycix raiy3edl HapOoIaHOTO Toc-

MOJIapCcTBa, HABOAWTH HA AYMKY MpPO BHUKOPH-
CTaHHA TaKOTO JIOCHTH IMOTY>KHOTO TEXHOJIOTid-
HOTO TIOTEHIIay, K KOMI'IOTepu3allis B CIpasi
BJJOCKOHAJICHHS IIPOLECy BUMIpIOBaHb Y BUMIpIO-
BaJbHUX cHcTeMax. [lomyku Takoro pimeHHs
TIPUBEIHN 710 HEOOXiTHOCTI CTBOPEHHS BIpTyallb-
HUX BHMIPIOBAJIbHAX TPHUIIAAIB, aHAJIOTH SKUX
yKe ICHYIOTh 1 IEMOHCTPYIOTh BEJIMYE3HI mepe-
BarM Iiepejl, TaKk 3BaHUMH, TPAJUIIHHUMHU
MpWiaJaMu, MO Ja€ CTUMYJ 1 MOXIIHUBICTH JO
CTBOpEHHsI Ha 0a3i BipTyamizauii mpouecy BUMi-
pIOBaHb 3pa3KiB BIPTyalbHUX KOMITFOTEPHHUX
TpeHAXePiB, MOKIMKAHUX 3a0€3MeUUTH ITiBU-
IICHHS HAOYHOCTI 1 €()eKTUBHOCTI HABYAJILHOTO
MPOIIECY 1 CTBOPUTH TIEPEIYMOBH JII 3HAYHOTO
po3mupeHHs (GYHKIIOHATFHUX MOKITUBOCTEH CcH-
CTEeM JIMCTAHIIITHOTO HABYAHHSI.

AKTYaJbHICTh PO3IJIIHYTOTO HANPSIMKY IOJISI-
rae B ToMy, 1o [3]: mo-mepiie, CKiaaja IITaTHUX
BUMIpPIOBaJIbHUX TPWIAMIB, SIKHI € B HASBHOCTI 1
notpibeH 1y 3a0e3MeyYeHHsl SKICHOTO MpOoBe-
JIEHHSI HAaBYaJILHOT'O TPOIIECY, K MPaBUiIo, € 00-
MEKEHHM, YaCTO BUMAra€e peMOHTY, BIJIHOBIICHHS
a00 3aMiHH, TOMY 3HA4YeHHS BipTyaJbHHX KOMIT -
IOTEPHUX TPEHAKEPIB B TAKMX BHUIMAAKAaX BaXKKO
HEPEOLIHUTH; TO-APYre, 3a JOMOMOIOI0 BIPTY-
IFHIX KOMIT'FOTEPHHUX TPEeHaKePiB MOKHa 320e3-
NeYnTH HaOyTTS MPAKTUYHUX HABHYOK POOOTH 3
HaHOUTBII CyYaCHUMH BHUMIPIOBATBHUMU
TIPUITaJIaMH, SIKi B 3B'SI3KY 3 OOMEKCHHSIM TEXHIU-
HUX 200 EKOHOMIYHUX MOKJIMBOCTEH B JTaHUH yac
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1Ie HEe BUKOPHCTOBYIOTHCS B HABYAJIHHOMY IPO-
Ieci;  TO-TPETe, BIpTyallbHI  KOMI'TOTEpHi
TPEHAKEPH MOXKYTh BHKOPHCTOBYBATHCS CTY-
JEHTAaMY MiJ Yac CaMOCTIHHOI MHiATOTOBKH [0
3aHATh, TOMY L0 BOHHM JAOCHTh IIPOCTI B €KCILTY-
ararii, He BHUMAaraloTh CHELIAJILHUX 3HAHbL B
o0JiacTi mporpamyBaHHsI, HE € KPUTHYHUMH JI0
amapaTHOMY CKJIaAy 1 NporpaMHOro 3abesme-
YeHHS NTEPCOHANBHOTO KOMIT'IOTepa, MICTATH Mif-
Ka3KH Ta KOMEHTapi, sIKi MIPaKTUYHO KEPYIOTh Mi-
SIMH OIIepaTopa, BiAPalbOBYIOTh HOr0 MOMMUIIKH;
TO-YeTBEPTE, BipTyasbHi KOMIT'FOTepHI
TpPEeHAKEpH, Ha Hall TOTJIS, JAOIIILHO CTBOPIO-
BaTH, B MEpIIy 4Yepry A HaWOUIbII CydacHUX
TIPUITAiB, SKi Ie BiACYTHI B CKJIami jJabopaTo-
PHO-TEXHIYHOI 0a3u 3aKiIary, TaKOX Ha IMOIepe-
HBOMY €Talli IiITOTOBKH JI0 pOOIT Ha IITATHIH Te-
XHIII, MOiJ Yac CaMOCTIMHOI HIATOTOBKH IO
3aHATH, NpU 3a049HIA (OpMi HABYAHHA TOIIO,
TOOTO B TUX BUMAKaX, KOJIHM JOCTYI IO IITaTHUX
3ac00iB BUMIpIOBAIBHOI TEXHIKH € OOMEKECHUM
a00 HEIOIIILHUM; TO-IT'ATEe, BipTYyaIbHOMY KOM-
M'IOTEPHOMY TPEHAXKEPy MOXKHa HaJaTH JIOJaT-
KoBi (yHKHii, sIKi He MpUTaMaHHI peaJbHOMY
TIpHITa Ty, HalpUKJIad, BimoOpaxkaTu ¢i3udHi Ipo-
1ecH, sKi BigOyBaioThCs "BcepeamHi" TpuiIamy
i Yyac MpOBEACHHS BHUMIPIOBAIILHOTO EKCIIEPH-
MEHTYy, a TaKoX HaJaBaTH JOBIIKOBY iH-
(dhopmartito, 37ilficHrOBaTH 00pOOKY Ta 30epiranHs
pe3yibTaTiB BUMIpPIOBaHb 1 A1arHOCTHUKHU, IPOBO-
JUTH TECTYBaHHs 1 KOHTPOJIb PiBHS 3HAHb CTYZE-
HTIiB TOIIO; MO-IIOCTE, BipTyaJbHI KOMIT'FOTEPHI
TPEHAXKEPH, IO PO3TISIAIOTECS B CTATTI, MAIOTh
30BHIIIHIA BUIVIAL, KWW IOBHICTIO BIAIOBiZac
BUTJISILy peajbHUX NpWIaiiB, IJs LBOro Oynu
CTBOpeHI HecTaHAapTHI ActiveX eleMeHTH, IIO0
TEXK € BaXIUBUM 3 TOYKH 30py €(EeKTHBHOCTI
npolecy HaBYaHHS.

Takum YnHOM, MOKHA CQOPMYIIOBATH I
MPOBEJICHHUX JOCITIIKEHb, a CaMe, OOTPYHTYBaHHS

AIPTEPHATUBHUX  CHOCOOIB  BJOCKOHAJIECHHS
MapKy 3aco0iB BUMIPIOBAIFHOI TEXHIKH MUISIXOM
pO3po0KH BipTyaJIbHIX BHUMIpPIOBaJTHLHUX

MPWIAIIB 1 MiJBUIICHHS ¢(PEKTUBHOCTI HaBYAJIb-
HOTO  TpOIleCy  NUIAXOM  pO3poOKH  Ta
BIIPOBQ/DKCHHS  BIPTYalbHUX  KOMITIOTEPHUX
TpeHakepiB Ha 0a3i Po3poOJCHUX BipTyaTbHUX
npUiIamiB.

2. Marepianu i metogu

IIpoBencHHsT HPAaKTUYHO OY/Ib-SIKOTO Hayd-
HOTO JIOCIIDKEHHS € TJIMOOKO 1HAMBITyalbHHIMA,
TBOPYHUI TPOIIEC, YCIiX SKOTO YacTO 3aJCKUTh

BiJl paIliOHANBHOTO MTOE€HAHHS SKICHUX OIIHOK 3
BHKOPHCTaHHSM, HAIIPHUKIIA]], aHATITHIHUX METO-
B, 3 KUTbKICHUMU OI[iIHKaMHU, sIKi CTUPAIOTHCS Ha
KOHKpEeTHI (PaKkTH 1 JOCBiA MOmepemHixX IOoCii-
JokeHb. YacTo, mpu mpoBeIeHHI O1TBITOCTI JOCITi-
JDKEHb, 30KpeMa JIOCHIKEeHb, MOB'SI3aHUX 3 PO3-
pPOOKOIO KOHIIENIl MiABUINCHHS €()EeKTHBHOCTI
HaBYAILHOTO TPOILECY IUISXOM BIIPOBAKCHHS
BipTyaJi3arii i KOMIT'IOTEpHHUX TPEeHaXepiB, mo0y-
JOBaHMX Ha 0a3l BipTyaJbHHUX BUMIPIOBAIBHUX
NpuiIagiB, B MOBHIM Mipi MOXXYTb BUKOPUCTOBY-
BaTUCS KOHKPETHO-HAYKOBI METOHIHW, IO Tpei-
CTaBIIAIOTH COOOI0 CYKYIHICTh TEOPETUIHUX 1 €M-
MipUYHUX MEeTOJiB. EMmipuuni Meromu, 3amisHi
i 9ac TPOBEIEHHS IOCHIKEHB, 3a0e3MeuniIn
MOXIJIUBICTH 300py, CHCTeMaTH3aIlii i opraxizamii
eMITIPUYHOTO MaTepiaiy, IO MPeICTaBIse CO00I0
MOBHY TaMy (akKTiB, pe3yJIbTaTiB eKCIICPUMEHTIB
1 CITOCTEepEKEHDb B 00JIACTI, SIK JTOCIIHKCHHS KOH-
LENIil MigBUIIeHHS ¢()EKTHBHOCTI HABYAJIHLHOTO
mpolecy B3arali, Tak i 3 BUKOPUCTAaHHSAM BipTy-
ATBHUX TPECHaXKEPiB Ha 0a3i BipTyaIbHUX IpHIIa-
IiB 3 IIMPOKHAM BHKOPHCTAHHAM 1H(POpPMALIHHIX
TexHoyorii. JloriuHi, TEOpeTHYHI METO/H,
3aCHOBaHI Ha peai3allii y3araTbHeHHS BCi€i Macu
JIAHUX, OTPUMAHUX EMITIPUYHUM MUISXOM, J03BO-
JIWJIY OL[IHUTH TPOOJIEMY, sIKa MOJIsITae B HE00Xi1-
HOCTI BJOCKOHAJIGHHS HABYAJIBHOTO MPOIIECY, Me-
TO/IB i 3ac00iB, B paMKax JaHOi MpoOIeMH, Mpo-
BECTH aHaji3 myOikamii, chopMyBaTH TiloTe3y i
MPOBECTH OLIIHKY 310paHrX eMIIPUYHUM LIISIXOM
(hakTiB, 3amMpOIOHYBABIIH, 5K HAMpPSIMKH BUPi-
IIeHHS [IOCTaBJIEHOTO 3aBJIaHHS, BHOIp BIpTYy-
amizamii 1 KOMI'IOTEPHUX TPEHa)XepiB, SK Haii-
OinbIn e(heKTUBHOTO 3acO0y MiABHINCHHS e(hek-
THBHOCTI HaBYAJIHHOTO MPOTIECY.

HoBwu3Ha npoBefieHNX AOCIIIKEHb MOJrae B
TOMY, 110 OyJl0 MPOBEIEHO KOMIUIEKCHE JO0CIIi-
JDKEHHST TEOPETUYHHMX 1 MPAKTUYHUX AaCIIEKTiB
MiIBUIIECHHS €(QEKTUBHOCTI HAaBYAJIBHOTO TIPO-
LIeCY, B pe3yJIbTaTi IKOTO Ha OCHOBI IOPIBHSUIEHO-
MOPIBHSJILHOTO METOly OYyB NPOBENCHUI aHAaIi3
e(eKTUBHOCTI BUKOPHUCTAaHHS TPAAULIHHUX TIPH-
JIQJTiB 1 MAX0/IB Ha 0a31 BAKOPUCTAHHS OCTAHHIX
JOCATHEHb 1HPOPMAIIIHHAX TEXHOJIOTIH y BUTIISII
BipTyaJi3alii BUMIpIOBAIILHOTO IPOIIECY Ta BHE-
CCHI KOHKPETHI MPOTMO3HUIIIi I[0JJ0 KOMIUIEKCHOTO
BUKOPUCTAaHHS TPAAMUiHHUX 1 BIpTyaJlbHUX
MIPWJIA/IB, PO3TIITHYTO KOMOIHOBaHUN METOJ BU-
KOPHUCTaHHS BipTyaIbHUX TPCHAKEPIB B HABYAIb-
HOMY TIPOIIECi, PO3POOUTH KOHCTPYKIIIO Ta OpH-
riHanmpHi ActiveX eneMeHTH, o poOIATh 30BHi-
ITHIH BUTIISA BIpTyaJIbHAX TPEHAXEPIB TIOBHICTIO
BiJIMTOBIIHAM 30BHIIIHIM BUTJISAaM TPAJIMIIIAHUX
MPWIAAIB, 10 TOBHICTIO 30ira€ThCs 3 MOTJISIOM
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Ha KpWUTepii HOBU3HW HAYKOBUX JOCIIJKECHb,
HaBeNICHUX B TaKWX MyOmikamisx, sk [8; 9]. Tak B
myOoikanii [8] mig HOBU3HOO AOCIIIKSHHS PO3Y-
Mi€ThCsI "HACKUTPKHA € CyYacHHUMH 1 OpHUTiHAb-
HAMH BUKOPUCTOBYBaHI B AOCIIIKECHHI YSIBICHHS
1 meroan", KpiM TOrO, B myOumikamii [9] aBTOpY
BUJIAETHCS IIJIKOM MPABOMIPHUM BBEJCHHS ITUX
KpUTEPIiB B OI[iHIOBaHHS HAayKOBOI HOBHU3HHU I10O-
psn 3 dikcartiero (hakTiB IPUPOCTY 3HAHD [9].

3. NitepaTypHuii ornag,

[ligBumieHHI0 e(QEeKTUBHOCTI HABYAIHLHOTO
MIPOIIECY B IIJIOMY 1 MPOEKTYBaHHSI CHCTEM, IO
3a0e3MevyIoTh JOCUTh e(eKkTuBHY MpodeciiiHy
MiATOTOBKY (axiBIiB, a TAKOXX HABUAILHUX Cepe-
JOBUII 3 BUKOPHUCTAHHSIM  KOMITIOTEPHUX
TpeHaXXepiB, 3aBXKIN MPUITUIOCS OaraTo yBard,
PO IO CBIMYUTH 3HAYHA KITBKICTH ITyOJiKariit
L1010 MUTaHb BJOCKOHAJICHHS HABYAJILHOTO IPO-
recy [1-5]. Tak, pi3Hi aCIEKTH Ta NIIAXH ITiIBH-
IIeHHSA €(PeKTUBHOCTI BUKOPUCTAHHS TIEPCIEKTH-
BHUX (opM iHTepdeiiciB i TpeHakepiB po3r-
JsiAanMcs B poOOTax LIJIOro psiay aBTOPIB, TAKUX
sk [11-15]. [luTaHasIMH, TTOB'I3aHUMHU 3 €PTOHO-
MIYHUM IPOEKTYBAaHHSIM HEPCIEKTUBHUX (POpM
iHTEepdEelciB i KOMI'IOTEPHUX TPEHAKEPIB, IPHUTi-
JSUTM yBary aBTOpW Takux pooit, sk [10-12].
[IpakTrkor0 MOOYIOBM TpEeHAXKEPIB LIS LIHPO-
KOTO KOJjia 00'€KTIB B pi3HUIN 4yac 3aliMayiucs Taki
aBTopH, sk [6—11]. HocmimkeHHaMu (peHOMEHIB,
MOB'SI3aHUX 3 BIPTYAIBHOIO PEATbHICTIO 1 IHTEpaK-
THBHICTIO, 3aiiManucs [9; 12].

4. BupiweHHA npobnemum

BipryanbsHi npunaan € KOHIICTIII€10, sIKa CTBO-
PIOE TTepeTyMOBH JUIS OpTaHi3alii mporpaMHo-Ke-
pPOBaHUX cUCTEM 300pY JaHMX 1 yNpaBIiHHS IIU-
POKOIO HOMEHKJIATyPOIO Pi3HUX TEXHIYHUX 00'€K-
TiB 1 TEXHOJIOTIYHUX MPOIIECIB, IPUUOMY CHCTEMA
peami3yeTbcs 3a JOTIOMOTOI0 CTBOPEHHS MPO-
rpaMHOI MOJENI SKOrOCh TiMOTETUYHOrO abo
pealbHO ICHYIOUOTO0 BHMIPIOBAIBHOTO 3aco0y,
abo ixmoro o0'ekta, Tpm [BOMYy 1 3aco0Ou
yIpaBiiHHS (KHOMKH, TyMOJIEpH, PYKOSATKH, Te-
peMuKadi, JJAaMIOYKH 1 T. I.), 1 cama JIOTiKa po-
00TH TIpUITay Peai3yloThCs MPOTPAMHHUM IIIIS-
XOM. 3B'SI30K e MPOrpamMu 3 3a3HAUCHUMU TeXHi-
YHUMU 00'€KTaMU 3IiICHIOEThCS Yepes iHTepdeii-
CHI BY3IH, fIKi TPEICTaBISIIOTH COOO0I0 JpaiiBepu
30BHIIIHIX MIPUCTPOIB, a caMe, KOHTPOJIEPIB TPO-

MUCIOBUX iHTep(delciB, mudppo-aHaAIOTOBUX Tie-
petBoproBadiB (L{AIT), ananoro-nudposux nepe-
tBOproBauiB (ALI) i T. m. [5].

[Ipu TpamumiiiHoMy MPOBEICHH]I BUMipIOBah-
HOTO  E€KCHEPUMEHTY MpPUHHATO BHU3HAYaTH
3HA4YeHHS Ti€l 9M 1HMOI (i3NYHOI BENUYMHH 3a
JIOTIOMOTOIO CTIELiali30BaHOT0 BUMIpPIOBAIEHOTO
npuwiagy, WO HpeAcTaBisie cO00I0 KOHCTPYKTH-
BHO 3aKiHYEHY CHUCTEMY I1E€BHOTO (hyHKI[iOHAJb-
HOTO MPU3HAYCHHS 3 3a3JaJieriah (iKCOBAaHUMH
MOJJIMBOCTSIMH 3'€IHAHHA 3 IHIIMMH MPUCTPO-
sMH. BigMiHHOIO TIepeBaror0  BipTyaJIbHHX
MIPHUJIAIB, €, TIEPIII 32 BCE, YHIBEPCAIBHICTD TAKMX
OpWiIagiB i, 0 HE MEHII Ba)KJIWBO, MPAKTHYHO
HEOOME)KeHHI TTOTEHITIAIT 00 PO3IMIUPEHHS Py-
HKITIOHAJTbHUX MOXKJTUBOCTEH MIPIIIAIIiB, IPUIOMY
0e3 3MiHM armapaTHOTO CKJIaay IPUIadiB, a TUTBKU
3a paxXyHOK BIOCKOHAJICHHs MPOrPaMHOTO 3a0e3-
meueHHs [1; 3].

AHai3 nmokasye, 1o 6araTo KOMIaHiii B CBOIX
npuwiagax (HakTUYHO Ppeasi3yloTh IEPEBEPHYTY
KOHIICTIIIFO BIpTyaJIbHUX IHCTPYMEHT, KOJIH BUMI-
PIOBAJIBHUM MpHUIIAJ 3'€THYETHCS 3 KOMI'IOTEPOM
HE 3a JIONIOMOT 010 iHTepdelicy, a nuIsixoM BOY10-
ByBaHHs [IK B kopryc mpmtamy. Ycmixu Mikpoe-
JIEKTPOHIKM B CTBOPEHHI e€JeMeHTHOi 0a3u 3 cy0-
MIKpDOHHHMH PO3MipaMH €JIEeMEHTIB JI03BOJISIOTh
PO3MICTHTH B OJHOMY KOPIYCi i BUMipIOBAIbHUH
npuiag, 1 komm'rorep. Lle no3Bossie po3mmpuTu
YHIBEPCAJIbHICTh 3aCTOCYBaHHsS BHMipIOBAIBLHOT
armapaTypd HOBOI'O TIOKOJIIHHS, aje moniOHa
MpaKTHKa BiJIIOBIIHUM YMHOM BiJIOMBAEThCA Ha
IiHI 1 YCKJIaJHEeHHI MPOTIECY YIpaBIiHHS MOi0-
HUMH IIpwiIajaMu. Y TOH e Jac He JyXkKe Mare-
pianpHO 3a0e3MneueHi HaBUaIbHI 3aKIaIH LITKOM
MOXYTh BHpINIYBaTH MPOOJIEMH OCHAICHHS
CBOIX JIabOpaTOPiii 32 JJOMOMOT'OI0 BUCOKOTIPOTY-
KTUBHHUX Ta OJHOYACHO BiJHOCHO JECIIEBHUX ILJIaT
300py maHuX, BOyZAOBaHUX B KoMI'toTep [2].

Binbmn mepcieKTHBHUM, Ha HAIII TIOTJISI, € TTij1-
XiJI, B OCHOBY SIKOTO IOKJIQJICHO MPHUHIUI 00'e1-
HaHHA KOMIT'I0Tepa 3 0JIOKOM yIpaBJliHHS, OCHOBY
AKOTO CKJIafjae Tuiata 300py 1 TepeTBOpPEHHS
JaHUX.

TakuM 4MHOM, B 3araJIbHOMYy BUIAIKy BipTy-
QIBHUH TIpUJIal CKJIaJA€ThCs 3 ABOX HACTYIHHX
OCHOBHMX KOMIIOHEHTIB, a came, TNPHUCTPOI
ynpasiiHHS Ta 00poOku iHdopManii, ToOTO mep-
COHAJBHOTO KOMI'IOTEPA, 1 IIaTu 300py 1 mepet-
BOpEHHs naHuX. [lepiinii KOMIIOHEHT, a caMe Te-
pCOHANBHHUN KOMI'IOTEp, HE BUMarae BUTpaT Ha
HOro BUTOTOBJICHHA a00 MpHIOaHH:, TOMY IO €
HEOOXiTHUM aTpHOyTOM CY9acHOCTI, i, BKE 3apa3
€ 00OB'SI3KOBUM THCTPYMEHTOM Ha pOOOYOMY Mi-
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cii imkeHepa-MeTposiora. Tomy OyaemMo po3r-
JSIIATH HOTo, K YKe ICHYIOYHA, KOMIIOHEHT Bip-
TyaJbHOTO BHMIpIOBaJbHOTO Tpunany. [pyruit
KOMIIOHEHT, a came, OJIOK yIpaBIiHHs, MiCTHTh
aHayoroBo-IupoBuit  meperBoproBad  (ALII),
nudpo-anamorosuii meperBoproBad (LIAIT), mis
BUPOOJICHHSI KEPYIOUMX aHAJOTOBUX CHUTHAIIB,
neperBoproBad kon-kox (IIKK) i mnary 360py i
MEPETBOPEHHS JaHUX, SIKa B 3aralIbHOMY BHUITAIKY
MICTHTh MYJBTUILUIEKCOP MIKPOKOHTpOJEp, MOPT
RS-485, mpuctpiii, mepeTBOproBaY HampyrH i
GbimsTp.

[Imara 300py 1 mTepeTBOpPEeHHS [OaHUX €
pauioHaIbHOI0 AJIBTEPHATHBOIO HAOOpY CKJIajd-
HUX TPUCTPOIB 1 KOMIUIEKTYIOUUX PEaIbHOIO
npuIajy.

BupoOuunTBo miatu 360py 1 mepeTBOpEHHs
JAHWX B KUTbKA pa3iB JACIIEBIIe, HiX MPUIATy B
[UJIOMY, IO MiATBEPIKEHO IPOBEICHUM aHalli-
30M Opi€HTOBHHX wLiH. OOCIYroByBaHHS CKJIAA-
HUX BEJHMKOrabapUTHUX NPHUCTPOIB, NPUIAIIB i
CHUCTEM BHMAarae 3HaYHUX BHTpAT 4acy, KOIITIB i
00CITyTOBYIOUOTO TEPCOHANY 3 BUCOKOKO KBali-
¢ikanieto. [Tnara 300py i nepeTBOpEHHs JaHUX, B
CBOIO YEPTY, BIIPI3HAETHCS MPOCTOTOIO Y BUKOPH-
CTaHHi 1 00CITyrOBYBaHHI, a TAKOX 3aBJISIKH HASIB-
HOCTI B MPOrpaMHOMY 3a0e3MEUYCHHI CHUCTEMH
miAKa3oK, poboTa 3 BipTyaJbHUM HPWIAZAOM HE
BHUMara€e Bii omeparopa CHELialbHUX 3HaHb B
obacti nporpaMmyBaHHs. TakuM YMHOM, MOYKHA
KOHCTaTyBaTH, 10 CYYaCHHU BIpTyaJbHUH BUMi-
PIOBAIBHUI NPUIIAJ] € TEXHIYHO 00'€JHAHOI CYKY-
MTHICTIO TIEPCOHAITBHOTO KOMIT'IOTEpa, B HAUTIPOC-
TINIOMY BHIIQJIKy, 3 BOYJIOBaHOK CIIELiIIbHOIO
IIaTOI0 300py 1 MEepEeTBOPEHHS JaHMX, abo 3 J10-
JATKOBUM OJIOKOM, SKHIH T IKITIOUEHUH IO TIePCO-
HaJBbHOTO KOMM'IOTEpa 3a JOMOMOTOI0 3'€ll-
HYBaJBHOTO KaOeiro, SIKIIO MPOBOAATHCS OUIbII
CKJamHi 1 OaraToyHKIiOHAIbHI BUMIPIOBaHHS.
[Tmata 360py i mMepeTBOpPEHHS MaHWUX 3IiHCHIOE
psan ¢yHKUiH, a came, QYHKLiIO BBEICHHS iH-
¢dopMmariii B KOMI'IOTEp, KOMYTAIlil0, IHUCKpe-
TH3aIlil0, KBAHTYBAaHHS 1 KOAYBaHHS CUTHAJIIB, fAKI
HaJXOJIATh BiJl KOHTPOJILOBAaHUX 00'€KTiB. DyHK-
Ii}0 K MOJEIIOBaHHS BUMIPIOBAIBHOI CHCTEMH i
00pOOKHM BXiJHUX CHUTHANIB, SKi € (akTHYHO pe-
3yJIbTaTaMi BUMIPIOBaHHS IIMX CHTHAJIB, 32 JI0-
MOMOT0I0 33/IaHUX AITOPUTMaX, a TaKOXK (YHK-
it0 BiOOpakeHHs pe3yNbTaTiB 0OpOOKH BXif-
HUX CUTHAJTIB Ha €KpaHi MOHITOPa, BU3HAYAE KOM-
M'IoTep, KEPOBaHHWH CIEIiaJbHO PO3POOICHUM
MPOrPaMHUM 320€3IECUECHHSIM.

BigminHOIO ~ 0COONMMBICTIO  BipTyadbHHUX
MpWiaaiB € TaKoX 1 Te, M0 BCi OpraHu
YIpaBIiHHA, a TaKOX CTPYKTYPHI OCOOIMBOCTI

MOJIEJIhOBaHOT ~ BUMIipIOBaIbHO-iH(pOpMaIiiHOT
CUCTEMH  BiOOpaKaeThCs  HA  MOHITOPI
KOMITIOTEpa, a caM T[polec  YIpaBIiHHA
3MIACHIOETHCSI B HAOYHIA 1 3py4yHid s
KOpHCTyBada hopwmi, 3a JIOTIOMOT'OFO
CTaHJIApPTHOTO MaHIMyJsATOpa abo KiaBiaTypH.
IMpu Bukopucranni mnofibHoi mmatH 300py i
NEPEeTBOPEHHS] JaHUX, a TaKOX BiAMOBIIHOTO
MpOrpaMHOTo 3a0e3nedeHHs, po3pOOHUK 5K OH
MPOEKTY€E JaHUH KOHKPETHUH 3aci0 BUMipIOBaHb,
ONTUMI3YIOUH HOTO IJisi MPOBEACHHS TOrO UM
IHITIOTO BHUMIPIOBAIBHOTO EKCIEPUMEHTY abo
KOHKPETHOTO METPOJIOTIHHOTO 3aBAaHHA [3].

Tak Ha Oasi miatu 300py 1 MepeTBOPEHHS
maaux ADC 16-32 OyB po3poOieHHA AiFOUmit
MakKeT BIpTYaJhbHOTO BHMIiPIOBAIHHOTO MPHUIIATY,
a caMe - BIPTyaJIbHOTO BOJIETMETpA MOCTIHHOTO
CTPYMY, 1 HaKeT MPOrpaMHOro 3a0e3MeYeHHs IS
Woro peamizamii. ExcmepumeHTanbHI  JOCHI-
JDKEHHST TpWIIafy TOKa3allv, L0 MpH peatizamii
yCEepEeOHEHHS pe3yJbTaTiB BUMipIOBaHb 3 METPO-
JIOTIYHUMH ~ XapaKTePUCTHKAMH  BIpTyalbHUN
BOJIFTMETP € aHAJIOTOM IMOIIMPEHOTO IITATHOTO
uudposoro BoinbTMeTpa B7-16A. Kpim Toro, Ha
0a3i pa3paboTaHHIX BIpTyalbHIX MPHIAIIB OyB
PpO3po0JICHIM BipTyallbHUN BUMIPIOBATLHUN KOM-
IJIEKC y BUTJISII TAKETy MPOrpPaMHOro 3abesre-
YeHHS M1 3arajlbHOI0 Ha3Bo "BipTyansHa BUMI-
proBajbHa tabopaTopis” 10 CKIamy KOl yBIHILTH
KUJTbKa KOMITIOTEPHUX TPeHaXepiB, Takux sk "Bi-
pTyansHuii nudpoBuil BonbTMeTp", "BipTyains-
HUH nupoBH YacTOTOMIp", a TAKOXK TPEHAKEPH
aHAJIOTOBUX MPWIAAiB, TakuxX SK "BipTyanpHui
eNleKTpoHHui ocumorpad”, "BipryansHuii KoM-
OinoBanuii npuiian”, "BipTyanbHul e1eKTPOHHUN
BOJIETMETP".

[lepepaxoBani  KOMO'IOTEpPHI  TpEeHaKEpH
MOXYTh BHKOPHCTOBYBATHUCSI B HaBYaJIbHOMY
MpoIieCi SIK OKPEMO, TaK i B CKJIaji 3arajlbHOTO
MUKITY-IPAKTUKYMy. MeToJuKa TPOBEJCHHS
BUMIpPIOBAJIBHOTO EKCIIEPUMEHTY 3a JAOMOMOIOI0
TOrO YW IHIIOTO BIPTYaJbHOTO MPHIIALY-
TpeHAXepy TMPaKTUIHO HE BIAPI3HIETHCS Bill
ICHYIOUMX METOJIMK, MPUTAMAaHHUX BiJIMOBIIHUM
TpaJuLiiHUM BUMIpPIOBaIBHUM IIpUiIagaM, TOMY i
HE PO3MIIAAETHCS B PaMKaxX AaHOI CTaTTi.

Po3pobnenuii  mporpamMHHI TPOXYKT 3a
MPUHIHAIIOM no0ya0BU € MOJYJIbHOIO
CTPYKTYpPOIO 1 MICTUTH OJIOK YIpaBiiHHA abo
mporpamMHy OOOJIOHKY, 3arajJlbHy I BCiX
BIpTyaJIbHUX TPEHAXKEPIB, IO BXOAATH 10 CKIATY

BIpTyaJbHOI BUMIipIOBalbHOI J1abopaTtopii i
JO3BOJISIE  KOPHUCTYBadeBl  O3HalloMHuTHCA 31
CTPYKTYPOIO BIpTyaJIbHOTO MPaKTUKYMY,

30IHCHUTH TPSMHIA TOCTYII JO OCHOBHHX PO3I1ITiB
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NOBinKOBO1 iH(opMarii, 3miCHIOBaTH 3aIycK
IHTEPaKTUBHUX MOJYIIB JabOpaTOpHUX poOiIT, a
Tako)k  30epiraTm  pe3ynpTaTd  poOOTH,
pPO3IPYKOBYBaTH  3BIT  MPO  Pe3yJbTaTH
MIPOBEICHUX AOCTIKEHHAX 1 T. II.

5. Pesynbtatun

BaxnuBoro 0coOIUBICTIO pO3POOJIECHOTO TPO-
IPaMHOTO MPOAYKTY € Te, 10 HOro podoTa MOxe
OyTH pealti3oBaHa B peKUMI ITiIKa3KH, KOJIH TIPO-
rpaMa (QakTHYHO Kepye AiIMHU Oleparopa, Hajaae
KOMEHTapi Ta MiIKa3KH, a TAKOXK OJOKY€ThCS pU
3MIMCHEHHI ONIEPaTOPOM IiH, 37aTHUX BHKJIHKATH
KpUTHYHY TOMWIKY. [IpakTano HeoOMexeHoi
MPEACTaBIAETHC MOKIUBICTD PO3MIUPEHHS QyH-
KLIOHAJTbHUX  MOMKJIMBOCTEH  KOMII'FOTEPHOTO
TpEeHaXXepa, B eIy Yepry, He BIACTUBUX Tpalu-
nifHoMy npritaxy. ToMy B 3aJ€KHOCTI BiJ pH3-
HaueHHS KOXKHOTO KOHKPETHOTO BipTyaJIbHOT'O
TpeHaXkepa JesIKi MOTyJTi IPOTPAMHOTO TIPOAYKTY
MICTSTh IHTEPAaKTHUBHI €EKTPOHHI TaOIUIl, THM-
4acoBi JiarpamMu, rpadiku, 1o BimoOpaxaTs ¢i-
3WYHI IPO-TIPOLIECH, AKi BiZOyBarOThCS B MPHIIai
MiJ] 9ac MPOBEJCHHS BUMIipIOBAJIFHOTO E€KCIIEPH-
MEHTY, YAM CHPHUSIOTH IMiABUIICHHIO €)EeKTUBHO-
CTi HABYAJILHOTO MPOLIECY.

o cTocyeTbes cdepu 3acToCyBaHHS BipTy-
AIBHUX KOMITIOTEPHHUX TPEHaXKEpiB, TO Ha HAIl
MOTJISA, B TIEPIY YepTy X OLIIBHO CTBOPIOBATH
Uil MOAEJIOBaHHSA  HaWOIBII — CydacHHUX
MPHUJIaAiB, I BIACYTHIX B CKIIafi JIabopaTopHO-
TexHIuHOI 0a3u 3akiany abo NpUI0aHHS SIKHX €
CKPYTHUM 3 TOYKH 30pY 1X BapTOCTi, & TAKOXK Ha
MOIIEPEHBOMY €Talli MiArOTOBKH JO IPOBEICHHS
poOIT Ha MmITaTHIM TexHIIi a0o mij Yac caMOCTii-
HOi MIiATOTOBKM /O 3aHATh, IpU 3a04Hil (opmi
HaBYaHHSI TOIIO, TOOTO B TUX BUIAJKaX, KOJIH J10-
CTYIl /IO IITaTHUX 3acO0IB BUMIpPIOBAJIbHOI TEX-
HIKU 00MeXeHN a00 HEAOLIILHUIA.

Po3pobrenuii maker mporpamHoro 3abesre-
YeHHS € 3aKiHYCHWM 1 CaMOJIOCTATHIM TIpOTpaM-
HUM TPOIYKTOM, JI0 CKJIaay SIKOTO BXOIUTDH iH-
CTANSAIIHHUIA MOJYJb, AJaNTOBaHUW Tig OiIb-
micTe maargopM MporpaMHOro 3abe3leyeHHs.
[Ipencrapiennii mporpaMHUi IPOAYKT TIOBHICTIO
aJlanTOBaHMK 10O BUKOPHCTaHHS B MEPEXi 1HTep-
HeT a00 JIOKaJIbHUX KOMI'IOTepHUX Mepeskax. Lle
0JTHA BAXJIMBA OCOOIHMBICTE MPOTPAMHOTO IPOIY-
KTy IIOJIATa€ B TOMY, 10 BiH € 6a30BUM JJ1s1 1T00Y-
JOBU BIpTyaJIbHUX BHUMIpIOBaJIbHUX HPUIALIB i
KOMITFOTEPHUX TPEHAXKEPiB 1HIIMX BUIIB 1 THIIIB.

Aute cnij 3a3HaYUTH, 110 BIPOBAIKEHHS KOM-
MT'IOTEPHUX TPEHAXEPIB B MPOIIEC HABUAHHS KO-
HUM YHHOM HE Tiepeadadace siKych MiIMiHy IITaT-
HUX TPaIuLiMHUX NPHIAAiB iX KOMII'IOTEpHUMHU
MOJIEIISIMH, @ HABIIAKH TUIBKU JOMOBHIOE 1 PO3IIH-
PIO€ MOKITUBOCTI SIK BUKJIAJ[aqiB, TaK 1 CTYICHTIB.
[Mutanus, sike MoB's13aHe 3 BUPOOJICHHAM KOHIIETI-
1ii, METOAWKU CHiIBHOTO BUKOPHCTAHHS B
HaBUYAIHLHOMY TIPOIIEC, K MTATHUX TPATUTIIHHAX
npuwiagiB, Tak i iX KOMHO'IOTEPHHUX MOJeNeii-
TPeHaXEpiB LIe BUMAara€ CEpHO3HOTO OCMHC-
JIEHHS 1 Ha JKaJIb HE € METOI0 JaHO1 My OImiKaItii.

VY 1uiaHi NOJaNBIIOr0 PO3BHTKY TaKeTa IMpo-
IpaMHOTO 3a0e3MeUeHHs CTiJ] 3a3HaYUTH, 110 MO-
JKIIMBOCTI  TIOTIOBHEHHS TIApKy BipTyalbHUX
MIPUJIAIB € IPAKTUIHO HEOOMEKEHUMH, TOMY ITi-
KaBo Oy11o0 0 31ificHUTH OOy 10Ba, HAIPUKIIA, Bi-
PTYQIBHUX aHAJIOTOBUX NPHIAAIB, aHaJi3aTOPiB
cHeKkTpy i T. . Takok € MpakTHYHO HeoOMexe-
HOW0 cdepa BUKOPHUCTaHHS PO3pOOIEHUX BIpTY-
IPHUX NPUIIAAIB, HA IX OCHOBI MOJKHa OyIyBaTH
BUMIPIOBAJIBHI CHUCTEMH I IOCHIIKCHb HE
TIJIBKM aBTOHOMHHUX 3aC001B BUMIPIOBaHb, a i BU-
MipIOBaJIbHO-iHQOpMALiHHIX CHCTEM, Mapame-
TPH 1 30BHIITHINA BUTIISA IKAUX MOYKHA KOPUTYBaTH
AK Ha CTaJlii pO3pO0KH, TaK i B IpoIeCi poOoTH.

6. BUCHOBKM

VY crarri, no-nepiie, OyB NPOBEACHUI aHATI3
TpaAUIiHHUX MiIXO/IB IO BUMipIOBAJILHOTO MPO-
11ecy, IpOBEACHO OOTPYHTYBaHHS BHOOpY BIpTY-
autizalii BAMipIoBaJIbHOTO MPOLECY, SK HAHO1IbII
edeKTUBHOTO 3ac00y BIOCKOHAJICHHS MpPUIAJI0-
BOTO MapKy, NO-Apyre, Ha 0asi miatu 300py i me-
perBopenns nanux ADC 16-32 Oyio po3rasHyTo
JiI0YMii MakeT BipTyaJlbHOTO BHUMIPIOBAJILHOTO
npuiIany, a came, BipTyaJbHOTO BOJIBTMETPA IOC-
TIHHOTO CTPYMY, 1 MaKeT MporpaMHOro 3abesre-
YeHHS JUI HOro pealtizallii, mo-Tpete, 0ys10 3poo-
JICHO BUJIUICHHS BipTyalbHHX MPHIAIIB B SKOCTI
0a30BUX TSI TOOYOBY Ha IX OCHOBI BIpTyallbHUX
TpPEeHAXKEPIB, SKi 320€3MeUyIOTh MiABHIICHHS ede-
KTUBHOCTI 1 HAOUHOCTI HAaBYaJIbHOTO MPOLECY Ta
CTBOPIOIOTH IIEPEIYMOBH AJIsl CTBOPEHHS 1 BIOC-
KOHAJICHHSI CUCTEM [UCTAHIIMHOTO HaBYaHHS,;
MO-TpeTe, BUPIIIeHA TOCUTh BayKJIMBA TIPUKIIHA
3a/1a4a, TOOTO MPEICTaBIeHI BipTyalbHi KOMIT'FO-
TEpHI TpEHAXEPH MAIOTh 30BHIITHIN BUTIISI, IIOB-
HICTIO BIJTIOBITHUI BUIJISA PeaibHUX MPHJIAJIIB,
IUIs1 IbOTO OyJIM CTBOpEHi HecTaHmapTHi ActiveX
€JIEMCHTH, Ha BiAMIHY BiJ 1HIIUX TPEHAXKEPIB, 1
30BHIIIHIA  BUTJISA — TpWIAgiB 1 OpraHis
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YOpaBIiHHSA HE BIAMOBIJa€ 30BHIIIHHOMY BH-
ISy PeATbHUX MITATHUX TPUIIAJIIB, IO BAXKIIHBO
3 TOYKH 30py HAOYHOCTI 1 €(DEeKTUBHOCTI MpOLECy
HaBYAHHS.
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Abstract

The article considers issues related to the study of processes that characterize the dissemination
of information materials, as well as analysis of qualitative characteristics of information to
assess the potential coverage of target audiences and the degree of perception of this
information by the relevant audience.

The purpose of the article is to develop an analytical model for determining the required number
of tools (information channels) to achieve certain goals in the implementation of the strategic
narrative of the state, taking into account the requirements that affect the dissemination of
information.

The application of the proposed mathematical tools to determine the required number of tools
(information channels) in the interests of implementing the strategic narrative of the state on
the basis of analytical model of information dissemination, will reasonably form the need and
volume of information and psychological impact on target audiences. , and the quality of news
channels. This will provide an opportunity to identify the main tasks for the system of strategic
communications and to realize the interests of the state in the form of public support for the
strategic course of the state to gain full membership of Ukraine in the EU.

Keywords
Target audience, narrative, dissemination of information, strategic communications

which uses a single information space, has reliable
channels of communication with the population
and an appropriate branched information

1. Introduction

Ukraine's integration into the Euro-Atlantic

security space and the acquisition of NATO
membership have been identified as the main goal
of Ukraine's Military Security Strategy, which
was enacted by the Decree of the President of
Ukraine in March 2021. To achieve this goal,
Ukraine will take a set of appropriate measures.
One such measure is countering in cyberspace and
imposing one's will in the information space [1].
To organize the implementation of such a task,
it is necessary to have an effective and efficient
system of strategic communications of the state,
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infrastructure.

2. General Problem Statement

In previous publications, the authors solved the
problem of scientific substantiation of accession
to the EU, NATO on the basis of analysis of
statistical data of public opinion and forecasting
scenarios for its development [2, 3].

The obtained forecast data allowed to
determine the peculiarities of the implementation

87



of the strategic narrative of the state by the system
of strategic communications and to realize the
interests of the state in the form of public support
for its strategic course to Ukraine's full
membership in the EU and NATO. The proposed
approach will allow to develop effective and
efficient materials of information and
psychological impact, which will be implemented
by a system of strategic communications when
influencing the relevant target audiences. An
extremely important task will be to study the
processes that characterize the distribution of
information materials, as well as the analysis of
qualitative characteristics of information to assess
the potential coverage of target audiences and the
degree of perception of this information by the
relevant audience. This article is devoted to the
statement of a possible variant of the decision of
the resulted problems.

2.1. Analysis of recent research and
publications

The armed aggression of the Russian
Federation against Ukraine is carried out in
various directions of the "hybrid war". Aggressive
influences are carried out both simultaneously and
consistently, practically on all spheres of life of
the state, thus the received results in one sphere
are at once used for strengthening of influence in
other spheres. To date, a large number of domestic
and foreign scientists are engaged in research on
"hybrid actions". In the works of Landa D.V.,
Danyka Y.G., Salnikova O.F., Snitsarenko P.M.
and many others, covers materials on the forms
and methods used by the aggressor to achieve its
imperial goals, and contains a number of
theoretical provisions, recommendations on
possible ways to counter. Unfortunately, scientific
publications on the mathematical justification of
the necessary forces and means, in achieving
specific goals, are not enough.

A number of software services are available on
the Internet, with which it is possible to simulate
the process of information dissemination. The
authors with the help of one of such services
(Melting Asphalt) visualized a model of
information dissemination among the target
audience [4]. Indicators that influence the
dissemination of information among target
audiences are proposed, and a visualization of the
information dissemination model is developed

[5].

The purpose of the article is the development
of an analytical model for determining the
required number of tools (information channels)
to achieve certain goals in the implementation of
the strategic narrative of the state, taking into
account the requirements that affect the process of
dissemination of information.

2.1.1. Research results

Today, along with Ukraine, there are several
states and their associations, more powerful than
Ukraine, which have interests different from the
national interests of Ukraine, and Ukraine is not
able to resist their aggressive actions alone.
Therefore, joining NATO is one of the
government's priorities in order to protect national
interests.

Public opinion gained very drastic changes in
the direction of European and North Atlantic
cooperation with the beginning of the armed
aggression of the Russian Federation.
Unfortunately, during the war, Ukrainian society
did not get the desired result in terms of proper
support and national security of Ukraine from the
EU and NATO. Starting in 2017, the number of
supporters of such integration began to gradually
decrease.

Public opinion on EU accession has changed
somewhat depending on the political, military and
economic processes that have taken place in
Ukraine over the past two decades. To achieve the
stated goal of the study, it is not enough for us to
assess only the current distribution of public
opinion on this issue. It is necessary to identify the
general trends of its change in the future, to
choose those that are directed in the desired
direction for us and are characterized by the
greatest reliability. This was achieved using
scientific forecasting, namely the method of
statistical extrapolation. The analysis of the
obtained results shows that in order to ensure
further positive forecast development of public
opinion of the population of Ukraine on EU
accession it is necessary in 2022 and 2023 to
increase the number of supporters of society in
this direction by 2.4 million people, respectively.
(6.3%) in 2022 and 0.7 million people. (2.1%) in
2023 [2].

The obtained forecast data provided an
opportunity to determine the peculiarities of the
implementation of the strategic narrative of the
state by the system of strategic communications
and to realize the interests of the state in the form
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of public support for its strategic course to
Ukraine's full membership in the EU and NATO.
An extremely important task will be to study the
processes that characterize the distribution of
information materials, as well as the analysis of
qualitative characteristics of information to assess
the potential coverage of target audiences and the
degree of perception of this information by the
relevant audience. In order to calculate the
required number of information channels that will
be used in the implementation of the strategic
narrative of the state, it is necessary to calculate
the corresponding need for such means of
influence on the relevant target audiences. This
article is devoted to the statement of a possible
variant of the decision of the resulted problems.

It is known that such problems are solved on
the basis of modern scientific methods of social
research theory and information theory. However,
recently, research methods have been used, which
are based on the similarity of the processes of
dissemination of information on social networks
and the processes of epidemics [6 - 9]. Therefore,
the process of disseminating information on social
networks and viral disease can be analytically
formalized using the same system of differential
equations. This system of differential equations is
a mathematical model of the process of
information dissemination (viral disease) and can
be used to optimize the processes of increasing the
potential coverage of the target audience, as well
as identifying qualitative characteristics of
information that affects the perception of the
target audience. This makes it possible to predict
the reactions of target audiences to a particular
information, i.e., provides an opportunity to
develop strategies to improve the efficiency of
working with the information product, which is
provided to the target audience for its wider
coverage.

Let's move on to a direct consideration of the
analytical model of information dissemination.
This model can be represented as the following
system of differential equations [10 -12]:

dA/ . = — A@®u+ BOE + COEA;
B/, = —B(©Ou— BOE+ COA1- ©);
dC/ . = (A +BO)u— CO

where 4 — the number of active subscribers to the
news channel, i.e., those who read the news;

B — the number of inactive subscribers to
the channel, i.e. those who have not read the news,
but are subscribers;
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C — the number of non-subscribers who
did not read the news;

A — the intensity of subscribing to a news
agent;

1 —the intensity of unsubscribing from the
news agent;

¢ — intensity of reading the news.

With the initial conditions at the time t = 0:
A(0) = Ay, B(0) = By, C(0) = C,.
Ay>0,By >0,Cy > 0.

The solution of this system of equations can be
presented as follows:
A(t) = C1g + CyvetCH D _ ¢ et u=8),
B(t) = — Cyr — CyuetCH D 4 ¢ etu=8)
C@t) = Cy + CrettH-D,

A_ 0+ By + Cou—CyVv

where C; = e ,
C, = —Ao—Bo+Cog—Cor
2 g-r+u—v ’
C. = Agr— Apgu+ Bgg— Bov+ Cogu — Coru
3 g-r+u-v ’
§(-A%+ 1)
where g = [ = 5=
[ f( ﬂf+/1)
A+ 2) A(A-8)
+
- Chidtny
- A&+

Data on the quantitative values of the first two
parameters can be obtained by monitoring the
news agent and the number of his subscribers.
Parameter & takes into account such properties of
the news as the relevance and timing of
publication, as well as the activity of interaction
of subscribers in the internal networks of the news
agent.

Relevance of the news ¢ we will interpret as
the probability of meeting the selected news in all

the sources under consideration. That is
m

Y=
where m — the number of news sources that
describe the selected news;
M — total number of sources.
A parameter that characterizes the time of
publication of the news § Bu3HauaeThCcs
HaCTyHHI/IM YUHOM:

e
5 = E,
where e — the amount of news on a particular
topic, which includes controlled news, located in
the user's news feed above the control news;
E — the total amount of news on a specific

topic in the user's news feed.



The next parameter w characterizes the
probability of users to influence the process of
increasing the readability of news. Let's assume

that
s

" (Ao+By)”’
where S — the number of users who performed one
of the actions: like or repost;
(Ag+ By) — number of news agent
subscribers.

Thus, the probability of reading the news can

be given by the following expression:
§ = pdw.

Based on the above, we can conclude that if all
the considered parameters of the model are
known, then the values of the function can be
calculated A(t) at the right time and built a schedule

Table 1

of growth in the number of subscribers for the
specified time of the study.

The study separately assessed the impact on the
growth of the number of news channel subscribers
under the following initial conditions of the study:
information and technical capacity of the news
channel (its ability to provide news information to a
given population of the study region), socio-political
characteristics of target audiences. as well as the
level of popularity of the selected news channel
among the population (skill, professionalism of the
authors of the news, the relevance of the news, the
time of its publication). For each of these initial
conditions of the study, three variants of news
channels were selected, for which the values of all
necessary parameters of the Table 1 model were
calculated.

Parameters of the analytical model of information dissemination

Ne | Parameter | Ag | Bo | Co | 4 | 4 | @ |6 |0 & |g |v r|lu|C|C|Cs
v
_ Parameter - S |18 |v |2 = R S S ST Bl e =
value S |28 I=|8I&|L |28 7|28 %8| |2
= -2 12|28 I12 R |l |8S IR |2|XR |8 |&x |2
S w (212 1S 8|S |@S ||~ |cs|ls|=|2 |8
& AR IR N S | @ ' i Tl | | 2
>
Equation A(t) = 1559879 + 7079840002t — 1003817¢~0:00365¢
o o Al <t N (%)
« | Parameter | o | | S DS (o |w |2 2 T 2|5 bl I IO
= value g2 l8 |8 |2 |8y (= |8 |8 | R || |x |35 |X S
.S & lw |S |2 ||| |@S ol ||s |0 |a
& © | ® S |o SIS ' T [ IRV NN P S Ve
(]
> . _ —
Equation A(t) = 918997 + 4770012002t — 534(32¢0:00365¢
Parameter n |2 o
n 1 s (818 |o (T |o |n LIt |5 |28 = |3
o value il |lg|l2a|=|8|lg |8 |®|m|= |2 8|
.2 = =Sl |28 | |35 |2 A B B e B I -
2] SAT I I S | @ ! ' ' n | — |
(]
> ; 0,002 0,00365
Equation A(t) = 556985 + 289310e~ %002t — 323404e™" t
So, in fig. 1 shows the results of information .
dissemination for three information channels of Q
different capacity, able to bring information news .,
to regions with a population 0f2.80, 1.65and 1.00 [==]
million people, respectively. It should be !

emphasized that in order to identify the impact of
the information capacity of the channel on the
growth of its active subscribers, other parameters
of the analytical model for all three news channels
under consideration were chosen to be the same.

B e s s o

K et contenten, Jenlonten. ol <
] 2 4 6 2 10 12 14

Figure 1: Graphs of growth of the number of
subscribers of the news channel according to the
information capacity of the channel

The analysis of the obtained results shows that
the growth rate of active subscribers of the news
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channel depends on the number of researched
target audiences. This is absolutely self-evident
and logically justified. But the growth of the
number of active subscribers significantly
depends on the relevance of information news,
political, economic, social orientation of the
information message, professional skills of its
presentation, as well as the level of rating
authority of the information channel of its energy
capacity and information capacity to disseminate
news. It is clear that these characteristics of the
information channel always have certain
limitations. That is why in order to achieve the
success of the information impact, it is necessary
to assess in advance the capabilities of each
available information channel on the capabilities
of its information impact on the growth of the
channel's active subscribers from the total
population. Based on the results of these
calculations, it is possible to determine the
required number of information channels of
different information capacity, for example, to
achieve the planned positive  forecast
development of public opinion of the population
of Ukraine on accession to the EU.

Thus, from the analysis of the results obtained
with the help of the considered analytical model
of information dissemination, we can conclude
that for the studied period of time (two weeks), for
the considered variants of the studied population
the increase of active subscribers will increase by:

1294500 - 1264000 = 30500 new active
subscribers - for option 1;

875400 - 861970 = 13430 new active
subscribers - for option 2;

531010 - 522890 = 8120 new active
subscribers - for option 3.

That is, with the use of the considered
information channels of the corresponding
information and technical capacity for the given
variants of quantitative groups of the population
the growth of the number of active subscribers
during the year can increase accordingly by:

30500 * 2 * 12 = 732000 new subscribers;

13430 * 2 * 12 = 322320 new subscribers;

8120 * 2 * 12 = 194880 new subscribers.

According to the forecast [2] to ensure the
desired trends in public opinion in Ukraine, we
need to increase the number of supporters of
European integration during 2022-2023 by at least
3.1 million citizens. That is, based on the
capabilities of one information channel, it is
possible to estimate the required number of such
channels to obtain the desired result of
information impact on public opinion, taking into

account the population of the studied regions. as
well as the popularity of the selected information
channel in the area. Thus, to realize the projected
increase in supporters of European integration
over the next two years through the information
impact of channels with information capacity and
capacity, corresponding to options 1-3, it is
necessary at least:

3100000: 732000 = 5 information channels
with the capacity of option 1;

3100000: 322320 =~ 10 information channels
with the capacity of option 2;

3100000: 194880 = 16 information channels
with the ability of option 3.

Thinking similarly, you can calculate the
required number of information and news
channels targeted at specific target audiences or
the number of channels of the required level of
popularity and quality of information materials.
However, it is clear that the qualitative assessment
of information materials, their favorableness, and
i.e., the impact on public opinion during the year
cannot be equally effective. The success and
effectiveness of the information channel depends
on staffing, training, acquisition, purchase of
technical means for the development of materials
and many other factors.

3. Conclusions

The main goal for the system of strategic
communications of the Ministry of Defense and
the Armed Forces of Ukraine is to achieve a
strategic narrative. As noted, the positive statistics
of public opinion on support for EU accession is
somewhat reduced, so such a narrative for this
system should be the formation and strengthening
of public opinion on supporting the strategic
course of the state.

The application of the proposed mathematical
tools to determine the required number of tools
(information channels) in the interests of
implementing the strategic narrative of the state
on the basis of analytical model of information
dissemination, will reasonably form the need and
scope of information and psychological impact on
target audiences, and the quality of news
channels. This will provide an opportunity to
identify the main tasks for the system of strategic
communications and realize the interests of the
state in the form of public support for the strategic
course of the state to gain full membership of
Ukraine in the EU.
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Further development of this study should be
carried out on the basis of modern scientific
methods of the theory of social research and the
theory of information operations in order to
identify time indicators that characterize the
distribution of materials of information influences
to each target audience. It is especially important
to receive such information from the temporarily
occupied territories of Donetsk and Luhansk
regions, as well as the Autonomous Republic of
Crimea, which will allow to reasonably identify
target audiences, argue the subject of messages
and channels of information and psychological
influence. To ensure the optimal total information
impact, it is advisable to carry out a scientifically
sound distribution of the projected total volume of
tasks between the various structural units of the
system of strategic communications, taking into
account the characteristics of different target
audiences. This will provide an opportunity not
only to specify the goals and objectives for each
structural unit of the strategic communications
system, but also to develop effective and efficient
materials of information and psychological
impact to achieve them. This will allow to argue
the subject of messages and choose the channels
of distribution of materials of information and
psychological influence, taking into account the
individual characteristics of target audiences.

Reviewer: Doctor of tech. sciences. Professor
Evseev S.P., Head of the Department of
Cybersecurity and Information Technology,
S. Kuznets Kharkiv National University of
Economics.
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Abstract

A new criterion for efficient use of energy resources, the essence of which is to minimize the
difference between the relative indicators of phytoclimatic life support and phyto-development
of plants, is proposed for use in automation systems implemented in protected ground facilities.
It minimizes energy costs, while ensuring a specified quality of plants and products, and takes
into account the phases of plant development.
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1. Introduction

At present, specialized studies have not
established links between energy consumption
and the state of the biological component of the
object in protected ground facilities, which are
characterized by the spatial distribution of
technological parameters and indicators of plant
quality. This is not taken into account in the
development of principles for the construction
and operation of energy-flow automation systems
in spatially distributed facilities — greenhouse
facilities for the production of products of
specified quality.

Rational regulation of the microclimate in the
greenhouse provides 90% of the crop [1]. The
main components of the microclimate are
temperature, light, CO, level in the greenhouse
and relative humidity. The maximum level of
productivity is achieved by reducing plant stress
and ensuring an optimal balance of all factors. The
condition of the plant and development are
evidenced by uniform flowering, fruiting
(generativeness) and leaf formation and
development of the root system (vegetativeness)
(2, 3].
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There also arises a need to develop the
criterion of the effective use of energy resources,
the essence of which is to minimize the difference
between the relative indicators of phytoclimatic
life support and phyto-development of plants. The
use of the above-mentioned criterion in
automation systems for the control of energy
flows in protected ground facilities for the
cultivation of plant products ensures the
minimization of energy costs and the
predetermined quality of plant products, taking
into account the phases of plant development.

2. Problem Statement

The purpose of this paper is to develop a
criterion for the efficient use of energy resources
by the control system in an industrial greenhouse,
which will increase the energy efficiency of plant
production, while ensuring its specified quality.

3. Research Methods

The assessment of the quality of tomatoes
grown in protected ground facilities, both based
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on the traditional differential and integrated
methods, does not solve the problem successfully,
because there is a need to take into account plant
development at different phases.

It is proposed to define phytometric
parameters of plant development in a non-contact
manner. In the recognition system, the image is
processed and entered into the data bank, where it
is stored in the control unit, subjected to wavelet
analysis, determination and comparison of the
coefficients of mathematical decomposition with
the database for determination of plant
phytometric parameters [3, 20].

Phytometry criterion @« is characterised by a
large number of indicators of plant development
in different plant phases, which have different
measurement scales. We use the following
correspondence to bring them to one scale of
quality assessment of plant development:

Dr ={(K1,K>, ... Ky), (1)

where K, K>,...K, — individual indicators of plant
development quality at different phases.

In general, the definition of quality indicators
of plant development will be presented as [2, 4]:

K= jZ:;[A, f_;(a,- h)] = ]Z:(A/ G,,)

i 1 , (2)

where T — number of groups of tomato quality
indicators; H — the number of quality indicators in
the j group; ai — weighting factor of the 7 property;
k; — relative i quality indicator; Gj, — the level of
quality of the j group of indicators (0<Gjg<1); 4,
— the weight parameter of the j group of tomato
quality indicators.

Based on the use of the principles of
qualimetry [5] we obtained complex indicators for
assessing the quality of plant development (K;-K,)
on the atmospheric temperature @ and solar
radiation L. The following regression equations
were derived from the studies:

- formation by a plant of quantity of flowers in
an inflorescence:

K(6, L)=-0,05417+0,0375-0-,55843"L-
0,00225-L-6"+0,066563-L-0+0,11419-L*-
-0,01188: L*-0+0,000339-L*-@°;  (3)

- formation by the plant of the number of fruits
on the branch:

K>(©, L)=0,24375-0,03125-0-0,00203-L-
0,00013-L-0°+0,014219-L-O+ +0,020176-L*-
-0,00194-L*-©+0,0000181-L*-6’; (4)

- the average weight of the fruit:

K3(0, L)=1,79762-0,08929-0-1,1082-L-
-0,0012-L-0°+0,084598-L-©+0,102193-L*-
-0,00625- L*-0+0,0000658-L*-&°;  (5)

- the weight gain of the fruit:

K4(0, L)=0,211504+0,01404-0-0,39973L-
0,00051-L-&*+0,023981-L-O+ +0,027996-L°-
-0,00039- L*-©+0,0000093-L*-@°  (6)

Assessment of the quality of plant
development by the integral dependence of
indicators with the same weighting factor of 0.25
made it possible to obtain the dependence of the
phytometry criterion of plant development quality
on the influence of average daily atmospheric
temperature and light intensity (Fig. 1):

@k (0, L)=0,517645 - 0,01491-0 - 0,49627-L
-0,00099-L-@° + 0,045348°L-® + 0,063845-L *-
0,00488 L*-© + 0,000103-L*-6&" (7)
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Figure 1: Dependence of phytometric criterion
on average daily atmospheric temperature and
light intensity

Using phytometry criterion, we determine the
level of plant development during its growing
season. Maintaining the maximum level of
development will allow to form the maximum
yield in plants at the initial stage. At the

94



temperatures of 15 - 24°C in the greenhouse we
may observe the best formation of the plant yield
(the number of flowers in the inflorescence, the
number of fruits on the branch, the average weight
of the fruit, the weight gain of the fruit).

To improve plant development, production
conditions must be maintained, during which
temperatures measured at different points in the
greenhouse will be evaluated and compared. The
control of technological parameters of the
microclimate during plant growing is based on the
measured phytometric parameters of the plant,
which allows to assess the development of plants
by introducing a phytotemperature criterion to
assess the condition of the plant [6, 20].

The phytotemperature criterion @x for
estimating the development of a plant and its
temperature environment evaluates the part of the
heat coming from the heat carrier of the
greenhouse heating system for heating the plant
and the environment around it [6]. Description of
experimental data was performed using a standard
technique based on the least square method. Thus,
the regression equation was obtained explicitly:

Dk (O, ©)=-4,96+0,059-0,-
0,243-0+0,027-0,-0+0,0031-0,-0,0091-O-
-0,0175-0,%-0,0175-6" (8)

To ensure the technological requirements for
growing quality plant products in the greenhouse,
it is proposed to assess the temperature of plants
(6,) and the atmosphere of the greenhouse (&)
based on the use of phytotemperature criteria for
assessing plant development (Fig. 2).

According to the analysis of research
materials, it is established that the use of
phytotemperature criterion makes it possible to
obtain the maximum yield from the plant. As a
result, from one bush we get less than 160 grams
of weight gain per day, because at the
temperatures of 17 - 22°C the plant receives
insufficient energy for better development and the
increase is 5.2 - 6 grams, and at temperatures
above 25°C the increase in yield will be less than
6 g per hour.

0.8 X ""
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Figure 2: Dependence of phytotemperature
criterion on atmospheric and plant temperatures

To determine the indicator of plant life support
(Dx), we use the following algorithm on the entire

area of the greenhouse. Let V; j (Ejk) — the value
of the indicator of the life support of the plant,
determined on the i row of the j place at the
corresponding total intensity of solar radiation
(Ejk), where i=1.7:j = 1,Mn; n — number of
rows; k — the measurement number in the row

(k = 1,K;); K; — the number of measured plant

life support factors in the j place; (j = 1,m); m —
the number of measurements.

We interpolate discrete dependences vy (1) by
splines:

V() (i=ln; j=1m) 9)

re [l‘miu > Inmx =min r;f(

where 1=Lm =L " are
respectively the lowest and highest value of the
total intensity of solar radiation, for which the life
support of the plant was determined during the
measurement period.

We choose on the interval of ? €l fns ] N

evenly spaced nodes tk (£=1.N), Let us calculate
the values of splines (9) at these points:

]3 tll]ﬁl =max If;l; f

“max

v,(t,) (i=Ln; j=Lm; k=1N) (10)

These values describe the @« for all rows and
places with the same total intensity of solar
radiation. The value of the indicator for the entire
area of the greenhouse (10) is presented in (Fig.
3).
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Figure 3: The value of the phytoclimatic indicator
of plant life support over the entire area of the

greenhouse

Given that @i > )H‘ —are coordinates of the i row,
we will determine the coordinates of the center of
all rows:

_ 1 n T -1 "
P=n P A=R z,=1 /1’. (11)

Taking into account the zones of similarity in
the distribution of microclimate parameters, we
determine the distances between the rows relative
to their central row, describing the spatial density
of the rows in which the measurements were
made:

=@ -0+ T2 (i=Llm) (1

Values inverse to distances " (/=L17) make
sense of weighted averaging coefficients
w,=1/r (i=1n)

Let us determine the average value " ") in the
TOWS:

V()= 2wy ) (G=Lms k=1N) (13

Graphs of the average value of the
phytoclimatic indicator of plant life in rows (13)
are shown in (Fig. 4).

The average value of the plant life support over
the entire area of the greenhouse is determined by
the expression:

(i) =n"Y" () (k=1,N) (14)

Dx,
YM.00

0,00
1 2 3 4 5 6 7 B 9 101112 13 14 15 16 17 18
H, K-CMb

Figure 4: The average value of the phytoclimatic
indicator of plant life support in rows

The average value of the plant life support over
the entire area @x = 1.2 indicates an excessive
level of plant life support parameters.

According to the considered algorithm we will
determine the value of phytometric criterion (@,,),
phytotemperature criterion (@,,) and their average
value — phytodevelopment index (®,) by rows
(Fig. 5), which will allow to establish the level of
plant development and crop quality [7].

Kpumepi,
YM.00 1,40
D
1,20

1,00

0,80

@p

Dm

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18

R, K-Cib

Figure 5: Dependence of change of average value
of an indicator of plant life support, phytometric
and phytotemperature criteria on all area in rows

It was found that the average value of
phytoclimatic index is ®k=1,2, of phytometric
criterion is ®wm=0,82, of phytotemperature
criterion is ®1=0,67 and their average value of
phytodevelopment index is @p=0,74 on the whole
area of the greenhouse.

Exceedance in the value of the ®x>1 indicator
shows an excessive level of parameters of plant
life support established by agrotechnology,
respectively, and the overuse of energy carriers
for their provision. The value of ®p<1 indicates
insufficient levels of plant development and
quality of plant products in the greenhouse.
Obtaining quality products with minimal
consumption of energy resources is possible
provided that the criterion of efficient use of
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energy resources for the production of plant
products of a specified quality is minimized
(Fig. 6):

R= @, - @, —>min. (18)

R,
V.00

2 13 14 15 16 17 18

M, K-CIb

Figure 6: Criterion of efficient use of energy
resources during the production of plant
products of specified quality

The strategy of effective control is to reduce
the standard deviation between the phytoclimatic
indicator of plant life support and the value of
phyto-development, when its increase indicates
inefficient energy consumption by the existing
control system of plant production technology of
a specified quality.

4. Conclusions

1. The authors offer to introduce the following
components into the algorithm of operation of the
control system:

- phytometric criterion, which is characterized
by a significant number of indicators of plant
development in its various phases, namely
flowering, fruit formation and harvest; assessment
of the quality of plant development will be carried
out using the integrated dependence of indicators.
The use of phytometry criterion determines the
level of plant development during its growing
season, and its strict observance allows to form
the maximum yield of plants at the initial stage;

- phytotemperature criterion for assessing the
state of development of the plant, which creates
conditions for obtaining the maximum yield of
tomatoes; analysis of changes in plant
temperature and atmospheric temperature in a
greenhouse equipped with an automatic air
temperature control system proves the need to use
the proposed criterion.

2. To assess the conditions of plant
development in the greenhouse the authors used
phytoclimatic indicator of plant life support and
assessment of the plant itself — the indicator of

phyto-development, which allows to determine
the level of plant development and crop quality.
Exceedance of phytoclimatic value over 1 has
been found to indicate an excessive level of plant
life support from established agro-technology,
and, respectively, an overexpenditure of energy
resources spent on their provision. The value of
the indicator of phyto-development less than 1
indicates the insufficiently possible level of plant
development and the quality of plant products. It
has been established that obtaining quality
products with a minimum consumption of energy
resources is possible provided that the criterion of
efficient use of energy resources is minimized,
when the average growth of the greenhouse to
46% indicates inefficient energy consumption of
existing control systems.
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1. Bctyn

Ha croronmHi oHmaifHOBI collianbHI Mepexi,
MalOTh HAJ3BUYAMHOIO TOMYJISPHICTIO,

Abstract

To protect against information and psychological influence, it is necessary to use not only
defensive methods, but also preventive ones. Such tools include analysis and forecasting of
events, information about which is beginning to appear and discuss on social networks with
increasing frequency. The issues of influencing people and society through "soft power" and
the use of network structures that can effectively calculate, predict and counteract the
manifestation of manipulation in the digital space are considered.

Keywords
Social networks, analysis, forecasting, management, information impact, soft power.
COLllaJIbHUX  MEpekax, sKi € 3BaKCHUMHU
HEOJHOPITHUMHU MEPEKaMH.
I'muOuHHI 3MiHU Y CTaBIeHHI OUTBIIOCTI KpaiH
CBiTy, 30KpemMa ¥ VYKpaiHuW, A0 BIACHOI

Ta € . N L .
iHpOopMaIiiiHO1, a 0TKe, 1 KibepHeTHUHOT Oe3NeKH

OJTHMM 3 OCHOBHHX 1HCTPYMEHTIB iH(OpMaLiiHO-
NICUXOJIOTIYHOTO BIUIMBY Ha 3HAYHY YacTUHY
HaceJIeHHs, 1 B 01711 CBOIM YaCTHHI Ha MOJIOb.
HeoOxinnicTs mpotuaii 3arpo3am indopmartiitHoi
Oesneku, sIKi MOXKYTb OyTH peaji3oBaHi depes
OHJIATHOBI COIiaJIbHI MeEpexi, MiaTBepKeHA
Crpareriero HamioHaILHOI Oe3meku i JJokTpuHOoI0
iHpopMaIiitHoT Oe3mekn YKpainu, o0 BKa3ye Ha
3HAYHY aKTYalbHICTb JOCIIPKEHHS
iHQopMaIifHuX  TPOIeCiB B  OHJIAHHOBHUX

EMAIL: bk1972@ukr.net (A.1), tolupa@i.ua (A. 2);
ORCID:  0000-0002-3148-1148  (A.1),  0000-0002-1919-
9174(A.2)

CIOHYKAIOTh TPUAUIATH Jefani Oifblry yBary
PO3pO0JICHHIO PEKOMEH A CTOCOBHO KOPOTKO-
Ta JIOBTOCTPOKOBHX NPIOPHUTETIB TpaHchopMarii
0€3MEeKOBOr0 CEKTOPY 3a HaNpsIMKaMH MOIIYKY i
300py iHQopMamii 3 BIZKpUTHX 1 BIZHOCHO
BIJKPUTHX JDKEpes, a Takoxk moOyBaHHS i i3
3aKpUTHX ENEKTPOHHUX KEpe, IeperMalounch
BOJHOYAC  MUTAHHSAMHM  3aXUCTy  BJIaCHOTO
iHdopmariiiftHoro pecypcy BiI CTOPOHHBOTO
kibepBruBy [1]. Po3B’s3aHHI0  3a3HAaYEHUX
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MpoOJieM y TEBHHX AacCleKTax MPHUCBSIYEHO
gquMaio MyOJiKamii 3apyO0iKHUX 1 BITYM3HIHHUX
aBTOpIB, Takux K B. Bypsuok, A. Kopuenko, B.
HowmapeB, B. bBbormanouu, Jlx. Koziom, M.
Kysuenos, Kp. Kacnepceku, K. Murthuk, I.
CHAMISHOB.

2. OcHOBHa YacCTMHa.

3 po3BUTKOM iH(OpMaLiIHUX CHCTEM Ta
NI00ATBHOT Mepeski Internet cBiTOBE CYCITIITLCTBO
KpiM OTpHWMAaHHS 3HAYHUX MOXKIIMBOCTEH MIOJ0
oOMiHy iH(OpMAIlEI0 CTAI0 HAATO YPa3JIMBUM
BiJI CTOPOHHBOTO KiOEpHETHIHOTO BILUIMBY, a CaMe
Bil (aKTHYHO HENMPHUXOBAHHWX CHPOO BIUTUBY
OpoTHOOpPYMX CTOpiH Ha iHQopMamiiHUK 1
KiOepnpocTopd OAWH OAHOTO 33 PaxyHOK
BHKOPHCTAHHS 3aco0iB CydJacHOI1
00YHCITIOBAIBHOI Ta/ab0 CIielianbHOT TEXHIKH
BiJIMOBIIHOTO TPOTPaMHOTO 3a0e3MeveHHs (Tak
3BaHUX KiOCpBTPyYaHb) Ta IHIIMX MPOSBIB iX
NecTabimi3ylouoro HETaTHMBHOTO BIUIMBY Ha
NEBHUN 00’ €KT, L0 pPeali3yloThCs 3a PaxyHOK
BUKOPUCTAHHS TEXHOJIOTIYHUX MOXKIMBOCTEH
iH(opMaIiitHOTO 1 KiGeprImpocTopiB, CTBOPIOIOYN
NpY [bOMY HEOE3NeKy sK Uil HUX CaMHX, TaK H
JUIS CBIZIOMOCTI JIFOJIMHU Y IUJIOMY (TaKk 3BaHUX
kibep3arpos) [2].

B emoxy rnoGampHOi  iHTeHCcHiKarii
iHpOpMaIiTHUX TPOLIECIB 1 IX MPOHUKHEHHS B yCi
chepu (comianbHy, TMONITUYHY, EKOHOMIYHY)
TSTTBHOCTI JTIOAVHY, KOJHM TPAKTAIHO KOXKHIHM
JIFOJIHI JOBOJAMTHCS BUKOHYBATH Pi3HI 3aBJlaHHS,
B3a€EMOJIIOUi 3 4YMCIeHHMMH ejeMeHTamu [T-
iH(GPACTPYKTYpH, 3aIEKHICTh KOXKHOTO IHAMBI/IA
BiJ iHQOpMAIfHUX CHUCTeM i Mepex Ta Horo
yPa3MBICTh 1010 CTOPOHHBOTO KiOEPHETHYHOTO
BIUIMBY  TOCTIHHO  3pOCTalOTh.  3PEUITOIO
TPaBMY€EThCSI TICHXIKa JIIOJMHHU, a 1€, Y CBOIO
4yepry, MOXKeE CHOHYKaTH ii JO PO3TOJIOLICHHS
inpopmanii 3 obomexxenum moctynom (I30[).
Came TOMy colianbHI IHXEHEPH B TMONIyKax
00’€KTiB CBOIX aTak OepyTh IO yBaru mnepeaycim
TICUXOJIOTIYHHUH CTaH MPUYSTHHUX N0 HUX 0ci0 [3].

HaiiBaxxnmusimmmu 3aBIaHHIMH
iH(MOopMaIiitHO-aHATITHIHOI MIATPUMKH POOOTH 3
OHJIAWHOBUMH COLIAIBHUMH MEpEeXaMH € ix
MOHITOPHHT, aHalli3, a TAKOX MPOTHO3YBaHHS Ta
YIIpaBITiHHS.

[epmi nBa 3aBAaHHS CIYKATh ATl pO3YMIHHS
MPOIECiB, 10 BigOYBAIOThCS B COIHATLHUX
Mepekax. MOHITOPHHT BKIIIOYAE OTPUMAaHHS Ta
CTPYKTypYBaHHS MEPBUHHHUX JNaHUX. [Ipu mpomy
MPOBOJIUTHCS 30ip TEKCTIB MOBIIOMIICHbD, 3B'S3KiB

MK KOPHUCTYBadaMH Ta TOCHJIaHb Ha 30BHIIIHI
pecypcu. MOXIIMBOCTI IMX CHCTEM Oarato B
qoMy BU3HAYAIOTHCS OaraTcTBOM
BUKOPUCTOBYBaHMX JaHUX 1 PEKUMOM iX
00p0OKH. 32 MOKIIMBOCTI aHATI3y JTaHUX CUCTEMH
MOHITOPHHTY Ta aHaji3y COLIaJbHUX MEpex
MOJKHA MOJUINTH HAa TPH BUJU:

* CHCTEMH, K1 He 3I1HCHIOIOTH aHai3 JaHUX;

* CUCTEMH, 110 3TIMCHIOIOTH PETPOCIICKTHBHUI
aHaji3 JaHuX;

* CHCTEMH, IO 3IIMCHIOIOTh aHali3 JAaHUX B
peXuMi peaTbHOTO Jacy [4].

CucreMn MOHITOPHHTY, SKi 3IIHCHIOIOTH
poOOTY B peXUMi peasbHOTO Hacy, CKIaJHilIe B
po3po0ITi 1 eKcruryaTarlii, HiXK KOMIUIEKCH, IO
BUKOPHCTOBYIOTh PETPOCIIEKTUBHUI 301p AaHUX.
ToMy cTae OUeBHIHUM POJIb JAaHUX, OTPUMaHUX
padilie i Ha MiACTaBi SIKMX BXKe OyJiM 3poOieHi
JesiKi BUCHOBKH 1 TPOTHO3M, a TaKOX CTBOPEHI
BiIMOBiHI 0a3u 3HaHb. AHal3 Mae Ha yBasi
KiJIbKa eTamiB OOpOOKM TNEpBHHHHUX NaHuX. B
TIePIITy Yepry, OOUHUCITIOIOTHCS 0a30B1 TOKA3HHKH,
0  BIANOBIMAIOTP HA  TPOCTI  THTAHHSI
KUIBKICHOTO XapakTepy, HampHKIajA, «CKUIbKH
KOPHUCTYBadiB B Mepexi?», «CKITBKH
MTOB1IOMJIEHb HAIMCaB KOPHUCTYBa4?», «CKUIBKH 3
HUX aKTUBHHX ?», «CKUTBKH 3 HUX MalOTh BUCOKHI
piBEHb aBTOpUTETY», TOwO. [loTiM pOBOANTHCS
BUSIBJIGHHSI CTaTUCTUYHUX Ta CTPYKTYPHHUX
3aKOHOMIPHOCTE B OTPUMaHUX JaHUX, IO
JI03BOJISIE  3PO3YMITH IPHPOAY AOCIiIKYBaHOT
Mepexi. Hanpuknaa, THIIU poO3MOALNiB, O SIKUX
BITHOCATHCS OOTOBOPEHHS THX UM IHIIMX TEM. 3
TOYKH  30py  TNPAKTHYHOTO  3aCTOCYBaHHS
HaiOMbIIMKA 1HTEpeC MpPEeACTaBIsAe BHSBICHHS
cnenmn(PigHUX 3aKOHOMIPHOCTEH Yy  BY3BKHX
MpeaMETHIX 0OTOBOPEHHSIX. BusiBinenus
HalOIbLI TMOMyJIIPHUX TEM OOrOBOpPEHHA 1,
TOJIOBHE, peakLii KOpUCTyBaviB Ha HUX.

ETan nmporHo3yBaHHS BUKOPUCTOBYETHCS IS
nepeadadeHHs 3 MEBHOIO YaCTKOIO HMOBIpPHOCTI
CTaHy COLIaJbHOI Mepexi uepe3 IEBHUIl
MPOMIXKOK Yacy 3a MeBHUX YMOB.

Bonu MoxyTh ¢QokycyBaTucs Ha aHaizi
pi3HUX 00'€KTIB coLiaNbHOI Mepexi [5], TAKHX SIK:

* Mepexa «B IiIoMy» (3a JIOIOMOIOIO
arperoBaHuX rio0anbHUX MOKa3HUKIB);

* M IMEPEeXKi 1 CIITHLHOTH;

* OKPEMO B3ATi KOPHUCTYyBaui;

* iH(pOpMAIIiifHI TOBITOMJICHHSI;

* JOyMKd (3a JIOIOMOTOI0  TOKa3HHUKIB
TOHAJIBHOCTI  IOBINOMJIGHHS INOXO  JAESKUX
iHdopMariitHuX 00'€KTIB);

* 30BHIIIHI BY31H - iH(MopMamliliHI pecypcu
Mepexi IHTepHer. Bapro BigzHauuTH, w0IO
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iHQopMariiHUM 00'eKTOM MOXe OyTH [aeska
TIepCOHA, TIOIisl, OpTaHi3amis i T. 1.

Ha nymky aBTOpiB, Ha CHOTOIHILIHIA JEHb
MaJIO TPUALISIETECS YBarH TakOMY MpPOLECY SIK
MIPOTHO3YBaHHS MmoAii. 1{e MOXKIMBO TIOB'I3aHO 3
THM, IO 3aBJIaHHS aHalli3y, MPOTHO3yBaHHS Ta
yIpaBiiHHSI MOXKYTh OyTH pisHumu. [lo-miepie, B
3aJIeKHOCTI BiJl TOrO, XTO CTaBUTh 3aBAAHHS, XTO
€ KIHIIEBUM KOPHCTYBa4eM CHCTEMH, XTO
LIKaBUTHCS LI€I0 TeMOK. ICHYIOTH pi3HI THIIN
KOpUCTYBadiB, SKUM HEOOXiZHO NPOBOIUTH
aHami3, TPOTHO3YBAaHHSI  Ta  YIPABIiHHSI
OHJIAHHOBHUMHU COIlIAIbHUMH Mepexamu [3]:

* OpraHM JepXaBHOI BJIAAM Ta MICIIEBOTO
CaMOBPSAyBaHHS;

* TiANpPHEMCTBA JEP>KABHOTO 1 MPHUBATHOTO

CeKTOpa EeKOHOMIKM (KOMEpIiiiHi, HayKOBO-
JOCIiaHI opraxizanii, 3aco0M  MacoBoi
iHpopmarii (3MI));

* CycminbCTBO (MONITHYHI MapTii, OKpeMmi
¢izuuHi ocodn).

[To-npyre, Ha CKiINBKHA OYIKYBaHHWM IPOTHO3
BHTITHUN KOpuCTyBaueBi. Unm He mpu3Beae Iei
MPOTHO3 A0 3arajlkHOTO MOTiPIIEHHS MOJIiTHYHOT
9 €KOHOMIYHOI CHTyaIlii KOpHCTyBada, a TO i
B3araji  HarioHanmebHOI  Oesmeku.  ByBaroTh
BUMIAJIKM, 1 TaKWX JOCUTH 0araTto, KOJH MicCIs
MPOBENEHHS aHaJi3y BiACYTHs Oynb-sIKa peakiis
Ha CHTYaIlilo, IO cKianacs, abo iHhopMariito mpo
nofiro. A0O HE HaBOAATHCS MPHITYIICHHS,
NPOTHO3M OYIKYBaHOTO PO3BUTKY CHTYaLlii.
Hemae TpHUBOXXHOIO CHUTHaJy Ha HETaTUBHY
iHpopmariito. Buankae nutanus: «Mu He 6a4rMo
3arpo3u abo He xoueMo ii 6auntu?». OcodbarBo
L€ CTOCYEThCS CHTyallii 3 KyJIbTypHUMH
3ax0/laMH, TAKUMH SIK JTiTepaTypa, Kinemarorpad,
ecTpaia, YKUBOITUC 1 T.JI.

Sk BioMo, JIIOJJMHA KUBE B TPHOX BUMipax - B
CBITI peaslbHOMY, CBiTi iHQOpPMAaLIHHOMY 1 CBITI
cumBoJigHOMY. ONTHaK caMe B Cy4acHOMY CBITI
HOBI TEXHOJIOTIi 1 3aCO0M KOMYHiKaIlii HaJalTh
HACTUTBKH TIOTY>KHUH BIUIMB Ha CBiJJOMICTb, IO
peanpHi mii 1 momii TITBKM TOAI CTAalOTh
3HAYYIIUMH, KOJIM BOHHU TpezctaBicHi B 3MI,
TOOTO cTaroTh QPyHKLi€0 BipTyansHOCTi. [loxii sk
Ou 1 HeMae B peajbHOMY JKUTTI, SKIIO PO Hel He
HAIlMCaHO Ha CalTi YM BOHA HE BiIOOpakeHO B
conmepexi. Lle onHa cTtopona crnpasu. Baxknuso
me i Te, mI0 Cy4acHi TEXHOJIOTil JO3BOJISIOTH
JIETKO 1 IIBHIKO MAHIMYJIOBATH CBiJOMICTIO
BEIMKUX Mac Joaed, QopmyBatu mnoTpiOHI
MaHImyJIsATOpY 00pas3u i cuMBOIH [5].

Kpamum npukiagoM Takoi cuTyarii, oepydn
JI0 yBark MacoBO-ITyONiYHI COIialibHI Mepexi, €
AK pa3 - KiHO, Ha3BaHE He JapMa OTHHM i3

KJIACHKiB CBITOBOTO mpoJserapiary -
HalBayUIMBIMIKMM 3 MuUCTeuTB. BoHO no3BOiIsE B
cobi  BTUIMTH  BCi  MOXJIMBI ~ NPUHOMH
TICUXOJIOTIYHOTO BILTUBY - Bi/I€0, 3BYK, PUTM, ifei,
HacTaHOBH 1 T.I. Y KiHO(MITbMax IOCHUTH JIETKO
MOXXHA CJIOBaMH 1 [iSIMH TOJOBHOTO Te€pOs
BCEJINTH IIIAJaueBl AITOPUTM Ail 1 «IIpaBUIbHE
COPUHHATTS npobnemu. I[lpuxiagamMu MOXKYTh
Oyt CcBOTO  yacy MTOMNYyJSIpHI  (UIBMH,
BupoOHunTBa Pocii, - «bpat» ta «bpat-2», «72
MeTpn», «Kanmarap», 1m0 OpeACTaBIAIOTH
YKpaiHIliB JIPYTOCOPTHOIO HAINEI0 3paaHUKIB,
HEHaB'SI3IMBO (DOPMYIOUH Y TIIsAIada HeoOX1THIi
CTEpPEOTHII.

Taki maxomd  TMOYMHAIOTH  YIPABIATH
KopHucTyBaueM. | ToMy HEoOXiZHO pO3mi3HATH
30BHIIIHIA BIUIUB 1 CIPOTHO3YBaTH JIO YOTO IIC
MOJK€ TIPUBECTH HaJAI.

®daza ympaBTiHHS TONATAE B HaJaHHI
LiTeCHIPSMOBaHUX BIIMBIB Ha COL[iaJIbHY MEPEXKY
JUIA TIepeBelieHHs iH(OpMaIlifHIUX TPOIIECiB B
OaxaHmid ctaH. Ha mpoMy eTarmi MOXIHBI SKiCHI
peKOMeH Al KOpUCTyBadeBi, Tak 3BaHA - «M'AKa
cHiiay.

ITonsarTsa «M'ska cunay (MC) Oyio BBeneHO B
HaykoBui o0ir (anrm. "Soft power") Jxo3edom
Haem -  amepuKaHCBKUM  MOJITOJOTOM,
npodecopom ['apBapachKOro yHiBEpCHUTETY Ha
moyatky 90-X poKiB MHHYJIOTO CTOJIITTSI.

OcHoBHHIl ceHCc soft power moisirae B
¢opmyBanHi mnpuBabnuBoi Biagu abo yMOB
iCHyBaHHsI, TOOTO B 3/aTHOCTi BIUIMBAaTH Ha
MTOBEIIHKY JOJEH, OIOCEPEAKOBAHO
OPUMYIIYIOYH iX pOOUTH Te, MO B IHIIOMY
BUIIAJKy BOHHM Hikomu He 3pobunu 6. Takoro
BlaJa CTae, He JHIIe CIHPAIOYUCh Ha
MEPEKOHAHHS,  YMOBJIIHHI ~ a00  3JIaTHICTh
CIOHYKAaTH JIIOAel 3p00UTH MIOCH 3a I0MOMOT0I0
apTyMEHTIB, a i Ha «aKTUBaX», K1 IPOAYKYIOTh ii
puBa0IMBICTE. JlocATTH 1IHOTO, HA TyMKYy Has,
MO>KJINBO, BUKOPHCTOBYIOUH «Blany iHpopmaii
Ta 00pasiB», BIaJy CMHUCITIB. [HIMUMH clOBamH,
AOpO «M'SKOT CHJIIM» € HeMaTepialdbHICTh, a
1HOPMATHBHICTH 1 PyXJIMBICTb.

M’ SIKOCHI0BH BIUIMB Ha BEIUKI MAacH JIIOAEH
MO>ke OyTH 3/iiICHEHO B IOCUTh KOPOTKHI TIEpioJ
- BiH, SK TMpPaBWIO, HE TMEPEBHIIYE ACKUTBKOX
MicsamiB. Y ObOMYy  BUNAAKy — HaWOUIbII
e(eKTUBHUMH IHCTpyMeHTaMu soft power skpas i
€ 3MI, TpagurtiiiHi i HOBI comiaabHI Meia.

Y IOBrocTpOKOBIil MEPCIIEKTHUBI M’ sIKa CHUJIa B
MEHTIIi Mipi 3aJIe)KUTH BiJl pPUTOPHKH, aJie OiIbIIe
TIOB's3aHa 3 MPAKTHYHOIO MisUTbHICTIO. B 1bomy
BUIAAKY €(EeKTHBHUMHU IHCTPYMEHTaMH «M'SIKOi
CHJIM» € HaJaHHSI TOCIYyT 3 HaBYaHHSI MOBH,
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KylIbTypHu Kpainu, ii icTopii, BUIIOi OCBITH, a
TAKO’)X PO3BUTOK HAayK, B TOMY 4HCIHI
IPOMaJCHKUX, OCHOBHE 3aBJIaHHS SIKUX TOJIATAE Y
BUPOOHHIITBI CMHCIIB - TeOpili 1 KOHIEMIIiiH,
JIETITUMI3YIOUNX TTO3HII0 1 TOTIISAINA JEpXKaBH,
sIKa TPOBOJWTH MOJITHKY MOITyJISIpHU3aIlii CBOTO
CBITOTTIA Y, TpaguLii yKIany HKUTTA.
CyKymnHICTh IMX CTpaTerii J03BOJSIE BILIMBATH
Ha CHCTEMY COIIOKYJIbTYpHUX (impTpiB abo
«MaTpUIIIO NIEPEKOHaHb» KOHKPETHOTO iHIUBijA,
CYCHIIbCTBA, IO BIAHOUIEHHIO 1O  SKOTO
3aCTOCOBYETHCS] AAHUHM THIl BIUIMBY, 3MYLIyIOUU
HOro B KIHIEBOMY HiJCYMKY 3MIHHUTH CBOIO
MOBEIIHKY Ha NOTPiOHY MaHIMyJSATOPY.
HloneHHa >KUTTEBA MPAKTUKA, MEPEKOHIMBO

JOBONUTE:  3abe3medeHHs iHdopmariitHol i
KiOepHEeTHYHOT Oe3nekn — IpoIec
OesnepepBHUH, HAA3BHYAMHO  CKIagHUHA 1
OaraTorpaHHuif, TPUIOMYy yCmiX y HOro

peatizailii 3yMOBIIOETHCS COLIYMOM 1 3aJICKUTh
BiJl KOXKHOTO HOT0O MpEeJCTaBHUKA, aJle IeperyciM
BiI HEYXWJIBHO 3[IHCHIOBaHOI  JIeprKaBHOI
TIOJIITUKY B IMiil cdepi, HiIecIpsIMOBAHUX 3YCHITb
yCiX TUIOK BIaJW, HAYKOBOI T'POMaICHKOCTI,
KepiBHUKIB  yciXx piBHIB [6]. BomHouac
CHUCTEMaTH30BaHI  3axoau 13  3amoOiraHHs
YHCIICHHUM 3arpo3aM He MOBHHHI MePeIKoKaTH
aenani CTpIMKiLIOMY ¢dbopmyBaHHIO
HAI[lOHAJIBHOTO iH(bopMaItiitHoro i
KiOEpHETUYHOTO TPOCTOPY, & TAKOX IHTErpamii
VYkpainu y cBitoBe iH(opMaliiiHe CyCHiIBCTBO
[7]. Came TOMy CTpaTeriyHUM 3aBJAaHHIM
JIepKaBHOI TIONITHUKA Ma€ cTaTh (OpMyBaHHS
KOMIUIEKCHOT ~ cucreMu  iHQopManiiHol i
kiOepHeTn4yHOT  Oe3meKH, B  OCHOBY  SKOi
MOKJIAJIEHO HAayKOBO OOIPYHTOBaHI IONITHYHI,
coliaiibHi ¥ eKOHOMIYHI KpHTepii Ta CBITOBUH
JOCBiJl IIOJ0 TPAaBOBUX 1 OpraHi3aliiHuX
aCTeKTiB QyHKIIOHYBaHHS [8].

3. BuUcHOBOK

TakuM 4MHOM cTa€ OYEBUIHUM HEOOXIAHICTH
OpUIUIITH ~ Olblle  yBarm mporecaM, Mo
BiOYBalOTbCS B  COIIIAJIbHUX MeEpekax Ta
iH(dopmariii, sKa B HUX ITUPKYITIOE. SIK MOBHTHCS
y Bigomill mpukasui: «Hemae aumy 6e3 BOTHIOY,
TOOTO SKIIO SKAach iH(OpMAIlis 3'SBISETHCS B
Mepeki 1 TounHae OypXJIUBO OOTOBOPIOBATHCS
KOPHCTyBadyaMH TO II¢ KOMYCh MOTpiOHO. Ilpu
YoMy II€¢ MOXe OYyTH IITYYHO CTBOPCHHI
axiorax. ToMmy HEOOXiTHO TIPHUIITUTH OCOOTUBY
yBary He TiIbKH 11 OKpEMHMH CKJIaIOBUMH, a i ix
cykynHocTi. HeoOximHe CTBOpeHHs KpHUTeEpiiB,

QITOPUTMIB 1 MPOTpaMHOrO 3a0e3leyeHHs s
MIPOTHO3YBAHHSA, TIONEPEIKCHHS CHTyarii i
CBO€YACHOTO NPUUHATTS NPAaBHIBHUX PillICHb.
3po3yMino, IO BiIaja, sfKa MparHe 30epertu

CYBEPEHHICTh, IIOBUHHAa MaTH B  CBOEMY
posnopsypkeHHI  Habip  IHCTPYMEHTIB, IO
00MEXKYIOTh (3BOzATH 70 MiHIMyMY)

e(eKTUBHICTh MaHIMYJSTUBHOTO BIUIMBY «M'SKOT
cwmy. JlepkaBam HeoOXimHO po3poOUTH i
3aCTOCOBYBaTH Ti MEpEXEBi CTPYKTYpH, SKi
MOXYTh €(EKTHBHO BHUSBIATH, MPOTHO3YBATH 1
MIPOTHIIATH TPOSBY MAHIMYJAIA B MHPPOBOMY
MPOCTOP1, MPALIOBATH B TOMY K OIEpaIiifHOMY
011, 110 1 iX MOTeHWiKHI 1 peaybHi NPOTUBHUKH.
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Abstract

The article presents a brief overview of methods for ensuring the navigation safety of vessel
traffic, which are divided into three categories: methods of early detection of the collision
possibility of ships, methods of maneuvering to avoid a collision and planning trajectory
methods of the ship. A detailed theoretical review of methods for assessing the risk of a
dangerous approach of ships, associated with ensuring the navigation safety of ship traffic, is
carried out in detail. The representation of ship domains is disclosed to assess the risk of a
dangerous approach of ships. The work provides links to sources that clarify the presented

material.
Keywords
Navigation safety, navigational control methods, risk assessment, ship convergence, "ship
domain"
1. Introduction navigation in modern conditions, the real

accuracy of navigation and the quality of
navigation problems is about twice worse than
expected. It follows that the complete elimination
of the accident rate of ships has no chance. But it
is quite possible to influence the number of
accidents with the help of various measures and
try to achieve its relative maximum reduction for
a period that is limited. Such a drop in the accident
rate can be achieved up to a certain level, after
which the accident rate will inevitably grow again
or temporarily stabilize [1]. This conclusion
follows from the realities of the present time,
which can be characterized:

1. An increase in the volume of water

transport

2. The increasing traffic intensity in areas of

busy shipping leads to a constant increase in

the workload on boat masters

The science of ensuring safe navigation in the
civil and military spheres is in the process of
improvement. A global issue in this scientific area
is prevention of groundings and collisions of
ships. This science examines the aspect of the
problem of navigation safety from all sides.
Navigation figure 1, since antiquity, as a result,
has created problems of navigation safety.
Ensuring navigational safety is a task that is a
complex multi-level complex.

To solve this problem, the forces are united:
manufacturers of maritime navigation aids,
international organizations, administrations of
states participating in world shipping. The
cooperation of these entities forms a system for
ensuring safe navigation. Despite  such
cooperation, a high percentage of ship accidents
at sea is an objective reality that cannot be denied
and is primarily due to the peculiarities of external
and internal factors accompanying navigation,
which will always be present regardless of the
human factor. The level of state and reliability of
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(A. 2); aleksandra.tsyra@gmail.com (A. 3)
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Types of water transport: passenger,
military

cargo

icebreaker

Figure 1: Water transport

Experimental studies show that the largest
number of accidents in water transport occur in
the areas of responsibility of ports and on the
approaches to them. In this regard, the problem of
safe movement at sea becomes most acute in
limited waters and cramped navigation conditions

12].

2. Aspects of the tasks for ensuring
the navigation safety

One of the seven ancient man-made wonders
of the world - the Pharos lighthouse, and the
miraculous miracle - the Pillars of Hercules were
navigational landmarks on the approaches to
Alexandria and Gibraltar and helped mariners
prevent their ships from aground. And this is one
of the proofs that at that time the knowledge,
experience and intuition of the navigator was not
enough to guarantee the safety of navigation. In
modern conditions when the main cause of
maritime accidents is breakdown, damage, or
equipment failure. The worst regions in terms of
maritime accidents, according to the AGCS
report, are the waters of southern China,
Indonesia, and the Philippines. Every fourth
incident occurs in those areas. Even though Asia
remains the most unfavorable region due to the
busiest routes and the old fleet. Next come the
Eastern Mediterranean and the Black Sea and the
British Isles. From the analysis of catastrophes,

the existing problems of the safety of navigation
becomes acute in limited waters and cramped
navigation conditions. As a result, special
methods of preventing collisions of ships,
introduced into complex technical navigation
systems, are in great demand [4,5]. The legal
framework at this stage, despite the emergence of
unmanned navigation, regulates that the
management of a ship is the exclusive right of its
captain. In his actions, the boat master is only
guided by the information provided by various
navigation aids, but the final decision on the
movement of the vessel is made only by the boat
master. And because of this, it has led to the fact
that in navigation, extraordinary approaches to
traffic management have developed and are used.
Because of this, the methods of ensuring the
navigation safety of vessel traffic can be divided
into three categories: methods of early detection
of the collision possibility (collision risk
assessment), methods of maneuvering to avoid a
collision (collision avoidance), and planning
trajectory methods of the safe movement of the
vessel. Brief comparative characteristic these
methods:

Method 1. On-board radio and computer
systems, which are called on-board collision
avoidance systems, have been recognized as
highly effective means of preventing collisions in
shipping. The English name for these complexes
is Collision Avoidance System. The on-board
collision avoidance system is a proven system
based on the use of surveillance radar signals and
other navigational aids. It operates independently
of ground equipment and provides information on
situations that other vessels can create in various
navigational conditions. The collision avoidance
system provides information to the officer of the
watch on the situation in the navigation area
through the provision of visual and voice
information, ensures the timely detection of
threatening vessels, classifies vessels according to
their ~ degree of danger, and issues
recommendations for the appropriate maneuver.
The collision avoidance system monitors vessels
in the surrounding water area within a radius of up
to 24 miles from own vessel [3]. Such observation
makes it possible to determine the trajectory of the
relative movement of each oncoming object, to
assess the risk of collision of own ship with other
objects. With the help of communication
facilities, coordination of planned maneuvers can
be carried out with other vessels.

Method 2. The problem of divergence of
vessels in the water area is a priority in the
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management of the vessel. Without disregarding
the increasing intensity of traffic on all
international water communications, it is possible
to ensure a satisfactory level of traffic safety in
recent years using innovative means of radio
navigation. For this reason, the problem of
divergence of ships should be considered only in
accordance with the section "Use of automatic
radar plotting means".

The main document among the normative ones
that determine the reliability of the divergence of
ships is the "International rules for preventing
collisions of ships at sea" (IRPCSS-72) [6].

These Rules oblige each vessel to carry the
appropriate lights and signs, to sound the
appropriate sound signals, to use all available
means in accordance with the prevailing
circumstances and conditions to enable each of
them to:

1. To detect in advance the presence of other
vessels;

2. To determine the degree of danger in order
to identify the existence of a collision hazard;

3. Take into account the mutual obligations
when maneuvering the gap;

4. Ensure safe divergence in all visibility
conditions.

Method 3. The lack of a quantitative
description of the concept of "limited visibility" in
the IRPCSS-72 causes a contradiction between
R. 19 ("Swimming with limited visibility") and
R. 15 ("Situation of intersecting courses in sight
of each other") in cases where the visibility range
is of the same order of magnitude with D. Having
detected in such conditions with the help of the
radar an approaching vessel from the right side, a
prudent navigator will make way for him, without
waiting for this vessel to come within the distance
of visual visibility and he will have to act in
conditions: the short period of time and minimal
space.

In addition, the International Maritime
Organization at the United Nations (IMO) in 1978
adopted the Convention on the Training,
Certification and Watchkeeping of Seafarers. This
Convention defines the minimum requirements
for the knowledge and practical skills of boat
masters in relation to ship divergence and the use
of radar information. IMO has also formulated
requirements for programs for radar surveillance,
laying and use of automatic radar laying facilities.
All this is aimed at increasing the reliability of the
divergence of ships.

Method 3. Get answers to the questions:
determination of the current coordinates of the

vessel in the coordinate system - bearing and
distance relative to a given point; determination of
the actual trajectory of the vessel's movement, the
actual elements of movement, is possible with the
help of navigation methods for monitoring the
position and movement of the vessel. Evaluation
of the trend of the vessel's movement to predict
the current coordinates in time, control of the
lateral deviation of the vessel from and calculation
of the course correction. The listed monitoring
tasks are referred to as “Real-time tasks”. The
more difficult the navigation conditions are, the
shorter the “real time clock” should be. The
advantage of each navigation method is
determined by the main features of the
characteristics: the accuracy of determining the
current coordinates of the vessel, the duration of
navigation determination and the discreteness of
the definitions [7]. Methods of control over the
position and movement of the vessel are divided
into two groups: "navigational" and "pilotage".
With “navigator” control methods based on
navigation measurements, the point at which the
vessel was located, and depending on the position
of this point relative to the line of the given path,
solve the remaining navigation problems. The
navigational methods include the reckoning of the
ship's coordinates, its refinement along one line of
position, navigational observations, as well as
methods formed by their combinations, including
"corrected dead reckoning"

2.1. Security Domains

The area around a ship of a certain radius,
shape, and size, not considering geometry, actual
dimensions, the current course, into which the
oncoming ship should not enter is called the ship's
domain. The ship's heading is determined by
evaluating the speed vector from radar
observations during several turns of the antenna.
This definition indicates that the information is
not received in real time, but nevertheless this area
is called the "navigation safety zone". In methods
for assessing the risk of dangerous approach by
the foundation, there is a point of the shortest
approach of ships (closest point of approach). For
navigational safety, the shortest distance is greater
than the critical value. The following values are
provided: "time of movement to the point of the
shortest approach of ships" (time of closest point
of approach), "distance to the point of the shortest
approach of ships" (distance to closest point of
approach).
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Research groups that study the issue of ship
collision avoidance use a variety of domains:
circular, elliptical, and other complex shapes. The
domain boundary is interpreted as a function of
the ship's heading angle. At this point in time, to
use the security domain, each domain is analyzed
separately. Based on this, we can conclude that the
domain cannot fully solve all the problems of
discrepancy due to strictly defined domain
boundaries.

The Goodwin domain model is divided into 3
sectors. The dimensions of the free zone from
other objects are different. Depends on the
situation in a certain period. The radius of the
sectors corresponds to the critical values of the
closest approach of ships for each scenario
Figure 2.

Figure 2: Goodwin domain

Deepening the idea of Goodwin is carried out
by the Davis domain, presented in the form of an
ellipse with an offset center, divided into sectors.
For the navigator, this is an indicator for deciding
to perform an evasive maneuver when other
objects intrude into the active domain Figure 3.

Caldwell's ship domain is a different
configuration depending on the ship's
approaching scenario. With oncoming traffic in
the domain, the stern part is completely absent.
When overtaking, the domain has an ellipsoidal
shape.

Tszyu's ship domain is based on neural
networks trained by the backpropagation method,
which makes it possible to partially consider the
influence of the external environment without
resorting to complex classical deterministic
mathematical models of its description [8].

< Sec!c;rfl el

\ ™\ Phantom= — >~ =

Figure 3: Davis domain

The ship domain proposed by
S. V. Smolentsev, A. E. Filyakov considers the
navigation features of the navigation area and the
hydrometeorological situation. Eliminates the
occurrence of false alarms when a vessel enters
the safety domain that is moving in the opposite
direction in its lane [9]. The position of the
security domain boundary is parameterized and
depends on the value of one parameter, which is
convenient for performing calculations. In
addition, the border of the proposed safety zone is
smooth, which excludes jumps in solutions for
different course angles of entry of targets into this
zone [10].

There are groups of our and foreign researchers
who are working towards assessing the risk of
collision and improving ship domains. An
unconventional method for clarifying the situation
of approaching ships at sea based on information
from an automatic identification system was
proposed by Bukaty Vitaly Mikhailovich,
Morozova Svetlana Yurievna. Titov A.V., Zaikova
S.N., Volynskiy I.A., Khmelnitskaya A.A. in their
work the current state and problems of using inland
waterways (on the example of the Volga-Caspian
Sea shipping canal) and Nitsevich A.A., Melnikov
N.V., Khristich D.Yu., Lebedev V.P. in work
Collision of ships use the method of M.A.
Konoplev, who presents the risk assessment in the
form of a fuzzy system.

3. Conclusions

One of the main problems of navigation,
namely the navigation safety, remains unresolved,
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although the work is carried out by all groups
according to the law of a conical spiral.

The article presents a brief overview of
methods for ensuring the navigation safety of
vessel traffic, which are divided into three
categories: methods of early detection of the
possibility of collision of ships, methods of
maneuvering to avoid a collision and methods of
planning the trajectory of the safe movement of
the ship. A detailed theoretical review of methods
for assessing the risk of a dangerous approach of
ships, associated with ensuring the navigation
safety of ship traffic, is carried out in detail. To
assess the risk of a dangerous approach of ships,
the presentation of ship domains of complex
figures is given - a dangerous approach of ships.

The work provides links to sources that clarify
the presented material.
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Abstract

The rapid development of computing, mobile and Internet technologies, the digital economy,
on the one hand, hybridity and synergy, the development of post-quantum cryptography (the
emergence of a full-scale quantum computer), on the other, put forward more stringent
requirements for the principles of building special security mechanisms in modern special-
purpose systems. Targeted attacks in cyberspace also require a change not only in the principles
of building a special communication system for critical infrastructure objects (SCS CIO), the
system for communicating commands / control signals to the CIO elements, as well as the
creation of fundamentally new approaches to the formation and transmission of commands for
their use not only of the SCS equipment, as well as open modern commercial systems based on
Internet technologies. This approach allows, in the context of the economic crisis, to ensure the
delivery of the signal within a certain time frame in the conditions of modern hybrid cyber
threats to the control system through the use of cyberspace infrastructure (synthesis of modern
technologies of computer systems and networks, Internet technologies and technologies of
mobile communication). The proposed mathematical component of the assessment of the
reliability and probability of delivering the corresponding commands / signals allows the
proposed model to be used to simulate various interventions into a special-purpose system, both
external and internal.

Keywords
modified special purpose system, critical infrastructure, cyberspace, quantum period.

1. Introduction This approach requires not only the formation of
programs for the standardization of the
information infrastructure of the CIO elements
based on international standards and Green Paper
approaches, but also the ability to counter modern
threats with signs of hybridity and synergy.

The modern development of computer
technology, the rapid development of cyberspace
technologies, the emergence of new hybrid threats
and their modification put forward more stringent
requirements for special-purpose systems. This is
due to the need to bring commands / control ~ 1.1. Analysis of recent research and
signals with a high degree of reliability, safety and publications
efficiency to the elements of the CIO
infrastructure in the post-quantum period (the

[1-8] determines the need to create a special-
emergence of a full-scale quantum computer).

purpose system for critical infrastructure

EMAIL: mkarpinski@ath.bielsko.pl (A. 1);
bogdan_tomashevsky@tntu.edu.ua (A. 2); zagorodna.n@gmail.com
(A. 3); Serhii.Yevseiev@hneu.net (A. 4); srajba@ath.bielsko.pl (A.
5); Oleksandr.Milov@hneu.net (A. 6)

ORCID: 0000-0002-8846-332X (A. 1); 0000-0002-1934-4773 (A.
2); 0000-0003-1647-6444 (A. 4); 0000-0001-9291-8879 (A. 5);
0000-0001-6135-2120 (A. 6);

108



facilities, which makes it possible to form a
control system in the conditions of post-quantum
cryptography, the growing demands of cyber
terrorists, targeted cyberattacks on
communication channels and elements of the
CIO. In [7], it is predicted that by 2025, 2.8 billion
subscribers will use the 5G network. By the same
year, the share of fixed wireless access networks
in global traffic will increase to 25%, reaching
160,000,000 connections. According to research
[9], today more than 5,000,000,000 consumers
interact with data every day — by 2025 this
number will be 6,000,000,000, or 75% of the
world's population. In 2025, every connected
person will have at least one data access every 18
seconds. Many of these interactions are driven by
the billions of IoT devices connected around the
world, which are expected to generate over 90 ZB
(10%' bytes) of data in 2025. This indicates the
possibility of considering the use of these systems
as possible channels of a modified special-
purpose system, subject to additional information
transformation. However, in [2-5], US experts
note the possibility of breaking symmetric and
asymmetric cryptosystems that provide security in
cyberspace as a combination of Internet
technologies, computer systems and networks, as
well as LTE (Long-Term Evolution — long-term
development) technologies in the context of the
emergence full-scale quantum computer (post-
quantum period).

1.2. The purpose and objectives of
the study

The aim of the research is to develop a model
of a promising special-purpose system for critical
infrastructure facilities.

To achieve the goal of the reserch, it is
necessary to solve the following tasks:

— development of a mathematical model of a
promising special-purpose system CIO;

— mathematical assessment of the probability
of delivering a message using a special-purpose
system CIO;

— mathematical assessment of the reliability of
the proof of the message using the special-purpose
system CIO.

2. Development of a mathematical
model of a promising special-
purpose system.

To ensure the safety, reliability and efficiency
of the transmission of commands and / or control
signals, a national system of confidential
communication is used.

The national confidential communication
system is a set of special dual-use communication
systems (networks) that, using cryptographic and
/ or technical means, ensure the exchange of
confidential information in the interests of state
authorities and local governments, create
appropriate conditions for their interaction in
peacetime and in in the case of the introduction of
a special and martial law [1, 6].

A special communication system (network) is
a communication system (network) intended for
the exchange of information under limited access.
A special dual-purpose communication system
(network) is a special communication system
(network) designed to provide communication in
the interests of state authorities and local
authorities, using part of its resource to provide
services to other consumers. The subjects of the
National System of Confidential Communication
are state authorities and local self-government
bodies, legal entities and individuals who take part
in the creation, functioning, development and use
of this system. Management of the National
System of Confidential Communications, its
functioning, development, use and protection of
information are provided by a specially
authorized central executive body in the field of
confidential communications in accordance with
the legislation. Centralized systems of
information protection and operational and
technical management are state-owned and are
not subject to privatization. The owners of other
components of the National System of
Confidential Communications may be subjects of
economic activity, regardless of the form of
ownership. The main feature of such systems is its
hierarchical structure and transmission method
based on forward error correction. This approach
requires the transmission of additional
("unnecessary" — checking) characters, greatly
simplifies the detection-suppression and / or
complete blocking of these communication
channels for the adversary.

However, the rapid development of computing
resources for both Internet and mobile
technologies LTE (Long-Term Evolution) allows
the use, given the "steganographic" properties of
these communication channels. The
"steganographic" property is understood as the
possibility of hiding from the attacker the fact,
place, time and content of information transmitted
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by breaking the commands and / or control signals
of the OCI into separate blocks (packets). This
approach allows the use of open communication
channels with a commercial method of delivering
information to the recipient — the decisive
feedback. In addition, the use of this approach
does not require significant economic and human
resources. Consider the model of a modified CIO
control system on the example of the Armed
Forces of Ukraine. In the system that is proposed
to be used as a projects of the National
Confidential Communication System: special
communication systems (networks) as well as
systems of open public Internet systems and
mobile communication systems based on “G”
technologies. In this system, the switching nodes

are denoted by:ch™? (special communication

systems of the Ground Forces), i l,...1,, ch™""
(special communication systems of the Air
Force), jel,...J, ch™ (special

communication systems of the Naval Forces),

lel,...L, special dual-purpose system ch:dpsD
kel,..K,

..M , open mobile

(special dual-use system), open
Internet system ch’” mel

communication system ch™" (open mobile

communication system) qgel,...0.
Communication channels are denoted
accordingly: °°%" | xel,... X, L, yel,...y,

M, zel,...Z, special dual-purpose system
l:;psD” fel F, open Internet system l,‘,;lvs s

vel,...V, open mobile communication system
e, nel,...N.

Thus, the overall system of the proposed
special purpose control system CIO will be a set
of individual components of the intermediate
switching nodes and channels, and the total
probability of receiving a command and / or signal
is determined by the formula:
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where.
scsGF

p; — the probability of correct reception /

transmission of the i-th switching node ¢/ ;

scsGF

D — the correct

transmission from the i-th switching node ¢/

through the x-th channel £/

pi*"" — the probability of correct reception /

probability  of

transmission of the j-th switching node ¢4**";

p;;sAF — the probability of correct

transmission from the j-th switching node ci?**"

lscsAF

through the y-th channel

piM - the probability of correct reception /

transmission of the 1-th switching node ¢’ ;

P - the probability of correct transmission
from the 1-th switching node ¢4 through the

z-th channel ;" ;

pi#*P — the probability of correct reception /
transmission of the k-th switching node c/#**” ;

p,;i” ¥ — the probability of correct
transmission from the k-th switching node c/#*”

through the f-th channel lgf"psD;

p2® - the probability of correct reception /
transmission of the m-th switching node ch,‘;ls ;

p,‘;lvs - the probability of correct transmission
from the m-th switching node ch;’fs through the v-
th channel /°°;

omcs

p," - the probability of correct reception /

transmission of the q-th switching node c/,"™ ;



omcs

po. - the probability of correct transmission
from the g-th switching node ¢4, through the n-

th channel Z;’Z"“’S .

3. Mathematical assessment of the
probability of delivering a message
using a special-purpose control
system for the OQl

Taking into account the possibility of modern
cyber threats, the computing capabilities of cyber
terrorists in the special-purpose control system of
the CIO, it is proposed to transmit commands and
/ or control signals by separate independent units
through all channels, both a special confidential
communication system and over open networks.
Commands are transmitted in parallel. Each of the
networks can be subject to attacks of a different
nature, which lead to the failure of the
corresponding network. We calculate the
probability of delivery of a message that is
transmitted (hereinafter, a packet), with the
parallel operation of three networks (a special
communication system (network) of the aircraft,
an open Internet network, an open mobile
network), provided that there is a majority body
on the receiving side that makes decisions and the
correctness of information transmission in the
case of identity of at least two packets.

Table 1

Let the probability of command transmission
without distortion and failure for a special system

. . SCS
(network) of communication — P¢ ", second

network — P2 | third network — P2™" , ie packet

transmission without failures and losses, which
can be caused by attacks of different classes. If
there was no majority body on the host side, the
probability of receiving a package on at least one
of the networks could be calculated as follows:

3 _ PQm +PQUIS +PQWU _
=(1_Pj S )X(l_])eg“ )X(l_l)gg ;;;;; s ) ,

where

P2 - the probability of erroneous reception

err

of the command in a special system (network) of
communication; Ff;ﬂs — the probability of
erroneous reception of the command on the

Internet; P2 — the probability of erroneous

reception of the command in the mobile network.

This expression can be interpreted as the value
of the probability that all three networks will not
fail simultaneously.

If there is a majority body on the receiving
party to the calculation of the probability of
receipt and confirmation of the correctness of the
received package must be approached in a slightly
different way.

Consider all possible states of the three listed
networks. All sets of states are summarized in
table. 1.

Possible states of the three command transmission networks

Network status

Ne situations o | pos | po Probability of implementation
err err err
1 + + + PC;QArrs _ PvrQ.vcs y B?u/s y PL;QW‘
2 + + ) PC?M‘(‘S _ P{ y PC?H’S y (1 _ PC?.WS )
ACCS SCS 0IS omes
3 + - + oy =P X(l_ P? )ng
ACCS SCS oIS omes
o - s P (1- BT xR xR
5 + ) ) PC?A(‘(‘S _ PC?S('V y (1 _ PC’QM: )X (1 _ P(fmn )
6 ) + ) P(fwcc _ (1 _ PC?S(‘S )>< PC?U/X y (1 _ PL‘VQWW\ )
7 ) ) + . ACCS _ (1 _ PC?SCS )X (1 _ cholx )X Pcf)umu

(o]
1
1
1
Il

PQA('('S ( 1 _

PO (1= B )< (1= 27
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The “+” sign indicates that the packet was
transmitted successfully, and the “-” sign
indicates that due to various reasons (attacks,
physical damage, technical failures, etc.), the
packets were not delivered, or the packet came
with distortions. The first four situations
correspond to cases where the majority body can
confirm that 2 of the 3 packets are identical, and
can be interpreted as a correctly transmitted
command. In other cases, the majority body
cannot confirm the identity of the received
packets on at least 2 networks. The probabilities
of realization of the corresponding situations are
given in the last column of table. 1.

Then the probability of receiving identical
packages on at least 2 networks, which allows the
majority body to work, will be equal to the sum of
the probabilities of the first four situations:

ACCS )S(‘A )ulS omcs
P? =p? xp? xp? 4
cr cr cr

cr
oIS omes
x P x (1 - P? )
cr cr

SCS

C.
pf

However, when using a special network, it is
possible to detect and correct any number of errors
based on decoding algorithms. The payment for
reliability and efficiency is the additional
transmission of redundant (check) characters,
which greatly simplifies the execution of a DOS0
attack by a cyber attacker.

4. Mathematical assessment of the
control signal reliability using a
special-purpose system.

A detailed study of the statistical properties of
error sequences in real communication channels
[10, 11] showed that errors are dependent and tend
to group (package), ie there is a certain
relationship between them — correlation. Most of
the time the information passes through
communication channels without distortion, and
at certain points in time there are condensations of
errors, so-called packets (packs, groups) of errors,
within which the error probability is much higher
than the average error probability calculated for a
significant transmission time. In such conditions,
the protection methods that are optimal for the
hypothesis of independent errors are ineffective
when used in real communication channels. HF
radio channels and wired data transmission

channels used for the organization of control and
communication in a special system (network) of
communication of the Armed Forces, prone to a
significant grouping of errors with a slight mean
asymmetry. Then, with the group nature of the
error  distribution, one parameter (error
probability) does not fully characterize the
channel, additional parameters are needed that
reflect the degree of error grouping in different
data transmission channels.

To calculate the reliability of command
transmission in a special system (network) of
communication of the Armed Forces, we use a
simplified mathematical model of Bennett-
Freulich, which does not impose restrictions on
the type of law of distribution of error packet
lengths [10, 11]. The advantages of the simplified
Bennett — Freulich model include relatively low
computational complexity, a small number of
parameters, high accuracy compared to the
Gilbert model, and the possibility of arbitrary
choice of the nature of the distribution of error
packet lengths. To set a simplified Bennett —
Freulich model, it suffices to set the probability P,

— the probability that from this position will begin
a continuous package of errors of any length and
distribution, P(/) — the probability of a

continuous package of length /. Then P, (/) — the

probability that from this position will start a
continuous packet of errors of length 1 is equal to:

P (I)=P,xP(I).

Consider a simplified Bennet-Freulich model
with disparate bundles of errors and their possible
adjacency. In this case, no more than n characters
can occur on a block length

2

blocks of length errors 1.

Then the probability of correct receiving of
commands and / or signals in a special
communication system (network) of the Armed
Forces is determined by the formula:

SCS

scs A . scs \"—¢
Pe =1-(1-P2 )" =Y .C: -P; -(I—PQ ) =
&=1

err err err

A n—
1=y (=R )
£=0
where £ — number of packet combinations, n —
packet length.
To calculate the probability of correct
reception of commands on the Internet, we also
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use a simplified Bennet-Freulich model. One of
the modifications of the Bennett-Freulich model,
which provides a polygeometric distribution of
the lengths of error packets considered in[10, 11].

In [11] it was shown that the lengths of error
packets in most real channels are distributed
according to the normal law. Thus, instead of the
packet length distribution function F (In), it is
sufficient to specify the mathematical expectation
min and the standard deviation cln. The length of
the interval between the beginnings of
neighboring error packets A is a discrete random
variable (DRV). We construct a series of DRV
distributions and find the DVV distribution
function A. The range of distribution of DRV A is
shown in table. 2.

Table 2
A series of distributions of a discrete random
length of the interval between the start of error
bursts A

A 0 1 2 i

P{A =03 |Po|Ps (1-Po)|Pe (L-PD) 21 \py(1-Py)i|

where P; is the probability of an error packet.
DRV distribution function A

F (A)=P{A< 1} :ip(z) =

=B,(1+(1-B)+(1-B) +..1-B)")=

A 2

A Sl (5 A ol ()

1-(1-B) A

The error burst length L, is also a random

variable. It is distributed according to the normal

distribution law with the parameters m;, and oy,

and in the general case can take values from 0 to
0.

Let’s introduce into consideration a random

variable A equal to the difference between A and
Li‘l

=1-(1-P)".

A=A-1L,.

Random variable A can take values from 0 to
. A is the length of the i-th error-free interval
(Fig. 1).

The probability of correct transmission of an
n-bit data block can be defined as the probability
of a random event, random variable A takes on a
value greater than or equal to #, that is

P, =P{A>2n}=1-P{A<n}=1-F,(n),

where Fy(n) is the distribution function of the
random variable A from the argument #.

i-th error n (1 + 13-th error
package package
A, Data block
Ln A
A

Figure 1: Explanation of the meaning of the
random variable A

A random event B, which is that random value
A will take a value less than n, can be represented
as the sum of incompatible events:

By — a random event, which is that A <n and
0<L,<l;

B — a random event, which is that A <n + 1
and 1< L, <2;

B> — a random event, which is that A <n + 2
and 2< L, <3;

V;—arandom event, which is that A <n + i and
<L, <i+1.

The random variables A and Ln are
independent. Then the probabilities of these
events are equal

P(B))=P{(A<n)N(O<L, <])}=

=P{A<n}xP{O<L <l};
P(B)=P{(A<n+D)NA<L, <2)}=
=P{A<n+1}xP{1<L <2};
P(B,)=P{(A<n+2)NQ2<L, <3))=
=P{A<n+2}xP{2<L <3};

P(Bi)=P{(A<n+.l:)'ﬂ(iSLn <i+l)}=
=P{A<n+i}xP{i<L <i+1};

Since the events By, Bi, Bo,..., Bi...
incompatible, then

P{A <n}=P(B) =iP(Bi) =

=Y [PiA<n+i}-Pli<L, <i+1}]
i=0
The probability P{A <n + i} is nothing but the
distribution function random variables A from the
argument n + i

n+i

P{A<n+i}=F,(n+i)=1-(1-P,)"".

In order to find the probability that the value of
random variables L,, distributed by the normal
law with the parameters my, and oz,, falls in the
interval [, i + 1), we use the known formula
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i+1-m, i—m,
Pi<L <i+l}=@| ——= |-O| —— |,
o, o,

where ®(x) is the Laplace function of the
argument x.

Substituting (2), (3) into (1), we obtain the
distribution function BB BB
F,(n)=P{A<n}=

sfionr ol o 52
o))
-]

s © i i+1-m,
PS 1—;%[1—(1—13”) ]-{@LG—

A

e . i+1-m _
o] o

Then the formula for calculating the
probability of correct transmission of a data block
of length n bits takes the form
P, =1-F/(n)=1-

cor

i i i+1-m, B i—m
_;{[1—(1—1‘;) ]{q{ o ] cp[ -

Thus, for an open Internet with crucial

feedback and a positive receipt, the probability of
-receiving the correct commands is determined by

the formula:

1-—

[Ms

1

Il
=]

where n — length of i-th frame, P, — probability of
burst errors; mr, — mathematical expectation of
packet length in errors; o1, -standard deviation of
length packet of errors, N is the maximum number
of repetitions determined by the formula, which is
determined by by the formula:

m{l_z»m-o—za,w)]

Ict

N2> ,
lnP 1 ae
where
P.. — mnecessary probability delivery
packagein;
Py, — the probability of an error in the
package;

P — probability right packet transmission
with one attempts;

[ﬂ — the nearest integer greater than or equal

to x.

In cellular networks for determination of
signal strength and interference at the input of the
receiver of the subscriber terminal for prediction
of losses when signal propagation is used model
Okamura-Cottage. In accordance with this model,
the signal power at the input of the receiver Py
subscriber station, which is at a distance R from
the transmitter,is equal to

rrrrrr

where P,.«(®) — which emits the power of the
transmitter depending on the direction to the

i i+1-m, i i—m o1 r+l-m ’
fr-o-r o= o[ T por 3=

subscriber station; at this is expectedthat the
antenna of the subscriber station has a pie chart;
L(R) — losses (size, reverse attenuation) signal at
distribution in urban areas,, depends from altitude,
antennas which transmit and accept, distance
between them,, carrier frequencies, empirical
coefficient.

Power signal on during receiver back
proportional distance to transmitter:

P (ry=Lual©),
BxR*
where B — coefficient, calculated empirically and
depends from altitude, transmitting and reception
antennas -khgs, carrier frequencies; x -indicator
degree at R:
x =4.49-0.6551g (hgs).

Power interference obstacles,, created six
interfering transmitters the first hexagon,, is equal
to

})rad (®) % 1

Bx(R,) (42—7)

})nl :6

Formula power interference obstacles,, created
six interfering transmitters another hexagon:

o tu(®) 1
Bx(R) 9

the third hexagon:

])md (®) % 1

Bx(R,)" (108)"

P, =6
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At work in cellular network appear
interference from transmitters base stationsthat
work on matching frequencies (in adjacent
channels), and in results on during receiver
necessary consider relation signal/ (noise +
interference obstacle):

signal/obstacle (S/OBS) in point reception P(C)
depends from dimensionality cluster. Probability
P(C) decreases with growth dimensionality
cluster. At this simultaneously falls frequency
efficiency network. Evaluated different options
clusters and absorbs optimal. Results evaluation

P different options clusters for standard GSM-900
bent in table. 2
z Pnrme absz
The probability of non-compliance with the
requirements for permissible relation
Table 3
Evaluation of clusters for the GSM-900 network
Dimensionality cluster C Sectorality M
Parameters
1 3 6
P(C), % - - -1 6.2]21.8 1295 (04 |6.6|14.5
4 P(C), % 391 49.6| - | 23 |14.7 {23.6 |0.3 |43 ]|11.5
P(C), % 64| 258(35| 02|64 |152 0.01 |1.7]|6.8

Thus, for a mobile network based on LTE
technologies, the probability of correct command
reception is determined by the formula:

ACCS
Q

SCS
= P2

cr. cr

1— i{[l (1_})”)””]{@(”1_—11@

nom

+PLgoma +chols :[I—ZC" P§

i=0 g,

X

omes P
P by e
Pnuise + Pnbsz

Then the probability of correct reception in the
proposed modified special-purpose system is

equal to:
j P
e
Rwi.se + Pgbsz

1— i 1—(1— p)w][ {’“ m,

i=0 O-l,,

(-
i (|

G,n

i=0

5. Conclusions

1. The analysis of the existing special-purpose
model in the control systems of critical
infrastructure facilities does not allow the
transmission of control signals / commands to the
elements of the AQI infrastructure with the
required level of reliability in the context of
modern targeted cyber threats requires new
approaches and the use of all possible channels for
communicating combat orders.

T s

[Z %ﬂm{l_;{;—®[”i—;””ﬂ}

z—m, }}

2. The proposed model of a promising special-
purpose system for managing objects of OKI uses
both a system of special communication
equipment and open commercial systems of
cyberspace. When transmitting, it is proposed that
each message is split into separate components,
which are transmitted over all channels. In open
channels, it is proposed to wuse digital
steganography and / or unprofitable cryptography
methods. Interception in each channel of
individual components will not allow the enemy
to get the original text. The final recipient (an
element of the OCI infrastructure), on the basis of
majority choice from all channels in all parts of
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the message, receives a command / control signal.
This approach allows, in the context of the
economic crisis, to ensure the fulfillment of the
assigned tasks on time,

3. The mathematical component of assessing
the reliability and probability of delivering the
corresponding commands / signals allows
modeling the proposed model taking into account
various interventions into the special-purpose
system of critical infrastructure objects, both
external and internal. A promising area of further
research is the formation of mechanisms for
breaking into parts and concealment during
transmission over open channels.
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Abstract

The rapid expansion of computer networks makes security issues among computer systems one
of the most important. Intrusion detection systems are using artificial intelligence more and
more. This article discusses intrusion detection. Multi-layer perceptron (MLP) is used to detect
offline intrusion attacks. The work uses the issues of determining the type of attack. Various
neural network structures are considered to detect the optimal neural network by the number of
input neurons and the number of hidden layers. It has also been investigated that activation
functions and their influence on increasing the ability to generalize a neural network. The results
show that the neural network is a 15x31x1 way to classify records with an accuracy of about
99% for known types of attacks, with an accuracy of 97% for normal vectors and 34% for
unknown types of attacks.

Keywords
detection of anomalies, expert systems, neural networks, intrusion detection system, network
attacks.

1. Introduction Intrusion Detection Systems, or, as they are

called, the means of detecting attacks, is precisely
this mechanism of protection of the network,
which is assigned the functions of protection
against network attacks.

There is a large number of methods for
detecting network attacks, but as attacks
constantly change special databases with rules or
signatures to detect attacks requiring continuous
administration, there is a need to add new rules.
One of the ways to eliminate this problem is to use
the neural network as a mechanism for detecting
network attacks. Unlike the signature approach,
the neural network performs an analysis of
information and provides information about the
attacks that it is trained to recognize. In addition,
neural networks have the advantage - they are able
to adapt to previously unknown attacks and detect
them [1-3].

Currently, information technology has
penetrated practically all spheres of life of modern
society. And an integral part of information
technology is the Internet. The reason for such an
intensive development of information technology
is the growing need for quick and high-quality
processing of information, the instantaneous
transmission of information to various parts of the
world. In this regard, one of the main tasks is to
ensure the security of information that is
transmitted or processed on the network,
protection against network attacks.

At the moment, complex information security
systems are becoming increasingly important. As
components of such system act as antivirus
protection systems, integrity monitoring systems,
firewalls, vulnerability analysis, detection and
prevention systems, etc. Intrusion Detection and
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2. Analysis of existing methods for
intrusions detecting

Detecting network attacks is a process of
recognizing and responding to suspicious activity
directed to the network or computing resources of
an organization [3]. From what information
analysis methods are used for analysis, the
effectiveness of the technology of detecting
network attacks strongly depends on. Currently,
there are many methods for detecting attacks, let's
consider some of them.

Behavioral methods are called methods based
on the use of information about the normal
behavior of the system and its comparison with
the parameters of observable behavior [1]. The
presented group of methods is oriented on the
construction of a standard, or normal, system or
user system. In the course of their work, systems
that use this approach compare current activity
figures with a profile of normal activity, and the
case of significant deviations can be considered as
evidence of an attack. These methods are
characterized by the presence of false positives,
which are explained primarily by the complexity
of the exact and complete description of the
plurality of legitimate user actions. In addition, for
most such systems, it is necessary and necessary
to carry out the stage of the previous setting,
during which the system "gaining experience" to
create a model of normal behavior. The length of
this interval for data collection may take several
weeks, and sometimes a few months. These
disadvantages are often the main reasons for the
refusal to use systems based on behavioral
methods in favor of systems that use accurate
representation of network security breaches. One
of the behavioral methods is statistical analysis.

Statistical analysis is the core of methods for
detecting anomalies in the network. At the very
beginning of this method, profiles are defined for
each subject of the analyzed system. Any
deviation of the profile used from the reference is
considered to be unauthorized activity. [2]

It should be noted that in the statistical
systems an important role is played by the correct
choice of controlled parameters that characterize
the differences in normal and abnormal traffic. It
may turn out that due to the wrong choice of the
number of observed parameters, the model
describing the behavior of entities in the system
will be incomplete or excessive. This results in the
passage of attacks or false alarms in the system.

The advantages of statistical systems are their
adaptation to change the behavior of the user, as
well as the ability to detect the modifications of
the attack. Among the shortcomings

it is possible to note the high probability of
occurrence of false reports of attacks, as well as
their pass.

Knowledge-based methods include such
methods, which in the context of the given facts,
rules of output and comparison, reflect the signs
of given attacks, produce actions to detect attacks
based on the found mechanism of search [4]. As a
search procedure, a pattern matching, a regular
expression machine, a logical sequential
conclusion, a state transition, etc. can be used.
Their name implies that systems based on their
application work with a knowledge base,
including information about already known
attacks. Here the knowledge base is represented
by a repository containing expert records
supporting the logic of their processing and
interpretation (that is, it is characterized by the
presence of a subsystem of logical output). If there
is no precise knowledge about the modification of
the harmful activity, then these methods can not
cope with the detection of various variations of
this harmful activity. The group of data methods
includes signature methods.

In signature methods, system events are
presented in the form of strings of characters from
a certain alphabet. The essence of these methods
is to set the set of attack signatures in the form of
regular expressions or patterns based on model
matching and verify the match of the observed
events with these expressions. Signature is a set of
attributes that can distinguish network attacks
from other types of network traffic. In the input
package, the byte is viewed by byte and compared
to the signature (signature) - a characteristic line
of the program, indicating the characteristics of
malicious traffic. Such a signature may contain a
key phrase or a command that is associated with
an attack. If a match is found, an alarm is
announced [4].

The main advantage of the signature method is
that the detection of known samples of abnormal
events is carried out as effectively as possible. But
at the same time, the use of a signature database
of a large volume negatively affects the
performance of the detection system. The
disadvantage of this method is the impossibility of
detecting attacks whose signature has not yet been
determined.

Methods of computing intelligence. This
category includes neural networks. The neural
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network is a set of processing elements - neurons,
interconnected by synapses, which convert the set
of input values into a set of desired output values
[5-6]. Neural networks are used in a wide range of
applications: pattern recognition, control theory,
cryptography, data compression. Neural networks
have the ability to learn from the sample and
generalize with noisy and incomplete data. In the
learning process, adjustment of the coefficients
associated with synaptic weights is performed.

There are several methods for training neural
networks. One of the most well-known and most
widely used learning algorithms for multilayer
neural networks is the direct dissemination of the
method of reverse error propagation [7-8]. This
algorithm wuses a gradient descent with
minimization of the mean square error for each
iteration of its execution.

One of the important advantages of neural
networks is their ability to take into account the
characteristics of attacks, identifying elements
that are not similar to those studied [9-10].

3. Method

Neural networks are one of the areas of
research in the field of artificial intelligence,
based on attempts to recreate the human nervous
system, namely the ability of the nervous system
to learn and correct mistakes that should enable
the work of the human brain to be simulated,
albeit roughly, [11]. The neural network consists
of neurons. The block diagram of the neuron is
shown in Figure 1.

wy

(o),

Figure 1: Structural scheme of the neuron

> NET

F(x) —» Out

v

The structure of the neuron from the following
blocks represented:
1. Input signals.
2. Weighting factors.
3. Composer and its output NET.
4. The activation function of the neuron F(x).
5. Output signal.

There are many properties in the neural
network, but the most important is its ability to
learn. The process of training the network reduced
to the change in weight coefficients.

NET = z X, W, (1)
n

The multilayer neural network includes input,
output and hidden layers (Figure 2).

Hidden layers Output layer

Input layer

Figure 2: Multilayer Neural Network

Input layer - serves to distribute data over the
network and does not do any calculations. Outputs
of this layer transmit signals to the inputs of the
next layer (hidden or output).

Hidden layers are layers of normal neurons
that process data obtained from the previous layer
and transmit signals from the input to the output.
Their input is the output of the previous layer, and
the output is the input of the next layer.

Output layer - usually contains one neuron
(maybe more), which gives the result of
calculations of the entire neural network. [11].

To conduct research, it was decided to use the
NSL-KDD attack database. This database is based
on the basis of the KDD-99 on the initiative of the
American Association for Advanced Defense
Research DARPA. [12]

It covers a wide range of different intrusions.
Data is a text file. This file contained both normal
vectors and an abnormal activity vector.
Abnormal activity is marked by an attack type. All
attacks in NSL-KDD are divided into four groups:
DoS (Denial of Service Attack), U2R (Users to
Root Attack), R2L (Remote to Local Attack) and
Probe (Probing Attack). Table 1 lists the types of
attacks, their number and the class to which the
attack belongs.

Table 1

Information about attacks
Type Number Class
back 956 DOS
land 18 DOS
neptune 41214 DOS
pod 201 DOS
smurf 2646 DOS

teardrop 892 DOS
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Type Number Class No Attribute name
buffer_overflow 130 U2R 27 rerror_rate
loadmodule 72 U2R 28 srv_rerror_rate
perl 34 U2R 29 same_srv_rate
rootkit 30 U2R 30 diff _srv_rate
ftp_write 43 R2L 31 srv_diff_host_rate
imap 126 R2L 32 dst_host_count
guess_passwd 1231 R2L 33 dst_host_srv_count
multihop 254 R2L 34 dst_host_same_srv_rate
phf 7 R2L 35 dst_host_diff_srv_rate
spy 3 R2L 36 dst_host_same_src_port_rate
warezclient 890 R2L 37 dst_host_srv_diff _host_rate
warezmaster 205 R2L 38 dst_host_serror_rate
ipsweet 3599 Probe 39 dst_host_srv_serror_rate
nmap 1493 Probe 40 dst_host_rerror_rate
portsweep 2931 Probe 41 dst_host_srv_rerror_rate
satan 3633 Probe 42 attack_type
normal 67343 -

Each record has 42 attributes describing

different attributes (table 2).

Table 2

List of attributes for each entry

No Attribute name

1 duration

2 protocol_type

3 service

4 flag

5 src_bytes

6 dst_bytes

7 land

8 wrong_fragment
9 urgent

10 hot

11 num_failed_logins
12 logged_in

13 num_compromised
14 root_shell

15 su_attempted
16 num_root

17 num_file_creations
18 num_shells

19 num_access_files
20 num_outbound_cmds
21 is_host_login

22 is_guest_login
23 count

24 srv_count

25 serror_rate

N
(o))

srv_serror_rate

The Deductor Academic 5.3 software to
construct and test the neural network was used.
Deductor is a platform for creating complete
analytical solutions. The platform employs
advanced methods for extracting, rendering data
and analyzing data. Deductor Academic - The free
version for educational purposes only intended.

In this paper, the study for attacks like DoS
conducted. Therefore, a parser written to extract
the necessary vectors. There were 4 files for
training and testing of the neural network:
KDDTrainDos + .txt, KDDTestDefinedDos +
Axt, KDDTestNormalDos + Axt,
KDDTestUndefinedDos + .txt. The files contain a
set of training data, a set of known attacks and
normal vectors that listed in the training set, as
well as a set of unknown attacks.

The file for training the neural network
contains 7,000 records, the contents of the file
given in Table 3.

Table 3
Contents of the training file

Attack name Number of attacks

back 556
neptune 4000
smurf 1446
teardrop 492
normal 506

A test file with known attack types contains
5000 entries. The table of contents given in
Table 4.
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Table 4

The contents of the file for testing with known

types of attacks
Attack name

Number of attacks

back 400
neptune 3000
smurf 1200
teardrop 400

A normal testing file contains 781 entries. The
file with unknown types of attacks are attacks
such land and pod, the number of entries is 219.
Research of intrusion detection was performed
using multilayer perceptron.

duration
protocol_type 0
protocol_type_1
sic_bytes

dst_bytes
wrong_fragment

hat

logged_in
num_compromised
count

srv_count

seror_rate
SIv_seror_rate
reror_rate
sry_reror_rate
same_srv_fate
diff_srv_rate
srv_diff_host_rate
dst_host_count
dst_host_srv_count
dst_host_same_srv_rate
dst_host_diff_srv_rate
dst_host_same_src_port_rate
dst_host_srv_diff_host_rate
dst_host_serror_rate
dst_host_srv_serror_rate

dst_host_reror_rate

dst_host_srv_rermor_rate

Figure 3: Neural network 28x28x1

After building a neural network was conducted
three tests to assess the quality of its work in
detecting attacks. The first test was carried out for
attacks from known types for neural network
(back, neptune, smurf, teardrop). Neural network
with  almost 100% (99.78%) accurately
recognizes known types of attacks. Further testing
was conducted for normal traffic. In this case, the
results were similar to results for known types of
attacks (98.98%). And the last test was performed
with unknown types of attacks for the neural
network, namely attacks like land and pod.

Unlike previous tests, the result is very
different. That is, in this case, we can say that only
every 4th attack will be detected. But it should be

4. Experimental results

Before the construction of the neural network
training data set excluded parameters have the
same meaning throughout the sample. This was
done to accelerate results.

The first neural network was built on 28
parameters. It consisted of an input, one hidden
and output layers. The input and hidden layer
neurons had 28 each, consisting of one output
neuron containing conclude attack (1 - attack, O -
normal traffic). This neural network is presented
in Figure 3.

attack_type

noted that since these types of attacks were not
present in the training set, we can say that this is a
good result. And also the knowledge that such
methods as statistical analysis and the method of
signature analysis, in the absence of information
about the attack data in general, would mark them
as normal traffic suggests that the use of neural
networks to detect intrusions is justified, since
they have the ability to adapt to unknown attacks.

Since satisfactory results were obtained, a
decision was made to construct neural networks
with different parameters to determine the optimal
configuration for detecting the maximum number
of attacks. Changes were made in the number of
input parameters, in the change of activation
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function and its steepness, and in the number of
hidden layers.

The following neural networks have a
common configuration: 15 input neurons, 16
neurons in the hidden layer and 1 output neuron
(Figure 4).

All neural networks 15x16x1 have the same
look, the difference between them is only in
different activation functions and the value of the
slope parameter (Table 5).

src_bytes

count

Q.
I

srv_count

A
Sy

seror_rate

srv_serror_rate

same_srv_rate

diff_srv_rate

dst_host_count

dst_host_srv_count

dst_host_same_srv_rate

dst_host_diff_srv_rate

dst_host_same_src_port_rate

dst_host_seror_rate

dst_host_srv_serror_rate

dst_host_rerror_rate

Figure 4: Neural network 15x16x1

For each of the networks built previously
described tests were conducted, such as intrusion
detection with known types, normal traffic and
attacks with unknown types. The results obtained
with the use of these neural networks are
presented in Table 6.

Table 6
Results of neural network 15x16x1
Ne  Detection Detection Detecting
of known of normal Unknown
attacks,% vectors,% Attacks,%
1 99,76 97,18 34,25
2 99,88 95,13 33,79
3 100 0 100
4 99,18 60,69 57,08

Based on the results, we can say that the best
of all has shown itself the function of activation of
the sigmoid. The artagens and the hypertension,
however, did not give satisfactory results,

Table 5
Test Neural Networks
No Size Actlvafclon Slope
function function
1 15xi16x1 Sigmoid 1
2 15xi16x1 Sigmoid 1,5
3 15xl16x1 Hypertangens 1
4 15x16x1 Arctangens 1
attack_type

although the recognition of attacks with an
unknown type has increased significantly, the
quality of the definition of normal traffic has
suffered greatly. Therefore, in this case, we can
conclude that for this task, the function of
activating the sigmoid is better suited. Regarding
the slope coefficient, we can say that the
coefficient 1.5 did not improve the results.
Therefore, the following studies were conducted
with sigmoid and factor 1, since the best results
were obtained for this configuration. Further
changes relate only to the number of neurons and
the number of hidden layers.

Next, neuronal networks with 21, 26 and 31
neurons were constructed on a hidden layer.

Further tests were carried out. The results are
presented in Table 7.
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Table 7
Results of neural networks The last two experiments were conducted with
Size Detection Detection Detecting a neural network with two hidden layers (Figure
ofknown ofnormal Unknown 5) and a neural network with a smaller number of
attacks,% vectors,% Attacks,% input neurons - 10 (Figure 6).
15x21x1 99,68 95,77 33,79
15x26x1 99,78 96,03 33,79
15x31x1 99,7 96,8 34,7
sic_bytes
count
srv_count = % = ?
sefor_rate §§€§ §§€§
- 5 & 5 &

srv_seror_rate

same_srv_rate

diff_srv_rate

dst_host_count attack_type
dst_host_srv_count
dst_host_same_srv_rate

dst_host_diff_srv_rate

dst_host_same_src_port_rat

Y1
Mlm 0

YL
&Vlm il

dst_host_serror_rate

dst_host_srv_serror_rate

dst_host_rerror_rate

Figure 5: Neural network with two hidden layers

count

srv_count

serror_rate

srv_serror_rate

dst_host_count

attack_type

dst_host_srv_count

dst_host_diff_srv_rate

dst_host_same_src_port_rate

dst_host_serror_rate

dst_host_rerror_rate

Figure 6: Neural network with 10 input neurons

The results represented in Table 8.



Table 8
Results of neural networks 15x15x15x1 and
10x22x1
Size Detection Detection Detecting
of known of normal Unknown
attacks,% vectors,% Attacks,%
15x15x15x1 99,8 95,01 34,25
10x22x1 99,96 93,34 31,51

From the results it can be seen that the neural
network with 10 input neurons has worse results
than neural networks with more input parameters.
Thus, a strong reduction in the number of input
parameters has a negative effect on the result. As
for a neural network with two hidden layers, it has
approximately the same results as the neural
networks 15x16x1 and 15x31x1. If you
summarize the value (to sum up the percentage
and find it divided by the number of
experimentation findings) for networks with
better results, namely for 15x16x1, 15x31x1 and
15x15x15x1, then you can see which neural
network has better coped with the task (table 9).

Table 9
Neural network results with the best results

Size Detection Detection
of known of normal

Detecting Genera
Unknown lized

attacks, % vectors,% Attacks,% value,

%

15x15x 99,8 95,01 34,25 76,35
15x1

15x31x 99,7 96,8 34,7 77,07
1

15x16x 99,76 97,18 34,25 77,06
1

5. Conclusions

Among the considered neural networks, the
best with the task of detecting attacks was copied
neural network with 31 neurons in the hidden
layer.

So, as can be seen in comparison with the first
experiment, where the percentage of unknown
attacks was 27.4% managed to get an increase to
34%, that is, every third unknown attack would be
detected.

Thus, we can conclude that although the
percentage is not very large, it is satisfactory, as it
is much better than skipping attacks as normal
traffic. It can be said that the use of multilayer
perceptron for this task is justified.

6. References

[1] Beqiri E. Neural Networks for Intrusion
Detection Systems. In: Jahankhani H.,
Hessami A.G., Hsu F. (eds) Global Security,
Safety, and Sustainability. ICGS3 2009.
Communications in  Computer  and
Information Science, vol 45. Springer,
Berlin, Heidelberg

[2] Reddy E. K. Neural networks for intrusion
detection and its applications //Proceedings
of the World Congress on Engineering. —
2013.—T.2.—Ne. 5. -C. 3-5.

[3] Mustafaev, AG, A Neural Network System
for Detecting Computer Attacks Based on
Analysis of Network Traffic, Security Issues.
-2016. - Ne. 2. - p. 1-7.

[4] Alekseev  A.S., TEACHING THE
APPLICATION OF NEURAL
NETWORKS FOR DISPLACEMENT OF
INCORPORTS // Problems of modern
pedagogical education. - 2017. - no. 57-6. -
p. 44-50.

[5] Subba B., Biswas S., Karmakar S. A neural
network based system for intrusion detection
and attack classification //2016 Twenty
Second National Conference on
Communication (NCC). — IEEE, 2016. — C.
1-6.

[6] Park S., Park H. ANN Based Intrusion
Detection Model //Workshops of the
International Conference on Advanced
Information Networking and Applications. —
Springer, Cham, 2019. — C. 433-437.

[7] E.Belov, M. Maslennikov, A. Korobeinikov.
The use of a neural network to detect network
attacks. Scientific and Technical Journal of
Information Technologies, Mechanics and
Optics. - 2007. - Ne. 40

[8] Subba B., Biswas S., Karmakar S. Intrusion
detection systems using linear discriminant
analysis and logistic regression //2015
Annual IEEE India Conference (INDICON).
—1IEEE, 2015. - C. 1-6.

[9] Fernandes G. et al. A comprehensive survey
on network anomaly detection
//Telecommunication Systems. — 2019. — T.
70. — Ne. 3. — C. 447-489.

[10] Kaja N., Shaout A., Ma D. A two stage
intrusion detection intelligent system //The
international arab conference on information
technology, IEEE-ACIT. — 2017.

[11] NSL-KDD dataset /l
https://github.com/defcom17/NSL_KDD

124



Technology of Secure Data Exchange in the loT System

Hassan Mohamed Muhi-Aldeen’, Yurii Khlaponin?, Ibtehal Shakir Mahmoud?, Volodymyr
Vyshniakov?, Vadym Poltorak’, Dmytro Khlaponin®, Muwafaq Shyaa Alwan’

2.4 6Kyiv National University of Construction and Architecture, Kyiv, Ukraine

137 Al Iragia University, Baghdad, Iraq

SNTUU “Igor Sikorsky Kyiv Polytechnic Institute”, Kyiv, Ukraine

Abstract. The use of public Internet channels for managing objects in the IoT system can lead
to the emergence of security threats not only for this IoT system, but also it can provide
cybercriminals with resources to carry out attacks on any other objects of the global network.
Therefore, you should use secure data exchange technologies that prevent unauthorized entry
into the system when building IoT systems. This technology is discussed in detail in this article.
The purpose of this work is to improve safety of IoT systems through the use of a perfectly

secure data exchange channel.
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channel.
1. loT security challenges

In 2020 the number of connected devices to the
IoT exceeded 30 billion, and their annual growth
increased from 3 billion in 2017 to 5 billion in
2020 as shown by the published data of
researchers [1].

Forecasts up to 2025 assume that this growth
will not decrease, but tends to increase. This
testifies to the rapidly growing need for managing
remote sites and ample opportunities for their
implementation using existing tools and
technologies. However, the rapid growth of needs
and the broad possibilities of implementing IoT in
a short time often leads to insufficiently thought
out solutions from the point of view of security,
which is described in [2-4], where security at the
network level is attributed to the most vulnerable
area. Attackers are given the opportunity to use
them to implement DDoS attacks due to
insufficient protection of IoT devices, the number
and power of which increases with the number of
IoT users. The overwhelming majority of users
believe that general security rules for the IoT
should be developed at the state or interstate level.
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However, it is difficult to develop uniform
recommendations or standards due to the
difference in security requirements depending on
the area of use of the [oT. The variety of areas of
use is shown in Table 1.

Table 1.
Gartner's analysis of the number of 10T devices in
use globally, billion

Application area 2018 2019 2020
Housing 0.98 1.17 1.37
Building automation 0.23 0.31 0.44
Security systems 0.83 0.95 1.09
Extraction of 0.33 0.4 0.49
minerals
Automotive 0.27 0.36 0.47
Medicine 0.21 0.28 0.36
Trade 0.29 0.36 0.44
Transport 0.06 0.07 0.08
Government sector 0.4 0.53 0.7

Gemalto's survey of [oT users found that 90%
were unsure about security. Thus, it seems to be
relevant the analysis of [oT systems from the point
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of view of ensuring the secure exchange of data
over the Internet channels, as well as the technical
solutions in this area, given in the work.

2. Analysis of data exchange options
in loT systems

To connect IoT devices to the Internet, one of
two schemes can be used, shown in Fig. 1 and Fig.
2 respectively.

Server for
communication
with objects

;‘ Ma%a]ged oljfecté\

Figure 1: Direct management of objects through
the public network

Terminal

for control

The scheme shown in Fig. 1 is the simplest one
and can be successfully used in internal computer
networks. But such solution has a number of
disadvantages in the conditions of the public
Internet:

- Connecting the server directly to the Internet
facilitates the intervention of unpredictable
external threats into management processes.

Mini-computer
for object
management

~ | Mediator
server

Terminal
for control

Figure 2: Object management using a mediation
server

- Cybercriminals are more likely to install their
botnets (malware) on your server to implement
DoS and DDoS attacks.

- This server requires a dedicated IP address on
the Internet, which is associated with additional
material costs.

- To ensure the information security of the
server, qualified service is required.

Disadvantages listed above are absent in the
circuit shown in Fig. 2, where data flows between
the terminal and management objects are filtered
by the proxy server. This server can
simultaneously serve many users, protecting their
data streams from malicious attacks. Internet

: Maga]ged oﬁi'ecti

service providers (ISPs) can install such servers,
providing customers with cloud-based access to
resources. However, the user can install own
separate or corporate broker server in case of high
security requirements for information about
objects managed. In cases when the broker's
server is hit by a threat, the information about the
managed objects will be kept intact. An increase
in signal latency should be noted as a
disadvantage of control through an intermediary
server in comparison with the first scheme. But
this disadvantage can be considered insignificant,
since the performance in control systems cannot
be high due to the presence of unpredictable
network access latency using Internet channels.

3. Technical solutions to secure the
loT

Object management via the Internet does not
require the transfer of large amounts of data and
high-speed messaging. This allows you to use the
most advanced methods of protecting data from
threats of disclosure or spoofing during
transmission over channels. The use of such
methods makes it possible to exclude the
possibility of these threats being realized, which
is mathematically provable. It should be noted that
no expensive technical solutions are needed for
absolute  protection. This protection is
implemented using simple software methods. It is
mathematically proven that the absolute
protection of information is provided by the
Vernam cipher, which is called one-time pad [5].
The use of this cipher requires the fulfillment of
the conditions, the list of which is presented in
Table 2.

Table 2.
Conditions for ensuring absolute data protection
during transmission
Condition
Generation of random
bit sequences (not
pseudo-random)

Condition fulfillment
A method for random bits
generating is implemented,
which allows you to generate
random sequences on any
computer, as described in [3]
For each communication
sequence can be used session, random bit
for encryption only sequences are generated
once independently of each other
For the exchange of The exchange of random bit
random bit sequences, | sequences occurs according to

Each random bit
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the Diffie-Hellman algorithm
communication with such parameters for
channel should be which there is no possibility of
used data disclosure in modern
conditions

an absolutely secure

The work [7] substantiates the choice of the
Diffie-Hellman algorithm parameters. The
parameters of the algebraic group for the
implementation of the algorithm are selected
based on two conditions. In first, it is needed to
ensure the impossibility of disclosing data. From
the other hand, it is needed that the time of
cryptographic transformations does not exceed
the allowable value. In order to prevent data
disclosure, an algebraic group in the form of a
Galois field with characteristic 2 was chosen and
a degree, which is a safe prime number from the
series 503, 563, 587, 719, was chosen too. Since
the solution to the discrete logarithm problem for
such fields is unknown today, this protection
cannot be hacked in modern conditions. All
cryptographic transformations are implemented in
the form of several dozen lines in JavaScript and
can be copied and placed both in the client and
server parts of the software of [oT systems. If the
Node.js platform is used to write the server side,
then the cryptographic transformations in the
server and client sides will be identical. All
fragments of the data protection program for a
field of (27503) elements are presented below.

The beginning of filling the array with N
random bits looks like this:

var N = [504]; // Array of 503
random bits (N [0] is not used)

var Tl = new Date (); // Take the
timestamp for transformations

var TN = Tl.getTime (); // TN -
the number of milliseconds from
01/01/1970

N [1] = TN% 2; // Fill the first
bit depending on the parity of TN

The rest of the random bits will be formed in
the cycle of filling the array MA with powers of
the primitive root of the Galois field.

The block for filling an array MA with powers
of A looks like this:

// Elements of arrays with index 0
are not used

var A = [504]; // Sequence of 503
bits for exponentiation

var B = [504]; // A sequence of
503 bits of the exponent

// Arrays for multiplying the
elements of the Galois field GF (2
~ 503)

var M1 = [504], M2 = [504], R =
[504];
// M1 [], M2 [] - factors R [] -

the result of multiplication

var MA = new Array (504); // Array
MA [] [] of degrees A []

for (var i = 0; 1<504; i ++) MA
[i] = new Array (504);

for (var i = 1; 1i<= 503; i ++) MA
[1] [i] = A [i];

// The first line of the array was
filled with the value A []

for (var I = 2; I <= 503; I ++)

{// Loop filling the array MA []
[] with powers of A []

// In the next 3 lines, we
continue filling the array N []

Tl = new Date (); // Take the
timestamp for transformations

TN = Tl.getTime (); // TN - the
number of milliseconds from
01/01/1970

N [I] = TN% 2; // Fill in the next
bit depending on the parity of TN

for (var J = 1; J <= 503; J ++) M1
[J] = M2 [J] = MA [I-1] [J];

MULT (); // Function for
multiplying the elements of the
Galois field GF (2 ~ 503)

for (var j = 1; j <= 503; j ++) MA
[I] [3] =R [31;

} // Put degree 2 in MA [2] , put
degree 4 in MA [3],

// put degree 8 in MA [4], put
degree 16 in MA [5], etc.

Our task is to get the same random bit
sequences C[] on both sides of the data exchange.
This allows to add modulo 2 (XOR operation) bits
of the C[] sequence to each bit of data being sent
on the transmitting side. With such information
coding, absolute protection against disclosure
threats in the communication channel is provided.
The recipient of the information must add modulo
2 bits of the C[] sequence to the received bits for
decryption, which is exactly the same procedure
as on the transmitting side.
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The transformation process begins by
generating a sequence of 503 random bits on each
side. This is done simultaneously with filling the
array MAJ][] with powers of the primitive root of
the Galois field. The number 2 is one of primitive
roots, which should be entered into the array A[].
In our example, the least significant bits
correspond to the lower array indices. Therefore,
we get a primitive root like this:

for (var i = 1; i<= 503; 1 ++) A

[i] = 0; A [2] = 1; // Put the

number 2 in A []

For raising to a power, a well-known method
of simplifying calculations was used, which
consists in replacing the operation of raising to a
power by a product of powers according to the
next expression:

503 (1)
i=1
where
503
B = .
i=1

Since any exponent B can be represented as a
sum of values selected from a range of weights
20, 21, 22, 23,..., 2502, to calculate AB it is
enough to multiply no more than 503 elements
from the array MA.

The block for raising A to power B looks like
this:

(var i=1; i<=503; i++) A[i]=0;

for
[1]=1; // Put a unit in A[]

A[l]

for (var J=1; J<=503; J++)

if (B[J)==1) // Select the bits
equal to 1 from the binary form of
exponent

{

for (var I=1; I<= 503;
T++) {MI[T]=MA[J][T]; M2[I]=A[TI];}

MULT () ; // Function for
multiplying the elements of the
Galois field GF(27503)

for (var I=1; I<= 503; I++)
A[I]=R[I];

} // The elements MA[][] was
Multiplied, where B[J]=1.

The function of multiplying the elements of the
Galois field according to the rule of polynomials
looks like this:

function MULT ()

{ // Multiplication using the
polynomial X*503=X"3+1

var i, 3, r, rl, r2, r3;

for (i = 1; i<= 503; i ++) R[i] =
0;

for (i = 1; i<= 503; 1 ++)

if (M1[i] == 1) // Select units,
because multiplication by 0 gives
0

{

for (3 = 1; j <= 503; j ++)
if (M2[j] == 1)

{

r =1+ j-1;

if (r> 503)

{

r = r-503;

if (r> = 501)

rl =1+ r; r2 =4 + r; r3 = 501 +

== 0) R[r3] = 1; else

if (R[rl] == 0) R[rl] = 1; else
R[rl] = 0;

if (R[r2] == 0) R[r2] = 1; else
R[r2] = 0;

}

else {if (R[r] == 0) R[r] = 1;
else R[r] = 0;}

}
}
} // End of function MULT ()

Let's imagine an algorithm for obtaining bit
sequences that will be the same on both sides of
the data exchange.

Step 1. The client enters a random bit into the
first element of the array N, and enters the value
of the primitive root of the Galois field into array
A.
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Step 2. The client executes the block of filling
the array MA with powers of A with the
simultaneous completion of filling the array with
N random bits.

Step 3. The client copies array N to array B and
executes the exponentiation block of A.

Step 4. The client sends to the server the result
of raising A to the power of B as a sequence of
503 bits

Step 5. The server stores the sequence of bits
received from the client in array C and performs
actions similar to steps 1-3 of the client.

Step 6. The server sends to the client its result
of raising A to power B.

Step 7. The client stores the sequence of 503
bits received from the server in array A.

Step 8. The client executes the block of filling
the array MA with powers of A without filling the
array with N random bits.

Step 9. The client executes the block for
raising A to the power B and enters the result into
array C.

Step 10. The server copies array C to array A
and performs the steps similar to steps 8 and 9 of
the client.

The result of performing the above actions is
to obtain the same random sequences of bits in the
arrays C of the same name on the client and server
sides, which was required for encryption using the
one-time pad method.

4. Full-scale model of a secure loT
system

The main element of the [oT system that needs
to be protected from false control commands and
from intrusion by attackers who can create threats
such as DDoS attacks is computer for object
management (see Fig. 2). Connecting this
computer through the Router without providing a
real IP address does not provide the ability to
control this computer other than through the
console used to install the software or an
application program that provides the protection
described in the previous section. A well-known
minicomputer of the Raspberry Pi 3 type, which
has a 40-pin GPIO interface with wide
possibilities for connecting objects for monitoring
and control, was chosen as hardware. Linux
version Ubuntu 20.10 was selected as the
operating system, and the Node.js platform
version v12.18.2 with the onoff package was used
as a programming tool, which allows objects to be
controlled via the GPIO interface.

The initial snippet of the CONPIN.js program
installed on this computer in the / home / ubuntu /
directory looks like this:

const HOST = '91 .198.50.144 ';
const PORT = 3000;

const Gpio = require ('onoff').
Gpio;

const fs = require ('fs');
const net = require ('net');

let SYM; // String.fromCharCode
let STREB = '////////";

let 1 = 0;

let TR = '';

const Gp4 = new Gpio (4, 'out');
// Pin 7 Gpio 4 # O

const Gpl7 = new Gpio (17, 'out');

// Pin 11 Gpio 17 # 1

This client program regularly contacts the
server (Mediator server) (see Fig. 2) with a period
of 20 seconds to transmit information about the
state of objects and receive control signals. The
duration of the period of 20 seconds is chosen
from the condition of proportionality with the
time of entering the Internet. The operation of this
program must be protected against possible power
outages. To automatically start the program after
power-up, add the following three lines to the
/etc/re.local file:

#! / bin / sh

echo "#######HH##HH##EH##E CONPIN
FHEHEF AR H AR AR EHH

/ usr / bin / node / home / ubuntu
/ CONPIN &

The SOCKET.js program must be running on
the Mediator server (see Fig. 2) located at the ISP
(Internet Service Provider) site that provides
services in SaaS (Software as a Service) mode.
The initial snippet of this program looks like this:

// server / SOCKET.js //

const HOST = '91 .198.50.144 ';
const PORT = 3000;

const net = require ('net');
const fs = require ('fs');
net.createServer (function (sock)

{
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With a single intermediary computer with a
single real IP address, the provider can serve
multiple IoT client systems. The number of
supported systems depends only on the technical
data of the computer. The operation of the
SOCKET.js program must be protected from
failures that can lead to an emergency shutdown.
To do this, use the process manager pm2
automatic program restart tool, which must be
downloaded using the npm install pm2 —g
command. After that, the SOCKET.js program
should be launched with the pm2 start
SOCKET.js command. In this case, in case of any
failures, the program will automatically restart
[8].

The main task of the Mediator server is to
protect the resources of IoT systems from the
penetration of intruders who have as their goal the
implementation of DoS and DDoS attacks. This
requires unauthorized entry into the Mediator
server, which is unlikely, provided the provider
follows standard instructions. Usually this
situation arises due to the fault of the provider's
staff. In any case of failures on this server, the
provider always has the ability to switch to a
backup server or restore the operation of the same
server using copies, which is the norm in the work
of providers [9].

The exchange of data between users of the [oT
system and their objects is carried out via a web
interface through intermediate data files. These
files are created anew at each data exchange
session. Each individual user on the Mediator
server is allocated his own directory, where, in
addition to the SOCKET js program with a unique
value for the PORT parameter, the wvybir.js
program is located, the initial fragment of which
looks like this:

// vybir.js - HTTP Server Ver. 18
February 2021

var http = require ('http');
var url = require ('url');
var fs = require ('fs');

var static = require ('node-
static');

var querystring = require
('"querystring');

var file = new static.Server
(".");

http.createServer (function (req,
res)

{

In the vybir.js program, a separate TCP port
number is allocated for each wuser. The
CONPIN.html file with images of object state
indicators and control buttons is also located in the
user directory. The user can download this file
through the link given to him like
http://91.198.50.144:8000/CONPIN.html. All
communication  processes, including  the
authorization procedure, are protected using the
means described in the previous section. The
above link is unprotected as it is only intended to
demonstrate the control process using eight binary
objects as an example. Authorization data is
stored in the same directory in an encrypted file.

5. Conclusions

The reasons for the emergence of security
problems in IoT systems are described. Potential
security threats have been identified, both for the
IoT itself and for the use of its resources by
intruders in the implementation of attacks on other
objects of the Internet.

Variants of data exchange schemes in IoT
systems have been analyzed and the choice of the
most secure scheme has been substantiated.

The technical solutions that make it possible to
secure data exchange in IoT systems by building
an ideally secure data exchange channel are
considered in detail. These solutions are presented
in the form of text programs in the JavaScript
language and can be embedded in any user
software.

Using the example of the current model of the
IoT system, it is shown that it is possible to
eliminate problems with emergencies in IoT
systems that arise for various reasons, including
malfunctions of programs, temporary power
outages or attempts to unauthorized entry into the
system. A link to a resource on the Internet is
provided to demonstrate the process of managing
objects.

The technical solutions proposed in this work
make it possible to fully secure IoT systems from
information threats.
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Abstract

Social networks are considered from the point of view of informational influences on network
participants (agents). The dynamic processes of forming opinions and the dynamics of
information influence on network agents are considered. Models and algorithms for identifying
critical points of a social network (influencing agents) are presented, the impact on which

allows manipulating the aggregate opinion of network participants that form a social network.

Keywords
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1. Introduction

An instrument of active influence on the
actions of network users and a means of forming
and disseminating opinions is undoubtedly a new
type of resource - online social networks. Their
role has grown significantly with the advent of
Web 2.0 [1]. The target segments for using this
tool can vary significantly and range from the
formation of consumer demand to the formation
of public opinion during elections at various
levels (from state to district or city). All this
allows to talk about the transformation of social
networks into a tool for strategic management of
the population [2].

A social network can be represented as a
graph, the vertices of which are individuals
(agents), and the edges are the various
relationships between them. It is known that the
opinion of an individual in a social network is
largely determined by the opinion of his
influential neighbors [3, 4]. Knowing this, it is
possible, both outside the network and inside it, in
order to achieve our goals, to try to change the
opinions of a small set of key users in popular
online social networks (such as Facebook,
Twitter, LinkedIn), through which opinions will
spread throughout the network.

EMAIL: Oleksandr.Milov@hneu.net (A. 1);
Serhii.Yevseiev@hneu.net (A. 2); Stanislav.Milevskiy@hneu.net
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2); 0000-0001-5087-7036 (A. 3); 0000-0001-8739-1224 (A. 4);
0000-0002-8654-6981 (A. 5)

The decisions of most agents can be based on
the decisions of other agents they observe. This is
especially typical in conditions of a lack of
information or the impossibility for various
reasons to process it and draw appropriate
conclusions. At the same time, the structure of the
network, which determines who trusts whom, can
contribute to the emergence of large information
cascade changes even with insignificant changes
in the decisions of an insignificant part of agents
[5]

In this paper, the formation and dynamics of
opinions in a social network is considered, and an
attempt is made to highlight those critical points
of the social network (influencing agents), the
impact on which allows manipulating the
aggregate opinion of the network participants
forming the social network, as well as the
resulting game-theoretic problems information
confrontation.

2. Social network as a medium of
information impact

A social network at a qualitative level is
understood as a social structure consisting of a set
of agents (subjects - individual or collective, for
example, individuals, families, groups,
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organizations) and a set of relations defined on it
(a set of connections between agents, for example,
acquaintance, friendship, cooperation,
communication). Formally, a social network is a
graph G(N, E), in which N = {1, 2, ..., n} is a set
of vertices (agents) and £ is a set of edges
reflecting the interaction of agents.

Social networks contribute, firstly, to the
organization of social communications between
people and, secondly, to the realization of their
basic social needs. There are two intersecting
interpretations of the social network - as a social
structure and its specific Internet implementation.

When modeling social networks, the mutual
influence of their members (agents), the dynamics
of their opinions, etc. there is a need to take into
account the factors (effects) that take place in real
social networks. In general, in real social
networks, the following effects and properties
can occur, due to both the characteristics and
needs of agents (influencing and being
influenced), the nature of their interaction, and the
properties of the social network itself. Of the
many effects and properties of the social network
presented in [6], the following are of interest from
the point of view of information impact:

1. the presence of agents' own opinions;

2. changing opinions under the influence of
other members of the social network;

3. the different significance of the opinions
(influence, trust) of some agents for other agents;

4. varying degrees of agents' susceptibility to
influence (conformism, stability of opinions);

5. the existence of an indirect influence in the
chain of social contacts. Decrease in indirect
influence with increasing "distance";

6. the existence of "opinion leaders" (agents
with the maximum "influence"), formalization of
influence indices;

7. the impact of the structural properties of
social networks on the dynamics of opinions;

8. the activity (purposeful behavior) of agents;

9. optimization of information impacts;

10. information management in
networks.

Should be noted the peculiarities of the impact
of the structural properties of social networks on
the opinions dynamics [7, 8]:

e the more connections an agent has, the
more opportunities he has through his
environment to influence the entire
network, on the one hand, and, on the other,
more vulnerability to someone else's
influence;

o the effect of clustering (the higher the

social

density of connections between active
agents-neighbors, the greater the likelihood
of activation of the agent associated with
them; see below the related concept of
“strong tie”);

e Jlocal intermediateness (the greater the
intermediate value of the agent, the, on the
one hand, the greater its value in the
dissemination of opinion / information
from one part of the network to another (the
role of an information broker), and, on the
other hand, the less its influence on the
neighbor agent - see the related concept of
“weak tie” below);

e the small diameter of the social network
causes a short chain of dissemination of
opinion in the network.

Influence is the process and result of an
individual (subject of influence) changing the
behavior of another subject (individual or
collective object of influence), his attitudes,
intentions, ideas and assessments (as well as
actions based on them) in the course of interaction
with it. Influence - the ability to influence
someone's ideas or actions. Distinguish between
directed and undirected influence. Directed
(purposeful) influence - influence that uses
persuasion and suggestion as mechanisms of
influence on another subject. In this case, the
subject of influence sets itself the task of
achieving certain results (for example, choosing
certain actions) from the object of influence. Non-
directed (non-targeted) influence is an influence
in which the individual does not set himself the
task of achieving certain results from the object of
influence.

In a social network, agents often do not have
sufficient information for making decisions or
cannot independently process it, so their decisions
can be based on the decisions they observe or the
perceptions of other agents (social influence).
Social influence is realized in two processes:
communication (in the course of communication,
exchange of experience and information,
discussion of certain issues with authoritative
neighbors for the agent, he comes to certain ideas,
attitudes, opinions) and comparison (in search of
social identity and social approval, the agent
accepts representations and actions expected from
him by other agents in a given situation; the agent
asks the question “what would the other agent (the
standard for comparison) do if he were in my
situation?” and, comparing himself with him,
determines his adequacy and plays the
corresponding role; can be explained by
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comparison and the search for strategic
advantage: by comparing himself with other
agents occupying the same positions in the social
system, the agent can introduce or accept
innovations that will make him more attractive as
an object of relations). It should be noted that with
a communicative approach to influence, agents
may arrive at similar ideas, but not necessarily
similar behavior. In comparison, the agent usually
copies the behavior indirectly. Obviously, the
behavior of an agent is determined not only by
perceptions, but also by the constraints it faces.
Therefore, agents with similar views can behave
differently, and vice versa, agents with different
views can behave in the same way.

The social network plays a large role in the
dissemination of information, ideas and influence
among its members. Influence in the social media
literature is closely related to the term diffusion of
innovations.

3. Identification of influential agents
in the network

A social network can be viewed as a set of
agents - potential voters who “vote” for a
particular product, service, or candidate from a
particular political party in the elections. In this
case, the value (utility) of an agent in a social
network depends not only on himself (for
example, directly by the expected choice), but
also on his influence on other agents. In other
words, the configuration and state of the network
is important - the totality of the opinions of
potential voters regarding their choice. Therefore,
there is a need to identify a small number of agents
(the problem of maximizing influence) that
contribute to the formation of the required opinion
throughout the network.

The problem of determining the % most
influential agents in a social network arose in the
context of the so-called viral marketing [9]. To
solve the problem, the market is modeled as a
social network of agents (Markov network), the
value of each of which is determined not only by
the immediate expected profit from the sale
(intrinsic value of customer), but also by the
expected profit from sales to other agents that will
be affected by this, from sales to agents which
they can influence, etc. (network value of
customer).

To identify the most valuable (authoritative,
influential) agents, the task can be formulated as
follows. Let us define the optimal informational

influences 14 = {IA,, ..., I4,} (I4; can be both a
Boolean variable: 1 - the presence of
informational influence, O - its absence for the i-
th agent; and continuous - the level of influence)
for a set of n agents with a predicate X; =1 if agent
i made the required choice and X; = 0 otherwise.
Suppose that the choice is described by the
following set of attributes: Y= {Y1, ..., Y}. Each
agent i has a set of neighbors N; that directly affect
X;, thereby defining a network of agents. In turn,
the i-th agent influences its neighbors.

Let the cost ¢ of the implementation of the
information influence per one agent be given, the
utility »v; from the adoption of the required
decision, if the corresponding information
influence was exerted on it, and the utility rvo
from the adoption of the required decision, if the
information influence was not carried out. For
simplicity, let /4 be a Boolean vector.

Let /! ( IA) will be the set-result of setting /4,

to 1 (all other values are unchanged), similarly
defined for £0(14)- Then the expected increase in

utility from the information impact for the agent
without taking into account its impact on other
agents, i.e., the expected utility from the
successful implementation of the information
impact (intrinsic value of customer) is determined
by the formula

ELP(X*,Y,14)=rvP(X, =1| XY, f! (14)) -

—m,P(X, =1 X*,7, £ (I4))-c

where X* — the set of agents whose decisions
are known (about whom it is known that they
made the required decisions), p( X | X5y, ]A) -

conditional probability of making the required
decision by the i-th agent.

Then the expected increase in utility from the
information campaign for the selected agents will
be

ELP(X*.Y,14)= irle(Xi =1|X".Y,14)-
i=1

—irvOP(Xi =1 X", Y, 14,) - |14c
i=1

where I4o — zero vector; rv; = rvy, if I4; =1 (else
rvi = rw); |[A| — number of selected agents.

The overall value of an agent on the network
(total value of customer = network value of
customer + intrinsic value of customer) will be

ELP(Xk,Y, ﬁ(lA))—ELP(Xk,Y, 10 (IA)),
(i.e., the value of /4 will change for other agents

and may affect their probability of making a
decision). Then the agent's network value
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(network value of customer) is the difference
between his general and personal value (network
value of customer = total value of customer - -
intrinsic value of customer). As can be seen, the
value depends on whether the promotions were
held for other agents and whether other agents
made the required decision.

Let's return to the problem of determining the
k most influential nodes in a social network.
Obviously, in order to find them in this case, you
need to find an /4 that maximizes ELP. In the
general case, finding the optimal /4 requires an
enumeration of all its possible combinations. The
following approximating procedures are possible,
giving an approximate solution:

1) A single bypass. For the i-th agent there
is a special offer

14;=1,if ELP(X*.Y, f}(14,))>0;

2) Greedy algorithm. Set [4 = [A4p. It is
necessary to bypass /4; in the loop, setting the
value to one, if

ELP(X",Y, 1! (IA)) > ELP(X".Y,I4);
Hill-climbing search. Set I4 = [4o, I14i = 1,
i :argmaxi(ELP(Xk,Y, A IA))).
Repeat as long as the i-th agent exists, setting for
which /4; =1 leads to an increase in ELP.

where

4. Maximizing influence in the basic
models of the diffusion of
innovations

In [10], the problem of influence maximization
is considered on the example of the following two
basic models of the propagation of innovations: a
linear threshold model and a model of
independent cascades, in which there is an initial
set of active agents 4o and at some moment in time
a new active agent gets a chance to activate its
neighbors with probability p,., and the latter, if
successful, are activated at the next step, and so
on until new activations are possible.

The problem of maximizing influence can be
formulated as follows. The influence o(A4) of the
set of agents A is defined as the expected number
of active agents upon completion of the process of
propagation of information actions initiated by
agents from the set 4. For both models (linear
threshold and independent cascades), an NP-hard
problem arises: for a given parameter k, find -
elements set 4 maximizing o(4). Since the
problem of maximizing the influence is similar to

the problem of maximizing submodular functions,
then for the appropriate application of the
algorithm it is only necessary to prove that 6(4) is
a submodular function. The submodular function
fmaps a finite set U to non-negative real numbers
and satisfies the natural property of "diminishing
returns" (the marginal revenue from adding an
element to a set S is at least as high as the marginal
revenue from adding the same element to any set
including S).

Generalized Threshold Model. An agent's
decision to activate is determined by a monotonic
threshold function f :Sc N, — [0,1], where

N, is the set of neighbors v and fi(J) = 0. Each
agent initially chooses a threshold 6, uniformly
randomly and becomes active if £,(S) > 0.
Generalized cascade model. The probability
pu(u, S) that agent u activates agent v depends on
the set § of agents that have already
unsuccessfully tried to activate agent v. A
restriction is imposed on the model: if neighbors
uy, ..., u; try to activate v, then the probability that
v will become active after / attempts does not
depend on the order of activation attempts.
Generalized information impact strategies.
Let there be m different ways of informational
influence 1y, ..., I, each of which can affect a
certain subset of agents of the social network,
increasing their probability of activation. That is,
the initial set of active agents Ay is not defined.
The amount of investments x; in each marketing
action is selected, which is limited in aggregate by
the budget. Marketing strategy - vector x = {xi, ...,
Xm}. The probability 4.(x) of agent v becoming
active is determined by strategy x. The function
h(-) is non-decreasing and has the property of
“diminishing incomes”, that is
VnyVaZOhv(x+a)—hv(x)£hv(y+a)—hv(y)
The resulting expected number of active
agents in this case (taking into account direct
marketing and subsequent influence) is equal to
EG(x)= X o (] Ta, ([ T[1-.(x)]
AcV ueA veA
In order to approximately maximize this
functional, it is assumed that can be estimated
EG(x) at each point x and can be found the
direction i with an approximately maximum
gradient. Let e; be the unit vector of the i-axis and
0 a constant. It is assumed that there exists y<1
such that can be found i for which EG(x + de;) —
EG(x) 2 y(EG(x + de;) — EG(x)) for any j. Then,
dividing the budget £ into parts of size J, at each
step (all of these parts £/9), we can invest ¢ funds
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from the budget into [, which maximizes the
gradient EG(-).

Competing information influences. In [11],
the problem of influence maximization is
considered for the case of two competing
influences A and B (there are player A and player
B) for the model of independent cascades.
Accordingly, an agent in the network represented
by the graph G(N, E) can be in three states: A
(reaction to informational action A), B (reaction
to informational action B) and C (no decision has
been made yet - no response). An agent can move
from state C to any other and nothing more. The
initial disjoint active sets of nodes are I, and I,
respectively (I4 W Iz = I). The problem of
influence maximization is considered for player
A. Formally, it is necessary to maximize f{/4| Ip) -
the expected number of agents that will be
affected by A for a given Iz by choosing /4.

Two models extended in relation to the model
of independent cascades are proposed:

1) A model based on distance (distance-
based), in which the agent receives the
corresponding innovation from the "closest"
activated agent from /.

2) The wave model. The innovation is
spreading step by step. An agent that is not active
at the previous step is activated at the current step
by uniformly randomly choosing one of the
neighbors located at a distance proportional to the
number of the step.

For these conditions, it is promising to
calculate the Nash equilibrium and consider the
Stackelberg game.

Voting model. In [12], the problem of
maximizing influence is considered on the
example of a probabilistic voting model. In the
voting model (belonging to the class of
Interacting Particle Systems models), at each step,
each agent can change his mind, randomly
choosing one of the neighbors and accepting his
opinion. This model is similar to the threshold
model in the sense that the agent is more likely to
change his mind to the one supported by the
majority of his neighbors. However, in the voting
model, in contrast to the threshold model, the
agent can become inactive.

The social network is represented by an
undirected graph with loops G(N, E). Each node v
has many neighbors N(v) and is randomly
initialized (assigned a value of 1 or 0). At each
moment in time, each node randomly chooses one
of its neighbors (the probability of choosing each
neighbor is the same) and accepts his opinion:

|{u eN): fi(u)= 1}|
V()

[lue N (v): /() =0}
V()

1, with probability
f;+1 (V) =

0, with probability

The budget is bounded from above by a
constant B, the cost of the initial “persuasion”
fo(v)=1 of agent v is c¢,. Thus, the problem of
maximizing influence is formulated as follows: f:
N — 0; 1} maximizing the mathematical
expectation E[Y,ev fiv)] for a given budget

constraint Z o)1) c,<B.

5. Conclusions

The paper considers the dynamic processes of
forming opinions in a social network, and also
presents models and algorithms for identifying
critical points of a social network (influencing
agents), the impact on which allows manipulating
the aggregate opinion of network participants
forming a social network, as well as the resulting
game-theoretic problems information
confrontation.
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Abstract

Many problems in economics, industry, science, as well as the problems of managing complex
technical objects lead to the need to solve optimization problems. The problem of constructing
algorithms for the approximate solution of optimization problems is of considerable interest.
To do this, the properties of the space of variables are investigated and the regularities of the
behavior of functions in this space are revealed. The paper describes the application of greedy
algorithms to obtain estimates of functions in special classes. Sparse representations of a
function are not only a powerful analytical tool, but they are used in many areas, such as image
processing, signal processing, numerical computing, directly in optimization problems, as they
significantly increase the ability to process large data sets. The key to the search for sparse
representations is the concept of m-term approximation of the objective function by the
elements of this system of functions. A universal method that allows this is the greedy
algorithm, the principle of which is to use the greedy step in search of a new element to be
added to this m-term approximation. In this work, using approximations by greedy algorithms
(v, B)-differentiable functions in Lebesgue spaces, the exact order estimates under conditions
1<p<q=£2,1<p=<2<g<omand2<p<q< o were found. The estimates obtained
allow us to effectively use mathematical models that describe the routes between atomic nodes

of the system, which require the use of (v, B)-differentiable functions in the space L

optimization problems.

Keywords
(¥, B) —derivative,
optimization problem

1. Introduction

The solution of most real problems in the field
of decision-making requires the formalization of
the situation when the choice should be made, in
the form of an optimization problem of a certain
class. The optimal choice of one of several valid
alternatives according to a certain criterion
corresponds to the assignment of variables to
specific values from the range of acceptable
values. Often variables can take only one of two
values - zero or one. The corresponding problems
are called optimization problems with Boolean
variables or pseudo-Boolean optimization
problems. This issue has been actively studied in

EMAIL: irinafraktal@gmail.com (A. 1); vshkapa@ukr.net (A. 2);
v.v.sobchuk@gmail.com (A. 3); annawlasik@gmail.com (A. 4)
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2); 0000-0002-4002-8206 (A. 3); 0000-0002-0680-4128 (A. 4)

greedy approximation,

¢ In

greedy algorithms, best approximations,

recent years in the works of many scientists
[1-11]. This approach allows to obtain good
results for adaptive algorithms for optimal prefix
coding of the alphabet with minimal redundancy,
algorithms for finding a minimum weight
spanning tree in a graph and finding a minimum
weight spanning tree in a connected graph, and so
on.

In essence, these are greedy algorithms, which
implement the following principles: at each step
of the algorithm we abstract from the previous and
next steps and think only about the optimal
solution at this stage. The approach does not
provide for the cancellation of the choice already
made (return to previous steps) and does not
predict anything for the future; the speed of
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program execution is easy to predict, because the
complexity of the algorithm is linear. However, it
is necessary to understand when this approach can
be used and when not. Even if the greedy
algorithm gives the optimal solution in certain
cases, it is difficult to prove that the approach will
work in all other possible cases.

Most known optimization methods involve
specifying objective functions and constraints in
the form of algebraic expressions, while in many
real problems some or all functions are given,
algorithmically, which makes it impossible to
apply standard algorithms to them; and requires
the development of search engine optimization
procedures and their evaluation. At the same time,
the analysis of many practical problems, to the
solution of which greedy algorithms can be
applied, allows to reveal in them some features in
the form of constructive properties, inherent both
in objective functions, and the restriction imposed
by the conditions of the problem. It should also be
noted that when solving a specific problem, it is
useful to have information about the effectiveness
of algorithms, which allows you to get the result
with the appropriate accuracy.

Often, when solving practical problems, the
researcher deals with a specific problem
statement. This paper aims to evaluate the
solutions of a